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Introduction

The Committee on Legal Affairs and Human Rightstte Parliamentary Assembly of the
Council of Europe has decided to consult the Ver@mmmission on the question of
constitutional relations between internal secigitgvices and other organs of the State.

The work of the Assembly Committee was initiatedwy motions concerning internal security
services: one by Mr Stoffelen and others (Doc. 7184Ad the other by Mr Solonari (Doc.
7424). The Committee circulated a questionnaireramember States, and on the basis of the
replies to the questionnaire and other materialgyaking Paper [AS/Jur (1996) 23] was
prepared by Ms Monica Macovei. The replies to thestjonnaire - from 30 States -and Ms
Macovei's paper as well as Barbara Forbes's papder surveillance; Critical citizenship and
the internal security services in Western Eurgpepared for the Quaker Council for European
Affairs in 1994, were placed at the disposal ofRag@porteurs of the Venice Commission.

In her working paper, Ms Macovei makes a compagaéivaluation of the legal framework

governing internal security services in Europe ahtheir effect on individual rights. She also

identifies significant differences between the ays in different member States which may
give rise to recommendations for the consolidatibimstitutional elements consonant with the
integration of the new European democracies.

The Office of the Clerk of the Assembly has subsetly, via the Secretariat of the Venice
Commission, completed the Committee's request bgifying that the study should be based
on constitutions and on general principles whiegha@mmon to them and that the identification
of common European standards might be the maircibigeof the opinion. The opinion being

sought from the Venice Commission should therefoomcentrate on questions of a
constitutional nature concerning internal seclg@svices.

These matters should be addressed not only fromiglgoint of the State that has an interest
and a right to protect its territorial integritycamternal security and stability but also from the
viewpoint of the individual, who has an interestl aright to continue to enjoy his fundamental
rights and freedoms that should only be limitedha interests of the common good of the
society of which he forms part and for a valid @mt reason. The Constitutional order should
therefore find the appropriate legal framework wathvhich the overriding interest of the
internal and external security of the State cameloenciled with the fundamental rights of the
individual. The studies already carried out to whieference has been made have adequately
illustrated how national legislation and regulasion Europe differ greatly on the institutional
aspects of the problem.

To address the issue of harmonising the organmsdtistructure of internal security services
existing in various European countries would be ammmoth task with obvious political
overtones involving delicate issues of nationakpehdence and identity. It would go beyond
the scope of the present report. As the request bisunderstood in the context of the
definition of a common constitutional heritage loé twhole European continent, the scope of
the study will be to identify common European stadd applicable to the internal security
services in order to ensure the conformity of thetivity to the three fundamental principles of
the Council of Europe: democracy, human rightstaedule of law.
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More precisely, in a first part, the opinion of tienice Commission will focus on the general
framework of the internal security services in at&governed by the rule of law, such as the
legal (constitutional) basis of the existence ¢érinal security services, budgetary questions or
the powers of such services.

A second part will study the relations between thiernal security services and other
constitutional organs. First, it will focus on tuelicial control of the respect of superior rulgs b
these services as well as on the non-judicial ognithich may concentrate on the practical or
political feasibility of the acts (past or plann@dxhe services. Then, the emphasis shall shift to
the cases in which the internal security servisesthe services of another organ, or vice versa,
and to surveillance activities concerning membexsfiecials of another State organ.

The third part, dedicated to the individual visia-wternal security services, will examine the
limited extent to which such services might bevadld to interfere with the fundamental rights
of the individual, and in particular with the rigbt privacy, as defined e.g. by the European
Convention on Human Rights.

Before addressing the various aspects of the quesii greater detall, it may be useful to
mention some peculiarities of the subject of irdésecurity services.

Undoubtedly a variety of internal and externalaitons may arise in which the executive organ
of the State must act quickly and decisively tagubthe fundamental interests of the State and
society. There must be a consensus that only é&d may possibly justify the derogation from
normal human rights standards which may sometineeadeessary to ensure the proper and
effective functioning of National Security Servicéisis this derogation that provokes the need
for particular attention to be given to the manimewhich these services must be set up, the
regulation and control of their activities and theroper place within the constitutional
framework of the country. Fewer problems might aiisthese services did not sometimes
require a peculiar framework within which to operathich might allow them more freedom
than that which is accorded to a normal police dowithin the accepted definition of
demaocratic societies. This freedom allows themotadact their activities - at least initially and
to a limited extent - free from the control of tenstituted organs of the State, whose purpose
is to ensure full protection of fundamental rightsl freedoms.

This report does not address the issue of whetiemial security services should exist at all.
When carried out correctly, internal security seegi perform an important function within the
constitutional order. Nor is it in dispute thateimtal security services have inbred in them a
potential for the abuse of State power: there Haen innumerable incidences of the most
serious violations of human rights being commiitethe name of internal security. Hence the
need for the constitutional order to identify wehould be the role of internal security services
within a democratic society, what should be thé@ce within the constitutional framework,
their functions and limitations and what methodcohtrol should be exercised over their
activities.

It is still necessary to mention that not all thatenials are quite up to date. As this analysis is
not intended to be a complete comparative studydiber a survey of problems and possible
solutions, no updating of the materials has betamgted. Some of the examples presented
may thus no longer be accurate.
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The present consolidated opinion is based on tireongs of Messrs. Lundum, Said Pullicino
and Suviranta (CDL (97) 30, 34 and 37), which weresented before the Venice Commission's
32" plenary meeting in October 1997, on the discussfahe first draft consolidated opinion
(CDL (97) 58) at the 33rd plenary meeting in Decenit®97, and, in particular, the comments
made by Mrs Err, who represented the Parliamemtasgmbly's Committee on Legal Affairs
and Human Rights at this meeting.

l. General issues
A. Institutional framework of the internal security services

There seem to be two schools of thought on thetigmesf how security services should be
organised. In some European countries, the secseityices are independent organisations
which are not part of the ordinary police force,erdas in other European States the security
services are one of many specialised branchesajeheral police force. From a constitutional
point of view, there do not seem to be convincirguments to give preference to one of these
systems over the other. In many cases, the wayuatryoorganises its security services is
probably as much due to convention as anything &lse main thing is for the organisation of
the security services to give the service a clear @recise structure and for the head of the
security service to bear the responsibility forth# actions of the service of which he or she is
in charge: one could contemplate whether a recordatiem should be made to this effect.

The head of the internal security organisatiorsisally appointed by the head of the State or of
the Government. Some other high officials of th&teayn may also be appointed by an executive
authority, while other vacancies are filled intélnaThe appointing authority normally has
discretion to dismiss the head of the organisadiath other high officials. This power to hire
and fire keeps the organisation under the tightrobof the Executive.

B. Legal basis of the existence of internal secuyiservices

The existence of internal security organs can sedan:

(@) the Constitution;

(b) ordinary legislation;

(c) governmental decrees;

(d) no legislation at all.



(@ the Constitution

Constitutional norms bearing specifically on théeinal security services are rare, and the
existence of such specific constitutional normssdoet seem necessary in general. What is
essential is that legislation or regulations peitgj to internal security organs be in harmony
with the Constitution.

In theory, of course, if the existence of interseturity services is entrenched in constitutional
provisions, built-in constitutional guarantees vebinicrease the protection afforded to interests
which are potentially threatened by the actionstafrnal security services. On the other hand,
however, provision in the Constitution might lemdue constitutional legitimacy or status to

such an institution.

(b) ordinary legislation

Most of the objectives of a constitutional provision the internal security services can be
attained even if the internal security services sgt up through a legislative process that
recognises the guiding principles mentioned abWViat is essential is that the organic laws
and other pieces of legislation pertaining to imiérsecurity organs are in conformity with the
Constitution. Legislative control over the acts aations of the internal security services in the
exercise of these functions remains an essentiahsnef ensuring that these services operate
exclusively in the national interest for the reatisn of democracy and the rule of law. This
control can, however, only be exercisadpriori by providing legal instruments ensuring
adequate checks and balances that allow theseceerto operate efficiently, without
overstepping their role, particularly where fundataérights are concerned.

As a matter of fact, in most countries, the existenf internal security organs is based on
parliamentary legislation. The same applies taotiganisation and functions of these organs, or
at least as far as the basic elements are concénrsaime instances (e.g. Spain), "organic laws"
are used, i.e. legislation which is hierarchicallya lower level than the Constitution but at a
higher level than ordinary legislation.

In several countries (e.g., Denmark, Finland, iréJaNorway, Sweden and Switzerland) the
security services are part of the general polioethese countries the legislation concerning
police in general is also applicable to the segwwdtrvices. In Switzerland, however, a Federal
Government Bill for specific legislation on intetnsecurity services was presented to the
Federal Parliament in 1994. In Croatia and the Eorfugoslav Republic of Macedonia, an
Internal Affairs Act is in force, covering all adgties of the Ministry of Internal Affairs,
including internal security services. In most cowst the internal security services and the
regular police are two (or more) distinct organ@a. In Germany it seems even to be a
constitutional requirement that the internal sdguwervices (the/erfassungsschytand the
police be kept apart. Nevertheless, the Germamanylipolice has a branch (t&aatsschujz
which is said to work in close contact with ¥erfassungsschutz.



(c) governmental decrees

In France, for example, there is no parliamentagyslation on the internal security services
(comprising mainly theRenseignements généraard theSurveillance du territoire).The
system is regulated in decrees issued by the Execdthis is in line with the constitutional
prerogative of the Executive to organise public mistration without recourse to parliamentary
legislation. Parliamentary legislation on the int@rsecurity services is lacking also in Belgium,
where the system is based on a Royal Decree (&)19Be obvious drawback of the French
and Belgian systems is that the Parliament hasimectdnfluence over the internal security
services. Nevertheless, one can hardly claim thelagon of internal security services by
parliamentary legislation to be established as mngcon European standard, though it is
undoubtedly the preferable option. A standard meguent could, however, be that the
executive decrees be sufficiently clear and conegnsive.

Naturally, parliamentary legislation — or decressied directly under the executive prerogative
— cannot be expected to regulate the internal ggcsystem in every detail. Subordinate
regulations may thus be needed, normally issugtiéizxecutive or by the Head of the security
service in question. They must evidently be giveithiw delegated powers, and also be
sufficiently clear and comprehensive. In some adesitpart of the regulations are secret. This
cannot always be avoided. Such secrecy should,eswee kept within a minimum, be within
publicly conferred powers, and not violate publgherms.

(d) no legislation at all

The United Kingdom used to be farther still frony @egulation of the internal security system
by parliamentary legislation. Until 1989, the esiste of any internal security service was
officially denied. The obvious consequence was thatParliament had no influence over the
internal security system, nor were any details h&f $ystem publicly known or able to be
discussed publicly. In 1989, however, the Seci8#wice Act was passed. Britain is thus now
within the mainstream of countries regulating theerinal security system by parliamentary
legislation.

(e) conclusion

It is true that regulating security services bydavf Parliament will ensure that Parliament has
direct influence over them, but there does not seebe a common basis in the States of the
Council of Europe for such a requirement.

It is essential, however, that the regulations eamiag the internal security services be as clear
and concise as possible so that the tasks thelpwdully engage in are clearly defined and that
the regulations should only be allowed to be keguret to the extent that is absolutely
necessary.

C. Budget
One aspect of the question of the regulation @fial security services is the budget of these

services. In many countries it is an aspect ofdiwision of powers that Parliament must
approve the budget and that no expense can béypé#we Executive without this approval. The
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specificity of the budget varies, however, from mioy to country. The budget may not have
particular headings for internal security orgartge Tunctioning of these organs is then financed
under more general headings, e.g. for the policherExecutive in general. Such general
budgetary items are then divided between differestpients and used by the appropriate
executive or administrative authority. This systeaf, course, diminishes the power of

Parliament to direct the internal security systgrbidgetary means.

For reasons connected with the very nature of ¢aargy services, their budgets are often not
very specific or might even be totally hidden withihe budgets of the branch of the Executive
in charge of the security service. Again, the afl@arliament is diminished if the budget of the
security services are kept away from them. Thees dwt, however, seem to be a common
basis for a recommendation to change this. It migét worth considering whether a

recommendation should be made to the effect thaeast the member of Government

responsible for the internal security services khtwe responsible for the budget allocated to
the security services.

D. Internal Security Services in a State governedybthe Rule of Law

As previously stated, what is essential is thatdlganic and other laws regulating internal
security organs are in harmony with the Constitutidhis assertion inevitably provokes the
question whether there is the need for internalirigcservices to be considered as a separate
organ of the State and to be recognised and s&t spch.

It is clear that if the internal security serviag#sa country are a part and parcel of the police
force entrusted with internal security, that spesd service would be subject to the
constitutional controls over the activities of thetire police force. In that event, rather than
examining whether and to what extent the relatlwetg/een internal security services and other
organs of the State are regulated in the Constitutine would have to examine the validity and
constitutionality of the exercise of specific powerithin the special competence of the internal
security service. In such an eventuality (and, asagter of fact, a great majority of countries
have opted for this solution) the internal secusityvice would have no autonomous existence
as a constitutional organ.

On the other hand, a few countries have opted\e lmernal security services with a separate
existence independent from other police organisatentrusted with ensuring law and order. It
is also true that in these cases the internal kgsarvices are rarely, if ever, recognised in the
Constitution of a country as a separate constitatiorgan. More often than not, they are set up
and organised by legislation or regulations. Irs¢heases again the issue would be whether the
relevant legislation or regulations could be coasd to be in conformity with the accepted
democratic Constitution of the country. That wobla matter for that country's Constitutional
Court to determine, naturally in the light of widetcognised principles that should govern a
democratic society. The actions of the internalisgcservices would be subject to the scrutiny
of the Courts or other method of judicial or quasiicial control, e.g. the Ombudsman to
establish whether or not they were carried outiwithe proper exercise of their functions and
within the provisions of the Law and the Constanti

In this respect the complexity of the issues ingdland the diversity of the solutions proposed
by the legislators of different countries, as emimkl by the Macovei report, suggest the need to
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establish guiding principles to which basic lawstisg up internal security services should
conform. These principles should be set out innéermational instrument - a Convention or a
protocol - which would allow each individual counto provide efficiently for its own internal
security requirements while ensuring proper avemiesontrol in conformity with a uniform
democratic standard: a standard that would enbatethe internal security service would act
only in the national interest and not in favouttod party in Government, or for that matter any
other party or institution, that it would not beedsas a means of oppression or undue pressure
and that it would operate in full respect of fundamal freedoms.

If such a solution were to be pursued - and onesiders this to be a more possible and
plausible alternative to expecting States to antéed Constitutionto conform to expected
declared standards - then the constitutional cglatof the internal security service with other
constitutional organs would also be governed by ititernational instrument, thereby ensuring
national and/or international judicial control.

This issue of control deserves emphasis here bedssisould be clear that the protection of the
State by the internal security services, apart fremsuring public order and the proper
functioning of authorities and institutions, andagdrom ensuring territorial integrity against
outside aggression, should also aim at ensuringcdmstitutional order of the country, the
proper functioning of democratic institutions oétBtate, the rule of law and the protection of
fundamental rights. Any control exercised by appedp constitutional organs of the State on
the activities of the internal security servicessinuecessarily be aimed at ensuring that these
services properly and correctly carry out theseedut

The following conclusion of the Parliamentary Corssion of the Swiss Federal Parliament
graphically underlines this principlétLe Conseil fédéral a confirmé 'la nécessité delalégy

une activité préventive ayant pour but de protélgercitoyen et les institutions contre le
terrorisme, l'extrémisme violent et le crime orgahi Cette remarque est également valable
pour le service de renseignements prohibé. La ptiote de I'Etat doit s'effectuer dans le plein
respect des droits fondamentaux: les atteintesalagts ne sont tolérées que dans le cadre des
dispositions légales et pour un intérét généralaunjprincipe de proportionnalité)”.

E. Powers and restrictions

On this point, there appear to be two differentosth of thought. In some countries (e.g.,
Germany, Luxembourg, the Netherlands and Spaie),rdle of internal security services is
limited to the gathering of intelligence and to thésequent analysis and interpretation of the
material. Any preventive or enforcement functioiesthen with the ordinary police or other
organs. In other countries internal security orgamsy have preventive and enforcement
functions as well, especially with regard to acdiatirected against the security of the State.
Particularly in the countries where the securityises are part of the ordinary police, the
security service police officers are allowed tofen the same acts as other police officers,
inter alia performing arrests, tapping telephones etc. Adaénet seems to be no consensus in
European countries on which to base a recommemnddiiothermore, there do not seem to be
convincing constitutional arguments in favour oé @i these systems over the other.

In either case, it is of the utmost importance thatregulations on the powers of the security
services are clear and precise and that they aeniormity with the rights of the individual as
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protected under the Constitution of the State iastjan and/or with the international obliga-
tions to which the State in question has undertéemhere, such as the European Convention
on Human Rights.

The mere reading of newspapers, periodicals ankishtistening to public broadcasting and the
observation of television programmes would probdidyfree from any regulation by other
organs, as is the case for ordinary individualge filng and processing of the information so
gathered may, however, already be subject to seghlations aimed at the protection of the
privacy of individuals.

Publications, radio and television are evidentlythe only source of information employed by
security organs. Clandestine, forcible or intrusivethods may be used, such as the interception
of telephone calls, house searches, surveillarre & distance with optic or auditory devices
(concealed microphones, etc.), and infiltratioro igtoups and organisations. The use of such
methods is to some extent regulated in constitsfioriernational agreements and legislation.
These regulations make the use of certain metleds,nterception and searches, subject to
permission being granted, upon certain conditiamyg, dy a court of law or another authority,
e.g. a Government Minister in Croatia and the WhKéngdom, three or four Ministers in the
Netherlands, or a special prosecutor in Romaniaséd hestrictions normally apply to internal
security organs in the same manner as to the pwoligeneral. On the other hand, it seems
almost inevitable that the use of some clandestiethods can neither be regulated nor denied
to the security organs.

Preventive and enforcement functions often invébreible means, especially the detention of
people. Such means are in many cases unavailalnietoal security organs. In any case, their
use is most often strictly regulated in constitasiointernational agreements (especially in the
European Convention on Human Rights) and legisiaflthe regulations generally include the
requirement of permits from other State organs,feoq a court of law, for police detention for
more than two or three days. As a rule, there shbal no discrepancy between the internal
security service and the ordinary law enforcemenmatctice, with respect to the form and
duration of initial detention before a suspectrsuight before a judge. Exceptions may be made
in the strict interests of national security in@cdance with prescribed norms. However, once a
judge issues a remand order pending trial, theopecharged must be detained in a normal
remand centre, free of the control of the interseturity services. There is no legitimate
justification for a separate remand centre for rivde security services, as any necessary
precautions, such as solitary confinement, couldcgvely be taken in an ordinary remand
centre.

It is not necessarily enough for the keeping amtgssing of information that legislation and
regulations are abided by. Permits from, reportautal supervision by, outside administrative
agencies — data protection authorities — are oftemlved as well. Internal security
organisations, or the police in general, are, h@newn many cases free from such outside
administrative interference. Compliance with legfisih and regulations is then the
responsibility of the organisation itself. Freediom outside administrative supervision may
also keep the activities in question rather eféetyi free from surveillance by the media, the
general public, or interested — or affected — iiahligls. Secrecy may, indeed, to a certain extent
be necessary for the success of security operatlbmsay, however, also harm important
general or individual interests, which makes tlgail@ion of these questions a delicate matter.
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Internal security services may have a duty to perfiasks given to them by superior authorities
(within the Executive power), e.g. to procure infi@tion concerning a certain person, or to
follow his movements (in Finland, the internal s@guservices used to be called "the
President's police"). Such assignments should magprinciple increase the powers of the
security organs. This principle may, however, iffcdit to apply, e.g. to the use of information

from the files of security organs. The informatisnthere for the protection of vital national

interests, and superior authorities may indeedimrecuch information for this very purpose.

The leaders of the party in power should, on tierobhand, not have access for party political
ends to information which is denied to their poétiopponents. Detailed regulation is required
for this delicate issue.

The problem should be simpler in regard to assigisnehich go beyond the use of existing

information (or such information which security ang can procure by ordinary means). The
assignment should not give any additional right éa., telephone interception or house

searches. Complications may ensue if the authatiigh assigns a task is also empowered to
grant permits which are needed for the fulfilmehthe task: e.g. a Government Minister may

require information for which telephone interceptis needed, and the same Minister may be
competent to grant interception permits.

The question of the conformity of internal securd#igrvice activities with human rights
guarantees, and especially with the right of pgyaball be developed later (section Il).

Il. Relations with other State organs
A. Control of the internal security services

It appears to be common ground in European Sthtdsthie control of the security services
cannot be merely internal, i.e. carried out by [#eers of the service in question or by the
ministries or agencies to which they belong. Ondbetrary it seems that an external control
exists in all Member States from the ExecutivepmfrBarliament and/or from the judiciary in

some form.

How the control of the security services is bestied out, differs from one area of their work to
another. It is important, however, that the conaiot limited to more general aspects - human
resources, areas of interest, priorities etc - abser control of the working of the security
services is necessary. It might be feasible tomeeend that the task of controlling the security
services be divided between the Executive, Parldraed the judiciary. The Executive could,
for instance, be responsible for the legality af thork of the security services and for their
efficiency. Parliament (or an independent body a&ppd by and accountable to Parliament)
could be responsible for monitoring whether thenmal security services confine themselves to
operations that fall within their mandate and acoafihemselves to using the methods they are
allowed to use. The judiciary could be given thie af deciding whether actions on the part of
the security services that involve intrusions itibe fundamental rights and freedoms of
individuals should be allowed.

1. Judicial control
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The Rule of Law requires that government be abihtav legal justification for its actions. The
ordinary courts, the traditional redressors of\gmees, are seen to stand between the citizen
and the State, concerned to protect individual tsigand freedoms when scrutinising
administrative activity, keen to ensure that lggalers are not exceeded in terms of substance
and procedure, and to apply principles of natwstige.

An independent judiciary is an indispensable retgui a free society under the Rule of Law.

This implies freedom from interference by the Exteeuor the Legislature in the exercise of the
judicial function. It does not mean that the judgentitled to act in an arbitrary fashion. In the

concept of independence, provision should be madehie adequate remuneration of the
judiciary, so that, e.g. a judge's salary shoulg daring his or her term of office, be altered to

the disadvantage of the judge. Furthermore, ridds the appointment and dismissal of judges,
and their transfer to other judicial duties ar¢hefessence.

As previously noted the role of the courts in respge secret surveillance is the inherent,
supervisory one of ensuring that all officials atthin their powers and according to the law.

Persons who feel that their rights have been édldly acts (or omissions) of security organs
may in general seek redress before courts of lagthar judicial bodies. The right to a judicial
remedy may be secured in the Constitution (e.§ea. 16, as amended in 1995, of the Finnish
Constitution: "Everyone shall have... the righthave a decision concerning his rights and
obligations reviewed by a court of justice or othedependent judicial organ.”). To a
considerable extent, guarantees can also be founternational agreements, notably in Art. 13
of the European Convention on Human Rights ("Evegyahose rights and freedoms as set
forth in this Convention are violated shall haveefiective remedy before a national authority
notwithstanding that the violation has been coneditby persons acting in an official
capacity.”).

In addition to constitutional and international gardees, judicial remedies are usually regulated
in ordinary legislation, which may well go beyontet constitutional and international
requirements.

Legislation can provide that the internal secudtgans be open to scrutiny by established
specialised organs (appeal authorities for comyslaagainst internal security organs, e.g. in
Ireland, and in the United Kingdom as providedifothe Interception of Communications Act,
1985 and the Security Service Act, 1989). Suchiaj®ed organs should be guaranteed the
right to deliver enforceable decisions and not igdtenish recommendations to the Executive.
They should be kept separate and autonomous frenExlecutive acting on their individual
judgment and not subject to the direction or cdrafaany other person or authority, thereby
ensuring effective redress to the aggrieved padtys, an office headed by a judge/magistrate
enjoying the above-mentioned guarantees wouldioBrtserve to provide adequate redress to
the aggrieved party.

In the absence of such specialised organs, therajendes for challenging administrative

actions (and omissions) should apply. Grievancest imel referred to the courts of law since the
protection of human rights is unanimously considess essential to the very existence and
survival of a democratic State. In many countriastiaen's fundamental rights and freedoms
are nowadays enshrined in a bill of rights, whiglemnforceable by national courts; where the
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country is a State Party to the European Convemtiorluman Rights and has recognised the
compulsory jurisdiction of the European Court, ttiizen also has the added ultimate
protection of the control organs of the Conventithe, Commission and the Court of Human
Rights.

One must accept that there may be limitations dagauthe extent of judicial control over the
activities of internal security services. Howeveis noted that these controls are twofold. On
the one hand, there are those controls that apepto judicial review of the acts or actions of
these services that have already been completedtsinld therefore invite an investigation into
their legitimacy or constitutionality. In this resy a proper balance must be struck between the
interests of the individual and the interests dfiety at large. The principle of proportionality
must be applied to assess whether a particulathattcould impinge on the right of the
individual citizen could be justified as acceptable democratic society as a necessary measure
to ensure the rule of law. The overriding principteuld also be that the Courts should have
jurisdiction to determine whether the actions camgd of were within the powers and
functions of the internal security services as tstaed by law. Within the limitations laid
down by law, the Court should have the right tedatne whether there was undue harassment
of the individual or abuse of administrative disicre in his or her regard. Judicial review of the
executive acts, even with proper safeguards easénthe circumstances to ensure the integrity
of the State, should not be unduly withheld.

Another form of control refers to the requiremenposed on internal security services to seek
authorisation from a Court or other specialisedanrgefore proceeding with actions which
might be construed as infringements or a threahéofundamental rights and freedoms of
individuals. The term ‘individual' is meant to imdé private individuals and legal persons such
as political parties and commercial companies. his tcase the same principles of

proportionality apply.

A special aspect of the work of the security sawvits, however, that many of the actions that
they undertake are carried out clandestinely so tiiia person who is the target of their
operation will often not be aware of their actiolmkis makes it impractical to rely on judicial
control at the initiative of the person who hasrb#ee target of an operation of the security
services. As such a judicial control could be sasma vital safeguard of the rights of the
individual, it might be advisable to make a recomdation that operations of the security
services that involve intrusions into rights aneefftoms protected by the Constitution or the
European Convention on Human Rights can only b@edaout under judicial control.

It should be clarified that what is being discusgedot a situation of existing, imminent or
potential public emergency. In such a situatioreottonsiderations might apply [see, eg. the
European Commission for Democracy through Law'sligations in this area in its series
Science and Technique of Democraiys. 12 and 17]. What is being considered hereghare
operations of internal security services in a naérsitaation in which the circumstances might
indeed be very serious and constitute a thresiet®Rule of Law and democratic institutions, but
fall short of a public emergency.

Officials of the security services who violate thefficial duties are, as a rule, liable to a
punishment (or to a disciplinary sanction). ThetéStaay also be ordered to pay compensation
to persons whose rights have been infringed.
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2. Control by non-judiciary organs

The internal security organs are normally supedvise their hierarchical superiors, at the top
level by the appropriate Government Minister orrety the Prime Minister or the Head of
State. The supervision often includes regular tepimom the security services. It may even
include the need for a supervising person or bamyawthorise the commencement of
investigations in individual cases.

This hierarchical control is often supplementegagliamentary supervision. In many countries
parliamentary committees have been created spalyifior the supervision of internal security
organs. Regular reports shall be made to the cdeeniivhich is also entitled to be provided
with any additional information it requires and issue its opinions on the activities of the
security organs (in Italy the Committee may notyveeer, be furnished with any information on
pending operations; but in Germany, the Parlianmgr@antrol Committee shall be informed
about any interception of postal and telephone comications and other instances of covert
gathering of information). The committee is notweoer, a hierarchical superior to the security
organs. Hence, it cannot give them any orders.

In the absence of such a specialised committeePdnkament or its appropriate committees
may discuss internal security matters on the baisthe Government's regular reports or of
guestions presented by Members of Parliament dsaweh the context of the annual budget
debate. In Sweden, the Board of Directors of th#oNal Police Board, heading the whole

civilian police organisation, including securityngees, is partly composed of lay members,
who are usually Members of Parliament and its Catemion Justice. A corresponding system
exists for military intelligence, with the qualifiton that the lay members are usually elected
among the members of the Parliament's Committd2edence.

Various other more or less independent organs iisayhave a right or even a duty to keep an
eye on the security organs. This applies especiallithe now common Parliamentary
Ombudsmen with a general competence to supervigalitle in administration. The
Ombudsperson may act on his or her own initiativerothe basis of complaints of individuals
(or of legal persons, etc.). The Ombudsperson makeninspections, demand explanations,
admonish or prosecute officials, make reports #goRharliament, etc.; but he or she can neither
give orders to official organs nor rectify theitians.

In addition to Parliamentary Ombudsmen with genepatpetence, a specialised ombudsperson
may have competence with regard to internal sgcargans, e.g. privacy ombudsmen or data
protection ombudsmen. In addition to the Ombudsperected by the Parliament, in some
countries (Sweden, Finland) there is a high Goveminofficial (the Chancellor of Justice)
whose competence more or less overlaps with thahefOmbudsperson. A Government
official or body with similar tasks may also exigt countries without Parliamentary
Ombudsmen (the Office of the Republic's Prosecutdelarus, the Chancellor of Justice in
Estonia, the General Prosecutor of the Swiss Cerdédn).

The main rules on the organisation, functioningnpetence and tasks of the highest State
organs are normally included in the ConstitutiorhisT applies, as a rule, also to the
Parliamentary Ombudsperson (and to the Chancelldustice). The supervision of internal
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security organs by the highest State organs isr@diogy covered by these main constitutional

rules, even though the internal security organsnatespecifically mentioned in those rules.

More detailed rules as well as provisions on sgise ombudsmen (on privacy, etc.) are
principally a matter for ordinary legislation (déspthe fact that in Belgium there is no

parliamentary legislation on the internal secusiyvices themselves, there is an "organic law"
containing provisions on the Permanent Parliamgi@ammittee on Intelligence Services).

B. Other relations
1. Services to other State organs

Internal security organs may provide other Statgms with services which are similar to the
services the security organs perform for privategi or individuals. In such a case, services
performed for State organs do not appear to invgpeeial problems.

State organs may, however, also have access tosamneites which are not performed for
private individuals or entities. Here we encoumpi@blems which are similar to those related to
services performed pursuant to superior orders (sion |.E, supra). However, the
responsibility for discriminating between serviceadered for the protection of vital national
interests and services for which State organs dhoot receive any privilege could be more
easily attributed to the internal security orgdresriselves.

2. Services from other State organs

Here, too, the problems that arise concern serwidésh may not be performed for private
individuals or entities. As already mentioned abamesome countries the internal security
organs do not have any preventive or enforcememdtifuns. Furthermore, where the security
organs themselves may act, they may have the aitezrpossibility of requesting the ordinary
police to, e.g., arrest and detain a suspect ocls@adwelling. The request from the security
organ should neither enlarge nor restrict the pswethe responsibility of the ordinary police.
In Germany, the security services may not requesperation from the ordinary police in
taking measures to which they are themselves ribbased. Upon information provided by the
German security services, the police may only &t@n if they consider that the information
provided justifies it. In countries without suchpeass provisions it might, however, be
unreasonable to require, especially in urgent cdisasthe well-foundedness of the request be
verified in detail by the ordinary police.
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The security organs may require information noydrom the ordinary police but from many
other public organs as well. Information may beussted by a security organ, but the other
organ may also provide information on its own atitie. In principle, the restrictions which are
included in the data protection or privacy legiskatare also applicable to the transfer of
information to internal security organs. In orderfulfil their duties in the protection of vital
national interests, security organs may requirglpged access to protected information. Such
privileges must obviously have a legal basis asdagaas the restrictions of access are included
in the Constitution or an international agreemtrgy must also have a basis in the Constitution
or agreement ("necessary in a democratic socidfyennterests of, e.g., State security," in the
words of the European Convention for the Proteatibindividuals with regard to Automatic
Processing of Personal Data). In drafting the j@gés, the possibility of misusing information
for party political or other non-privileged ends shbe kept in mind.

3. Other State organs as targets

Internal security organs, or their individual offfils, may consider it their duty or right to
procure, keep and process information on the opiactivities and whereabouts of other State
organs and their members and officials. An extressmple is mentioned in Barbara Forbes's
study: a Swedish ambassador (and former Governrivgnister), who was chairing a
Government commission investigating the activitidsthe Swedish security police, found
reason to believe that he was himself at the same winder the covert surveillance of the
security police. Surveillance of persons belongin§tate organs is a more sensitive matter than
the surveillance of individuals in general. Segurgans, or persons or instances acting
through them, may try — or seem to try — to infleeethe actions of other State organs either by
a direct use of the information gathered or by gisie surveillance operations to intimidate or
harass the persons in question.

However, even high Government officials can acs@es for foreign powers, and Members of
Parliament or official boards can plan and carmyvaeient and even revolutionary acts. Security
organs should be able to discover and combat satencies without, however, taking steps
which hamper — or even seem to hamper — the iatel@tween different democratic political
forces or the normal functioning of State orgaretalided legal rules may be needed for a proper
balance to be achieved. It is probably more impbttzat the security organs themselves respect
democratic society and serve it impartially as abehbut appropriate legal rules may help in
creating and preserving this democratic spirit imithe internal security service.

lll.  The individual vis-a-vis Internal Security Services
A. Introduction

It is pertinent to investigate from the outset wihattations should in principle be made on the
activities of internal security services - irrespee of their particular organisational setup in
different countries - to ensure the minimum of eetpfor fundamental human rights. It is

accepted that by definition an internal securityise is expected, in the course of its legitimate
activities, to exercise a measure of control witihie territorial limits of the country (internal’

interest) with the aim of ensuring the safety efditizens in various aspects e.g. political and
economic stability, and rule of law (‘'security'argst). It is also recognised that these activities
even when legitimate, may sometimes have to béedaout outside the accepted controls of
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other constitutional organs (legislative or judicend that, therefore, the individual might not

have an absolutely guaranteed opportunity to olifeadr oppose such activities and ask for
protection. There should be absolutely no quesifailowing a person or authority to be above
the law or of giving a person or authority any tice to violate fundamental rights and

freedoms. Exceptions and limitations in the inteofshe common good of society can only be
tolerated within the limitations accepted in denaticr societies as expressed in international
conventions and subject to close scrutiny and obbyrthe appropriate organs.

It goes without saying that all countries that signatories to the European Convention on
Human Rights and who recognise the jurisdictiothefEuropean Court are bound to be guided
by the principles of the Convention and the densiof its organs. It is also clear that these
countries' legislations and regulations governimigrnal security services are subject to the
scrutiny of the Court, which has full jurisdictidn determine whether, in particular cases
brought before it, the state of the law was suctoansure that the minimum degree of legal
protection to which citizens are entitled under thke of law in a democratic society was

present and not found to be lacking. This in itsalf be considered to be an available judicial
safeguard against inadequate national legislati@antatrary interference.

The matter of the conformity of legislation setting internal security services in individual
countries with the European Convention on Humarm®Ripas on occasion been investigated by
the European Court and Commission. Reference i ritathe cas&laus and others vs West
Germany in which it was held that the Government's "ifeence" was in accordance with the
law "in that the Act not only defined precisely thepmses for which the State could impose
any restrictive measures but required that anyvitlial measure of surveillance had to comply
with the strict conditions and procedures laid dowrthe Act itself' Other decisions dwelt on
the principle that State action through its intesecurity services should be proportionate to
the legitimate aim, to the right of the State talemake the secret surveillance of subversive
elements, to the need for adequate and effectiseagtees against abuse, to the duty to give
citizens an adequate indication as to the circumst&in which, and the conditions on which,
public authorities are authorised and empowereagort to secret and potentially dangerous
interference with the right to respect for life armrespondence and to the need to give the
individual adequate protection against arbitratgrilerence.

B. The Right to Privacy

An area that is obviously exposed to the particatdivities of internal security services is the
"privacy" of the individual. "Privacy" is intendeldere in the widest meaning of the word,
extending to the full enjoyment of life in its vauis aspects. It is useful to consider this aspect i
some detail since this would help us in the idemtifon of recommendations that could be
made concerning the relations between internalrig@ervices and other organs within the
constitutional order.

More precisely, many types of police work, suchhame searches and wire-tapping, involve
fundamental rules on the protection of privacy udeld even in the Constitution or in
international agreements, e.g. in the European €uion for the Protection of Individuals with
regard to Automatic Processing of Personal Dat8118uch constitutional and international
rules shall evidently be respected when legislaiivether rules of lower degree are issued; and
the constitutional, international or inferior rulgsall normally also be applied to the operations
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of internal security organs. The rules may alstuthe derogations in favour of internal security
operations. It is, however, rare for such derogatihich are included in constitutional or
international rules to give privileges directlyibternal security organs. Instead, exceptions may,
as granted in constitutional or international nqrrios included in ordinary legislation (or
executive decrees, etc., as the case may be), tbebeapplied by internal security organs.
Furthermore, such authorisations may be narrowlyuniscribed. The European Convention
just mentioned above thus requires not only thati@nogation must be provided for by law but
also that the derogation is a necessary measar&@mocratic society in the interestsiofer
alia, protecting State security, public safety, the atary interests of the State or the
suppression of criminal offences.

The principle of a right to privacy emerged fronfamous article published by Warren and
Brandeis The Right to Privacy4 Harv. Law Rev. 192) in 1890. Drawing primarily thre law
of intellectual property the authors argued that:

"in very early times the law gave a remedy oniyplaysical interference with life and

property, for trespass vi et armis. Thus the 'rigtlive’ served only to protect the
subject from battery in its various forms; libertyeant freedom from actual restraint;
and the right to property secured to the individha lands and his cattle. Later there
came a recognition of man's spiritual nature, of féelings and his intellect. Gradually
the scope of these legal rights broadened; nowitite to life has come to mean the
right to enjoy life - the right to be let alonegthight to liberty securing the exercise of
extensive civil privileges; and the term 'propettgls grown to comprise every form of
possession - intangible, as well as tangible."

According to Article 8(1) of the European Conventio

" Everyone has the right to respect for his private and family life, his home and his
correspondence.”

This Article evolved from Article 12 of the UniveisDeclaration of Human Rights (adopted by
the General Assembly of the United Nations on Dhember, 1948) which reads as follows:

" No one shall be subjected to arbitrary interference with his privacy, family, home or
correspondence, nor to attacks upon his honor and reputation. Everyone has the
right to the protection of the law against such interference or attacks."

This same right is reiterated in Article 17 of théernational Covenant on Civil and Political

Rights (1966) of the United Nations, though here uhlawfulnessof the interference also
comes into play:
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Article 17
1. No one shall be subjected to arbitrary or unlawful interference with his privacy,
family, home or correspondence, nor to unlawful attacks on his honour and
reputation.
2. Everyone has the right to the protection of the law against such interference or
attacks.
Throughout the years various attempts have beere nmadrder to find an all-encompassing
legal definition of this right. Thus, for examptee Nordic Conference of Jurists on the Right to
Privacy (May, 1967) defined the 'right to privaag™the right to be let alone to live one's own
life with the minimum degree of interferendé€laborated this definition and held that théntig
to privacy means:
"The right of the individual to lead his own lifeopected against:
(a) interference with his private, family and holifes
(b) interference with his physical or mental iniégor his moral or intellectual freedom;
(c) attacks on his honour and reputation;
(d) being placed in a false light;
(e) the disclosure of irrelevant embarrassing faetating to his private life;
(f) the use of his name, identity or likeness;
(9) spying, prying, watching and besetting;
(h) interference with his correspondence;

(i) misuse of his private communications, writtemmil;

() disclosure of information given or received hym in circumstances of professional
confidence.”

A more recent definition was given in the Declamatconcerning the Mass Media and Human
Rights (Resolution 428 [1970] of the ConsultatiParfiamentary) Assembly of the Council of
Europe), in which the right to privacy was defirgadconsisting:

"essentially in the right to live one's own Liféethwa minimum of interference. It
concerns private, family and home life, physicall anoral integrity, honour and
reputation, avoidance of being placed in a falghti non-revelation of irrelevant and
embarrassing facts, unauthorised publication ovgie photographs, protection from
disclosure of information given or received by itigividual confidentially".

Notwithstanding the above, the State, as a restiieoextensive field of regulation entrusted to
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it, is constantly in need of acquiring, monitoreamgd evaluating information. In fact, the work of
internal security services is a guarantee for trgigued existence of the State itself and for the
democratically regulated life of society. Such gmy also have the task of safeguarding the
economic well-being of the country against thrgatsed by the actions and intentions of
individuals.

The aim of such services should also be to proyidgection from possible espionage,
terrorism and sabotage from foreign powers, tostigate actions which aim at undermining
democracy and to undertake the secret surveillahsabversive elements operating within a
country's jurisdiction.

However, the above-mentioned freedoms can nevprdmerly guaranteed if domestic security
surveillances may be conducted within the absotiiseretion of the Executive. It is an
established fact that where there is unreviewedwxe discretion this may very well lead to
imposing pressure in order to obtain incriminatengdence and thereby overlook potential
invasions of privacy. Thus, the services cannotaipeuncontrolled. There have been various
instances where security services have attemptefldence the political scene in the countries
in which they operate.

It must be emphasised that the fundamental freedamdsrights of individuals cannot be
adequately protected if the acts of such institigtiare not made susceptible to judicial review.
Furthermore, the regulation of internal securitywiees can only be made effective by having
specific legislation. If the position is regulategladministrative practice, however well adhered
to, it will never provide the guarantees requirgdaw. Being an administrative practice, it can
be changed at any time and thereby clarity ased@tbpe or the manner in which the discretion
of the authorities is exercised would undoubtedydeking.

The enactment of legislation would give citizensaalequate indication of the instances and
conditions in which such surveillance is admissililshould also provide for an indication of
the scope of any executive discretion and the nrapinigs exercise so as to afford protection
against arbitrary interference. In the United Kioggd prior to the Security Service Act, 1989,
which legitimised for the first time the activitie$ the Security Services, the position was
regulated by common law. During this period it Wiasnly believed that the most effective
remedy was an application under the European Cdiomeon Human Rights.

The appointment of judges or magistrates, whosep@wadence and impartiality would be
guaranteed by the Constitution, to investigate mnmhitor the activities of security services

could ensure that such services do not abuse therpavith which they are entrusted (having a
judiciary independent of the Executive is a vitalmponent of the rule of law). Thus, for

example, in theéJnited States vs United States District Cqaf72], the Supreme Court held

certain wiretapping to be improper which had bggraved only by the Attorney-General. The
view was expressed that the freedoms guaranteethebyConstitution cannot be properly

guaranteed if domestic security surveillances amedacted merely on the discretion of the
Executive. Furthermore, the official is to draw aip annual report of the activities undertaken
by the service, a copy of which is to be presetudeharliament.

However, when investigations to be carried out eamcforeign relations, different
considerations of the Executive come into play.
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In cases concerning telephone tapping, listenind) \@sual surveillance including e.g. the
planting of electronic devices and the use of videmeras to observe the activities of persons
in private places, the introduction of specificisgtion would ensure that, whilst the security
services are provided with the necessary tools dlegiot exceed their powers. Although the
State requires powers of interception in order dther information about serious crime and
terrorism, these powers should not be unlimited.eBablishing such an institution which is
distinct and separate from the executive branaloitid be ensured that:

a) An individual who believes his communicationsdénaeen intercepted can apply to such
office for redress and request an investigationmauthorised interceptions;

b) The judge/magistrate who carries out the ingaitn should be guaranteed full access
to information and thereby be in a position to assehether the order for interception was
justified or vexatious.

C) The judge/magistrate could give orders on hairitercepted material is handled such
that he could make arrangements as to the extevhiti the material is disclosed, the number
of people to whom it is disclosed, the extent tacWtit is copied and the number of copies
made.

d) Copies of the material are destroyed as sodheastoring of the material is no longer
necessary for the purpose for which it was issued.

e) The service is kept under review and a provisarid be introduced stipulating that an
annual report is to be drawn up and presentedriaPent.

An interesting proposal made in the United Kingdaas that of the Royal Commission on
Criminal Procedure, which recommended in 1981 rieatvarrant for telephone tapping should
be issued until an Official Solicitor who acts cghhlf of the unsuspecting suspect, has had an
opportunity to consider and question in court theugds for a request to intercept
communications.

An advantage in having interception warrants isdmedourts would also serve to dismiss any

objection to introducing the transcripts as adrblssievidence in a prosecution case. In

countries such as the United States, experienceuggested that this type of evidence can be
crucial to the conviction of so calléohside dealers".

Another recommendation is that a phone tap belledtavhere the judge/magistrate is satisfied
that there is imminent danger sdérious crimeand that more routine methods of investigation
would be unlikely to succeed. Provision should dsomade for the transcripts to be handed
first to the judge/magistrate, who then releasebédServices such portions as he or she deems
relevant to the investigations being carried outheW investigations are concluded the
destruction of the transcripts could be ordered.

Certainly, it would not be sufficient to satisfyethbove-mentioned principles merely by writing
unlimited administrative powers into formal law.Ulh for example, the British response to the
judgment inMalone vs United Kingdonil984) was the enactment of the Interception of
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Communications Act 1985, which provides a statutoagis for telephone-tapping, with the
warrant of the Home Secretary. Furthermore, it setshanisms for control over this power but
unfortunately excludes the courts from this process individual may complain to an
independent tribunal from which there is no appaal a Commissioner, a senior judge, is
charged with overall supervision of telephone-tagplt is interesting to note that in the case of
Christie vs United KingdonfiNo. 21482/93] the European Commission of HumanhiRig
confirmed that the scheme of the Interception aih@mnications Act satisfied the substantive
as well as the formal requirements of law.

As was stated in thidalonecase:

"it would be contrary to the rule of law for the legal discretion granted to the
executive to be expressed in terms of an unfettered power. Consequently, the law
must indicate the scope of any such discretion conferred on the competent authorities
and the manner of its exercise with sufficient clarity, having regard to the legitimate
aim of the measure in question, to give the individual adequate protection against
arbitrary interference.”

It must be emphasised that any enactment showdderguarantees against the arbitrary use of
the power it confers. Adequate protection is taafferded as such cases involve an intrusion

into private life. The relevant legislation musbyide answers to such questions as: Whose
telephones might be tapped? For what offencestdwiong? How are the results to be used?

What are the rights of the defence of access tb meordings? What happens to the tapes and
records on conclusion of the proceedings?

Furthermore, such legislation could provide fortaieroffences which would act as a deterrent
and aim at protecting the citizen's right to prixathis would include a provision that it is an
offence for a person to:

l. Intentionally intercept or interfere with a comanication in the course of its
transmission;

I. Disclose the contents of any communication \wHias been intercepted in the course of
transmission, where the perpetrator knows that seiients have been unlawfully
obtained,;

The law should also provide for the prosecutiors@furity services officials in the case of
abuse of their powers.

Another area which requires regulation refers ® ¢bllection and dissemination of secret
information concerning individuals and effected bgcret services. The invasion of an
individual's privacy by the secret collection oformation about him or her by organisations
which have no legal powers or for that matter legastence, and against whose behaviour
there may be no remedy, is a problem that nechssauist be dealt with. There have been
recorded cases where such information has beesctaall with the aim of damaging careers. A
case in point is th8pycatcher cas@ which Peter Wright confessed'tourgling and bugging

his way around Londonit the service of MI5. It was shown that Wright raallected private

information about a large number of left-wing polans, trade-union leaders and friends of
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Harold Wilson with this scope (vidgsreedom, the Individual and the Laly Geoffrey
Robertson pg. 109).

The gathering of such information should be efietyi monitored by an independent institution
and thereby ensure that effective investigatiorscarried out where members of the public are
believed to have been black-listed. The decisioethdr an individual requires investigation
should certainly not be made exclusively within skeevice.

The law should further provide for the prohibitiohany security service from taking any action
to further the interests of a political party.

Certainly, security measures should be taken againauthorised access or alteration,
disclosure or destruction of such personal dataeiQiroposals include:

VI.

Where information concerning an individual haei collected and stored without his
knowledge, he should be informed, where practicablat information is held about
him as soon as the activities of the security sesvare no longer likely to be prejudiced.

The collection of information on individualslsety on the basis of their particular racial
origin, religious convictions, sexual behaviourpatitical opinions or association with
particular movements or organisations should béipited, unless their behaviour is
proscribed by law.

Communication of data to private parties slibwainly be permissible where a legal
obligation requires it or with the authorisationec$upervisory authority.

A supervisory authority or other independentshould ensure that only specifically
authorised personnel have access to terminals ismgainformation and that the
communication of data is duly authorised.

Periodic reviews of all files should be undegmako ensure that they are kept up to date
and free of superfluous and inaccurate data.

The transfer of data to other bodies shouldrdégulated by specific provisions, for
example where the communication is necessary 8o @gvent a serious and imminent
danger.

The above examples of restrictions on the actw/ité internal security services obviously
necessitate a measure of control through othetingtignal organs. It is therefore advisable to
set up a committee which would perform supervisawgtrol with ultimate judicial review
where an individual complaint arises over the datained by the security services.
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Legislation should ensure, with certain reservatigrublic access to such information. This:
l. Avoids a direct attack on the good faith of #uministration;
I. Serves as a redress to the imbalance betweebtéte and the private organisation;

M. Is of the essence of democratic governmer:phblic should have the right to be aware
of the holding of such data.

Where, due to such access, it is shown that ddiectml is inaccurate, irrelevant or excessive,
then it should be ensured (even via the superviaatlority) that the relevant file is put in
order. This can be done by erasing inaccurate datactifying the information so as to make it
correspond to the correct situation.

Another proposal is that such data should not lwessible to the public in general but the
person requesting to have access must prove dispegrest in the said information.

Conclusion

The opinion of the Venice Commission was requesirdthe constitutional relationship
between internal security services and other orgainghe State. There are very few
constitutional rules specifically regulating thdatmns between internal security services and
other organs of the State. These relations aregWewaffected by constitutional rules on the
organisation and functioning of the highest Statgaws, determining how and by whom the
organisation, functioning and powers of Governnwegans, including security organs, are set,
and on fundamental and human rights, limiting tbmjgetence of the highest State organs to
grant powers to other Government organs, agaimditgy security organs. Especially in the
latter respect, constitutional rules are to a laeyéent supplemented and reinforced by
international agreements and by the internationghrts monitoring the application of these
agreements.

Despite the influence of the (mainly general) cbumsbnal and international rules, the more
detailed rules of ordinary (and "organic") legiglat and executive and administrative
regulations on the organisation, functioning anevgrs of internal security services are of
fundamental importance in enabling the servicepetidorm their tasks effectively but at the
same time under the rule of law and respectinglémeocratic integrity of all people.

The following more detailed conclusions can be drénem the above considerations:

(@) It is recognised that an internal security iserexists for the protection of a State, and
that this service, by its very nature and scopeetiones has to act outside the accepted
standards of an ordinary police force.

(b) Such a service can be conceived as an autorobmuly and a separate organ or as part
of the Executive directly responsible to a Minisiteappropriate committee. In any case,
however, the internal security services must beena@adountable for their actions within
the provisions of the law that regulates them.
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While the Internal Security Service must beegivthe right space within which to
operate effectively and the necessary means tinaletsults, there should be consensus
that these services should be legitimated in s@datheir role, functions, powers and
duties should be clearly defined and delimitedHheylegislation that sets them up or by
the Constitution.

It would be preferable that the rules concegrsecurity services be enshrined in the
laws of Parliament or possibly even in the Constitu It is absolutely essential,
however,

- that norms concerning the internal security ises/be as clear and concise as
possible so that the tasks they can lawfully engagee clearly defined;

- and that the legislation pertaining to intereaturity services be in harmony
with the Constitution and the international obligas of the State, and in
particular with the rules protecting human rights.

Norms applicable to internal security servisksuld only be allowed to be kept secret
to the extent that is absolutely necessary.

There must be an appropriate control of thegeti@f the internal security services. As
their budget, as approved by the Parliament, enafiot very specific or might even be
totally hidden within the budget of the branch lué Executive in charge of the security
service, it would be suitable, at least for the erof Government responsible for the
internal security services to be responsible f& Hludget allocated to the security
services.

Internal security services must act only in tiagional interest and not in favour of the
party in Government, or any other party or institat They must not be used as a means
of oppression or undue pressure.

There is common ground in Europe that the obmif the security services cannot be
merely internal; on the contrary, it seems thateaternal control exists from the

Executive, from Parliament and/or from the judigiam some form in all member

States. A close, and not only a general, contréhefactivity of the security services is
necessary.

It is imperative that these services operatthiwian administrative/legal structure that
provides for adequate control of their activiti#®hereas it would be unrealistic to
require their activities - if they are to be effeet- to be fully transparent at all times, it
is, however, expected that internal security sesribe accountable for their acts and
activities within the legal framework in which theperate. To that extent they must be
transparent in the sense that their actions shmilderifiable and subject to control to
establish whether they had correctly exercised tiueictions and powers intra vires.
This control must be a judicial one either by ah hocjudicial authority, or by the
ordinary courts. This is especially so where funeiatal rights are involved.

In the exercise of this judicial control, greeaire should be taken to protect the
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overriding interest of the State and therefore aypate legislative provision must be
made to ensure confidentiality, secrecy, lack oblipity, protection of preserved
information and data, protection of witnesses, etc.

In order to avoid any abuse, detailed regutati® needed on the power of other
authorities to ask the internal security servioasififormation or other services not
available to private firms or individuals.

Internal security services must not interferghwthe activity of other State organs.
However, the surveillance of persons belongingutthorgans may be necessary (e.g. if
they are suspected of espionage). Detailed letzd may then be required for a proper
balance to be achieved.

It is recognised that internal security sersighould be accorded the opportunity to
operate swiftly, effectively and preventively wite least possible interference as to the
method and the means at their disposal, but tikéores must be such as to ensure that
derogations of fundamental rights and freedoms nolividuals subjected to their
activities and investigations be kept at a minimlins. to be expected that the actions of
internal security services may sometimes have tarmonventional. However, they
must always be accountable for their actions whesd unduly infringe on fundamental
human rights or when they wrongfully and unwarrdiytéave a destabilizing effect on
democratic institutions and the rule of law.

Having established that the unorthodox meanwMigh internal security services must
be allowed to operate can have this negative effiécts imperative that these
extraordinary measures and restrictions of fund#&mheights and liberties should be
proportionate to the danger involved. The samecjpi@ applies when the internal
security services intervene out of necessity in tledence of the State in the
political/democratic process. These services atg auathorised to intervene in this
manner as long as the danger their action is meaptevent persists and with the
minimum involvement for a definite and determinatepose.

No one can deny that certain restrictions of fumelatal rights can take place, especially
in relation to information concerning internatiomelations and national security where
the very well-being of the nation is at issue. Wfith doubt such measures must be
proportionate to the prevailing situation in theuimty concerned. This concept of
proportionality is to be found in the constitutiblew of countries such as Germany, the
USA and Canada as well as in French administréiveA restriction on a fundamental
right cannot be regarded as necessary in a dentosmatiety unless, amongst other
things, it is proportionate to the legitimate aiorqued. Thus, if for example there is a
need for action to limit freedom of expression, ititerference with such a fundamental
right must be necessary and proportionate to tmeagea which such a restriction is
designed to prevent.



