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Abstract
In this presentation a short motivation is given why it is important to look into the latest
development around improving the security and transparency of electronic elections:
Verifiability. After this a short overview of the roots and the main applications in the area of
Internet voting is given. Finally some preliminary research questions are developed that should

guide our future research on this topic.
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1. Introduction

In the municipal elections on 7 May 1989 the former German Democratic Republic (GDR)
organized for the last time. While the electoral system in use didn’t follow full democratic
principles, but much rather were an administrative process where the goal of a polling stations
election administration was to have the highest possible voter turnout and the highest approval
rating for the unified party list. Actually, the voters also had no real choice, they could take the
ballot paper and put it into the ballot box. But there was one way to make a real choice, by
invalidating all candidates on the ballot paper. This was making the rounds and the civil society
wanted to show that they are not satisfied with the ruling party by invalidating as many ballot
papers as possible. Also, the voters were allowed to stay in the polling station to conduct a
domestic election observation activity. So they stayed and counted the number of invalidated
votes. The election authorities, however, didn’t report the correct number of invalidated votes
(rather ameliorated numbers), and the voters in turn went on the streets a month later in what
was known as the election fraud demonstrations. These demonstrations that proved how corrupt

the system was.

Picture 1: Domestic Election Observation Effort During 7 May 1989 Municipal Elections in

the German Democratic Republic



Picture 2: Demonstrations Against Electoral Fraud in June 1989 in the German Democratic

Republic

This experience was a leading motive when the German Constitutional Court had to assess the
appeal of a citizen against the 2005 Bundstag elections finally in March of 2009. Its ruling came
a bit surprising, but was of revolutionary nature: it ruled that voting machines - without the
possibility for the voters to count the votes without prior knowledge (“laymen”) — were to be
considered unconstitutional (and thereby demanded that voter-verifiable paper audit trails
would have to be introduced) and that ended the story of e-voting in Germany (Federal

Constitutional Court, 2009).

2. Verifiability

Elections are generally considered to be one of the essential elements of modern-day democracy
in order to establish “the rule by the people.” The procedures by which elections are held have
evolved considerably over time and differ depending largely on the context in which they take
place and the available technology. Over time, many different methods have been used,
including casting votes by shouting, a show of hands, swords, stones, wax tablets, etc. Today,
the predominant form of casting votes worldwide in order to participate in elections is to fill
out a paper ballot (see, also Krimmer, 2012). Internationally accepted norms depicting the

voting process such as the Int. Covenant on Civil and Political Rights (United Nations, 1966)



or the Copenhagen Document (OSCE, 1990) are used to establish what constitutes a democratic
election. While these do not mention a preference for a particular form of casting a vote, it is

clear that they have been developed and written with the paper-based voting process in mind.

The evolution of more-sophisticated voting technology than the paper ballot has its roots in the
mid-19th century. This period saw the discussion of mechanical vote-casting devices, which
was followed by proposals for electrified voting machines for parliaments. The US can be
considered the forerunner in adopting various forms of mechanical and electr(on)ic vote-casting
and counting devices, including pull-lever machines, punch-card systems, direct-recording e-
voting machines or ballot scanners (Jones and Simons, 2012). Their adoption flourished due to
the decentralised nature of US election administration and their decision-making processes

(Harris, 1934).

All of these voting technologies have one inherent problem in common: The process from
casting votes to counting votes is pretty much unobservable, due to the need to keep the voters’
choices secret as well as the problem that one cannot touch bits and bytes (Lenarci¢, 2010).
Despite some critical voices (Saltman, 1975, 1988), these technologies were nevertheless

considered safe for a long time.

The US presidential elections of 2000, particularly in the state of Florida, changed this picture
considerably. In the close presidential race between George W. Bush and Al Gore, the high
failure rate of punch-card systems combined with the lack of a robust legal framework led to
problems in trying to determine the “original voter intent” and a delayed determination of the
election’s outcome. Not only did this lead to a decline in the public’s confidence in voting
technology but also in the validity of calling the US the “greatest democracy on Earth.”
Contrary to expectations, the US invested even more heavily in voting technology, believing
that the source of the problem was the choice of the wrong voting technology instead of a
complete overhaul of the way the election administration, legal framework, and voting

technology interact. (Saltman, 2006)

This debacle, however, gave impetus to cryptographic researchers who since the early 1980s
had been trying to realize fully e-voting processes (Chaum, 1981, 1982). With computer

systems, sharing of power is hard to realise. Early on, proposals included functionalities to



allow for the public to check whether the election administration reported the results honestly
and did not manipulate the elections. In paper-based elections, this can be verified by recounting
the ballots. In e-elections, recounting the ballots does not necessarily result in greater
confidence in the results, as long as the system being utilized for the count does not use a
programming system different from the original tool. Hence, there was a need for a different
method for checking the election administrators and of verifying their honest reporting of
election results. The concept of verifiability by individual voters and the general public was

born (Benaloh, 1987, Schoenmakers, 1998, 1999).

As one of the first, the Office for Democratic Institutions and Human Rights (OSCE/ODIHR)
took up this development and defined “verifiability on an individual basis [... where] voters are
provided with possibilities to verify that their vote was cast as intended, stored as cast, and
(ideally) counted as recorded.” On a universal (public) level, a voting technology with
verifiability “provide[s] means for an independent third party to establish that the result of an
election was reported honestly and without manipulation through either manual or

mathematical checks” (OSCE/ODIHR, 2013).

With the transformation of transactions in the private and public sector through the general
availability of the Internet in the 1990s, it seemed only a matter of time until elections too would
be held via the Internet. A real race had begun to see which country would be the first to offer
Internet voting (I-voting) to all its voters (Kubicek et al., 2002). Despite promising initial efforts
in the US (Gibson, 2001) and Germany (Otten, 2001), it was Estonia that succeeded with a
rather simple system in 2005 (Drechsler and Madise, 2004, Madise and Martens, 2006).
However, only a small number of countries followed suit to offer I-voting for first-order
elections, including the Netherlands, France, Switzerland, and Norway (Krimmer and Kripp,
2009). Furthermore, most of the algorithms used were rather simplistic in their design and did

not offer any possibility for voters to verify their votes (Krimmer et al., 2007).

The 2009 verdict of the German Constitutional Court changed the public view on e-voting
machines when the court decided that it must be possible for voters to ascertain for themselves
without “prior knowledge” that election results had been reported honestly and that their votes
had been entered in the results (Federal Constitutional Court, 2009). This led the project

managers of the Norwegian I-voting project to look for solutions to this problem, and during



their procurement process, a verifiable I-voting protocol was proposed by researchers from
Estonia (Ansper et al., 2009). The Norwegian elections in 2011 can be considered the first use

of verifiability in Europe.

In the same year as the first use of verifiability, an Estonian student managed to program a
Trojan horse that would cast a different vote than the one intended by the voter in the 2011
Riigikogu elections. He consequently filed a complaint, which was eventually turned down by
the Estonian Constitutional Court (OSCE/ODIHR, 2011). This incident led to an electoral
reform process where it was decided to introduce individual verifiability for upcoming elections
where I-voting is offered (Vinkel, 2012). It was first used in the 20 October 2013 municipal
elections in Estonia. Further, Switzerland has also announced making the introduction of

verifiability a requirement for elections with full I-voting (Schweizer Bundesrat, 2013).

3. Some Questions to Put Forward in Regards to Verifiability

Thinking along the lines of the outline above regarding verifiability some questions come into

mind that can guide our future investigations on the topic:

1) What are the aims provided in the academic (mainly technical) literature for introducing
the concept of ‘verifiability’ to existing election processes, including I-voting, and what

purported use do the decision makers in practice plan to gain from introducing this concept;

2) How does verifiability actually work in practice, and what would a generic process

model for individual and universal verifiability look like;

3) Does verifiability as a concept also have applicability for paper-based elections, i.e.

without Internet voting?



On the basis of the existing academic literature, one can put forth the following working

hypotheses which we will have to investigate further:

1) Verifiability is a new concept that enables voters on an individual level to verify whether
their votes were cast as they intended, recorded as cast, and counted as recorded, as well as on

a universal level that no manipulations occurred, and the results were reported honestly.

2) Verifiability adds a new paradigm to the world of elections. It has the potential to add a

considerable level of control for the general public over the conduct of elections.

3) Verifiability has been invented and defined by cryptographic researchers and hence
needs to be translated into the reality of elections, i.e., define a legal framework for its use,

make it usable and understandable by voters so that it actually makes a difference, etc.

4) In line with the general trend to provide more accountability to the public, future
elections will have to offer voters the potential to control the election administration. Therefore,
in the future verifiability will play an important part not only for election administration of

I-voting but also of paper-based elections.

4. Summary

The concept of verifiability is currently our only answer towards trying to solve the dilemma
of enabling only eligible voters to cast votes via the Internet and still keeping their votes secret.
In a world with ever increasing capabilities to capture and process information this becomes
increasingly difficult. It is therefore important to learn more about the applicability of this new
technical method and the possibility to apply it for both Internet voting and existing paper-

based voting methods.
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