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l. Introduction

1. In a letter dated 21 November 2005 addressetie¢dSecretary General of the Council of
Europe, the Speaker of the Parliament of Moldova, Mpu, requested an expert opinion
concerning, inter alia, Organic Law No. 177-XVI2# July 2005 amending the "Law on the
Information and Security Service”, No. 753-XVI 8l cember 1999 (CDL(2006)001rev). The
Venice Commission was asked to prepare this opiaiod Mr Franz Matscher was appointed
as rapporteur.

2. This opinion focuses on the amendments pass2®@ duy 2005, which solely concern Article
7 ("The duties of the service") and Article 10 ETrghts of the service"). Nonetheless, since a
study of these articles cannot disregard the mameegal context of the law, the opinion also
addresses other matters linked, at least indiret¢tlythe duties and the rights of the security
service and accordingly contains suggestions majgtto other provisions of the law.

3. This opinion, drawn up on the basis of Mr Ma&sts comments, was adopted by the
Commission at its ... plenary session (Venice, ...2006)

Il. General observations

4. The Commission has taken as its basis the gngfanslation of the law, which may not
accurately reflect the original version on all geirsome of the issues raised in this opinion may
therefore find their cause in the quality of thanslation rather than the substance of the
provisions concerned.

5. The Commission has not received an explanasmort concerning the amendments passed
on 22 July 2003.A document of this kind would help clarify theentions of the drafters and
explain the links between the law and other relesantor-specific laws (see, in this connection,
the comments set out in paragraphs 10 and 12 heldwe) Commission recommends preparing
such a document in future, if only to facilitateeirpretation of the law, not least by judicial
authorities and international bodies.

6. This opinion does not deal with the person#é gaotection issues raised by the law, which
are addressed in detail in a separate opiniondsene20 February 2006 by an independent
expert commissioned by the Directorate General efal Affairs of the Council of Europe
(PCRED/DGI/EXP(2006)1).

Il. Legal basis, structure and integration of the srvice in Moldova's legal system

7. According to Article 2 of the law, the legahfnework for the activities of the security
service is established by the Constitution, the davthe information and security service of the
Republic of Moldové, other legislative acts, presidential decrees aodeiment decisions.
Furthermore, the activities of the service, whickrevformerly performed by the Ministry of

! The Commission understands that Article 7 ondibées of the security service has been completely

rewritten and that the amendments to Article 10 afyecconsisted in deleting a few phrases, the oailgin
wording of which is shown in strikethrough fontdimcument CDL(2006)001rev.

2 The law on the information and security servias Brganic Law status.
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National Security, shall be carried out in accordance with the irstéonal treaties to which
Moldova is a party.

8. Such a legal framework is in principle consisteith the Commission's recommendatidns,
in particular in that the role, tasks and obligasi@f the security service are enshrined in a law
passed by parliament, as are the restrictionssaacttvities and the main supervisory measures
and accountability requirements to which it is sabj A solution of this kind enhances
legitimacy and democratic control over these aspe&dtile offering greater guarantees in terms
of stability and legal certainty.

9. Although the general legal framework applicdbléhe security service seems appropriate, it
is regrettable that the exact significance of margyisions of the law on the information and
security service can be difficult, if not impossipto grasp on account of the many general
references to other legislation, often withoutHartprecisions. Even if it is clear in certain case
that the matter in question is regulated by a spémiv> uncertainty reigns in many othérss
there just one or a number of other relevant la@an this concern future laws, that is to say
legislation which has not yet been passed? Mayeserece concern lower-ranking instruments
such as presidential decrees or even ministerallars? Is reference simply being made to
other provisions of the law on the information aedurity service ?

10. In view of the above, the Commission suggessin future less use should be made of
references of this type or, in any case, they shbalfar more precise, in that the titles of the
other legislation, and even the relevant artidesuld be mentioned. That would enhance both
the clarity of the law and the legal certainty whis to be expected of an instrument governing
the legal regime applicable to the security service

3 See Article 22, paragraph 1. In its report onemmal security services in Europe, the Venice

Commission already had occasion to point out tleusity services can be conceived "... as an autous
body and a separate organ or as part of the Exeeudirectly responsible to a Minister or appropdatommittee.
In any case, however, the internal security ses/ioest be made accountable for their actions witiénprovisions
of the law that regulates them." (CDL-INF(1998)p6énclusion ( b)).

4 See the opinion adopted by the Commission on PREEommendation 1713(2005) (CDL-AD
(2005)033, paragraphs 7-9) and the correspondimply by the Committee of Ministers inviting the
Commission to carry out a comparative study of ldggslation on and the practice in respect of deratc
oversight of national security in the Council ofrBpe member states and another study on the cotistial
issues involved by the need to ensure civilian candrauthority over the armed forces in their naéiband
international operations (CM/AS(2006)Rec1713 prosge also the report on internal security serviaes
Europe adopted by the Commission on 7 March 1998 hastates inter alia "It would be preferable thhe
rules concerning security services be enshrinethélaws of Parliament or possibly even in the @trion"
(CDL-INF(1998)006, conclusion (d)).

° For instance, the many instances in which the fa@ntions "state secret" are doubtless referenges t
the Law on State Secret, N0.106-Xlll of 17 May 1$@blished in Official Gazette No. 2/5 of 25 AudL8o4.
Since the present opinion relates to the law onntf@mation and security service, it makes no ceminon the
way in which state secret is regulated by this othe.

6 See, for example, Article 4, paragraph 3; Arti6leparagraph 1; Article 6 paragraphs 1, 2 and 3;
Article 7, beginning of sub-paragraph a); Articl@,Jparagraph 6.
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lll.  Duties, rights and obligations of the information and security service

11. Article 7, which has been completely rewritteets out the duties of the information and
security servicé.The list is a particularly detailed one, sincénitludes four main duties, the
first of which breaks down into a number of measusgned at discovering, preventing and
counteracting eleven activities which endangeesfaiblic and individual security.

12. In these circumstances, it is difficult to sd®/ there is a need to add that the eleven above-
mentioned activities endanger state, public antvishaal security "according to the legislation".
Indeed the list, as it appears in Article 7, seerigustive, and the reference to "the legislation”,
without further precisions, can but be a sourcepafusion.

13. Although the duties in question appear todmyftraditional for a security service, it is
unusual to supply such a detailed list, and ottates laws on the subject rarely follow this kind
of approach. This degree of detail may indeed hefrict the security service's margin of
appreciation when it comes to determining whetheew duty is covered by the law, but on
condition that the measures and duties are dedcmbth sufficient clarity and precision.
Conversely, this approach also entails a riskifhihgt any future change in the security service's

Article 7 "The duties of the service" provides:

" The Service is attributed with the following duties

a) development and realization, within the limitstefdompetence, of a system of measures directed

at discovering, preventing and counteracting tHie¥ang actions, which, according to the legislatj@ndanger the

state, public and individual security:

- actions directed at changing, through violente tonstitutional order, undermining or liquidatitige
sovereignty, independence and territorial integafythe country. (These actions cannot be integatet
to the detriment of political pluralism, respect fmnstitutional rights and freedoms of persons);

- activities which contribute, directly or indirdgtto the deployment of military actions agaime tountry
or to the unleashing of a civil war;

- military actions or other violent actions whichdermine the foundations of the state;

- actions aimed at overthrowing through violence lbgally elected public authorities;

- actions that favour the emergence of exceptiosdliations in the transportation system,
telecommunications, at economic entities or estitievital importance;

- espionage, namely the transfer of informationchltonstitutes state secret to other states, dsaswe¢he

illegal acquirement or possession of informatioriolhconstitutes state secret with for the purpose o

transmitting it to foreign states or anti-constitwtal structures;

treason manifested through rendering of assisgatwc a foreign state in the deployment of hostile

activities against the Republic of Moldova;

actions which infringe upon the constitutionajhis and freedoms of citizens and endanger theigecu

of the state;

- preparation and commission of assaults on the hfsglth and inviolability of high ranking official
persons of the country, state dignitaries and julifie figures from other states present in the uRdip
of Moldova;

- misappropriation of armaments, ammunition, coméatiipment, explosives, radioactive, poisonous,
narcotic, toxic and other substances, smugglingswth substances, their illegal production, use,
transportation and storing, if such actions endartbe interests of ensuring state security;

- setting up illegal organizations or groups thaidanger the security of the state or participatinrthe
activities thereof;

b) protection of the state secret, exercise of cordvalr the protection and prevention of leakage of
information which constitutes state secret and mitifermation of importance for the state;
C) establishment, ensuring the functioning and segcudf governmental telecommunications

systems, development of strategies and realizafiovational policy in the field of development, imgement and
ensuring the functioning and security of speci@demmunications systems;

d) undertaking activities aimed at combating terroriand the financing and material assistance of
terrorist acts."
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duties, except by amendment of the law. The psithat, in this field, the emergence of new
threats to state security, not expressly foresdeenwhe law was drafted, is quite possible. All
things considered, it accordingly seems that tleeafisnore general terminology covering the
principal measures and activities concerned byckerii would have been preferable.

14. If the preferred approach continues to bedhatvery detailed list of the security service's
duties, consideration should be given to improvimgwording of certain descriptions of duties,
which are lacking in precision, unclear or allow gecurity service excessively broad powers.

15. For instance, although it is justifiable toyde that the security service may be called upon
to counteract hostile action aimed at causing seraisruption to vital sectors of the private
economy, the fifth sub-paragraph of Article 7 a}lu# law appears to be couched in too broad
terms since it covers all private economic seatstisout distinction. Article 11, paragraph 1 of
the European Convention on Human Rights, whichuges trade union freedom as a specific
aspect of freedom of association, indeed guaratieefeedom of trade unions to protect the
occupational interests of their members, and thigyato strike represents one of the most
important means of action in this respeéithough more extensive restrictions of trade onio
freedom and the right to strike may be laid downespect of certain essential services such as
the energy supply sector - particularly gas angmitiuction - an outright ban on strike action or
even compulsory arbitration with a view to endiagful strike action in such services cannot in
any circumstance be considered to amount to arfareace corresponding to a pressing social
need and proportionate to the legitimate aim puatSu@onsequently, employees of transport,
telecommunications or other private enterprisesital importance must in principle also be
able to assert their rights deriving from tradeoarfreedom, including the right to strike, at least
to a certain extent. This principle is all the mesadid in the case of employees of private
enterprises devoid of vital importance. The lawtlom information and security service of the
Republic of Moldova therefore cannot drain theghits of their substance by permitting the
security service to impose virtually discretionagegtrictions on their exercise, which the fifth
sub-paragraph of Article 7 a) does not seem tauebecl

8 See the European Court of Human Rights' judgroét February 1976 in the case of Schmidt and

Dahlstrom v. Sweden, Series A No. 21, pp. 15 anddrégraphs 34-36.

° See the inadmissibility decision taken on 27 R8@2 by the Third Section of the Court in the azfsthe
Federation of Offshore Workers' Trade Unions ante®® v. Norway, no. 38190/97, C, 2. See also thelasions
of the European Committee of Social Rights of 3@eBeber 2004 (Conclusions 2004-1 on Article 6, geaph 4 of
the Revised Social Charter, p. 44) concerning tt@hipition of strikes in the energy, telecommunas and
health sectors under Bulgarian law: "The Committeealls that the partial or total withdrawal of thight to
strike in the case of services that are essentidhé community is in conformity with Article 6&4tloe Revised
Charter so long as it satisfies the requirementéudicle G, which authorises restrictions on thght to strike
that are prescribed by law, serve a legitimate msg and are necessary in a democratic society Her t
protection of the rights and freedoms of othergoorthe protection of public interest, national seity, public
health, or morals (see Conclusions I, p. 40). His trase the Committee considers that prohibitimidkess in
these sectors is prescribed by law. Such a re&iriatould also be deemed to serve a legitimate geesince
strikes in these sectors, which are essential & abmmunity, could pose a threat to public ordextional
security and/or public health. However simply bamnstrikes, even in essential sectors, cannot Insidered
proportionate to the specific requirements of eatthem and therefore necessary in a democratiegocThe
most that might be considered in conformity withiode 684 of the Revised Charter would be the ihtiction
of a minimum service requirement in these sectors".
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16. At the same time, the possibility for the ssvo take measures to counteract activities
which infringe citizens' constitutional rights arficéedoms and endanger state sectfrity
appears too general in nature and should be aithefied or purely and simply withdrawn if
the activities in question are already coveredthoprovisions of Article 7 a) of the law.

17. It is acceptable that the security serviceulhde able to take action to combat
misappropriation, smuggling, illegal productiongusransportation and storage of the objects
and substances mentioned in the tenth sub-paragrgtiticle 7 a) of the law, as those
activities can unquestionably pose a danger faoe security"> However, the reference in the
same provision to "other substances", without amhér qualification, seems too imprecise
since it could encourage the security service tk s combat trafficking in numerous
substances which do not justify its involvemengesrdering a risk of interference in the action
of the police and prosecution services.

18. At a more general level, it should be poirgatithat the activities of the security service, as
ensuing from the duties assigned to it under Aaticbf the law, will almost inevitably result in
certain infringements of human rights and fundaelentedoms. The state is of course entitled
to pass legislation restricting these rights amdoms, notably the freedoms enshrined in
Articles 8 and 10 of the European Convention on ErRights, in the interests of national
security-? It must be recalled that it nonetheless doesengly an unlimited discretion to
subject persons within its jurisdiction to secnetvsillance, as, where adequate and effective
guarantees against abuse are lacking, a secreiflimmge system designed to safeguard national
security poses a risk of undermining or even dgistgpdemocracy on the ground of defending
it and the state may not, in the name of the steuggainst espionage and terrorism, adopt
whatever measures it deems appropfiateis accordingly particularly important to readtigle

7 of the law in correlation with Article 4, whichpropriately points out that the security
service's operations must ensure observance ofrhtigids and fundamental freedoms (see, in
this connection, the comments set out in paragéddbelow).

10 See the eighth sub-paragraph of Article 7 a) of n@. The reference to “state security” in this

connection seems unnecessarily repetitive sincdiomeis already made of state security in the idtrotory
sentence of Article 7 a).

1 The reference to “state security” in the tenth qudragraph of Article 7 a) is again repetitive since
mention is already made of state security in thductory sentence of Article 7 a).

12 In its Klass and Others v. Germany judgment ofNb&ember 1978 (Series A no. 78, p. 23, § 48),
which concerned a law permitting restrictions oe gecrecy of correspondence, post and telecomntigrisa
the Court laid down the following principles regard anti-terrorism measures: "... Democratic soist
nowadays find themselves threatened by highly stipaied forms of espionage and by terrorism, vifith
result that the State must be able, in order effelt to counter such threats, to undertake theretec
surveillance of subversive elements operating wiits jurisdiction. The Court has therefore to gocthat the
existence of some legislation granting powers ofetesurveillance over the mail, post and telecomications

is, under exceptional conditions, necessary in malratic society in the interests of national séguand/or

for the prevention of disorder or crime." See alse Erdem v. Germany judgment of 5 July 2001, apfitin

no. 38321/97, paragraphs 61-70, ECHR 2001-VII @ot8).

13 See the Leander v. Sweden judgment of 26 Mai@h (Series A no. 116, p. 22, paragraph 60) and the
Klass and Others v. Germany judgment of 18 Noverh®&8 (Series A no. 78, p. 23-24, paragraphs 49 and
50).
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19. The obligations and rights of the securityiser are stipulated in Articles 9 and 10 of the
law. As with its duties, particularly detailed $istre given, which may make it difficult to apply
the law to new situations, unless these provisawsasamended by adding to them as and when
the need arises.

20. Regarding the security service's rights, timeradments of 22 July 2005 resulted in two
changes to Article 10, both of which would seemniply that the security service has been
deprived of its formerly recognised powers to atéi criminal investigations and bring
prosecutions concerning certain offences. The a@svientitlement to have at its disposal a
provisional detention facility has also been witwdn. These changes can be regarded as steps
in the right direction on condition that the powergjuestion are transferred to the prosecution
service and the criminal courts, with the resudit the general guarantees afforded by criminal
procedure apply in the situations under consideratHowever, the Commission is not in a
position to issue a more detailed opinion on thiten, since no corresponding reform of the
Criminal Code has been referred to it. In additibnptes that the security service has not been
deprived of all of its criminal-law powers, sincetidle 8, paragraph 1 c) of the law seems to
assign it responsibility for conducting certaimunal investigations.

IV.  Control and supervision of the activities of the information and security service

21. According to Article 20 of the law, control carsupervision of the security service's

activities is to be exercised by Parliament, thedga Prosecutor's Office and the courts, taking
account of their respective spheres of competén@dition, the security service is required to

submit reports on its activities to Parliament, Bresident and the Government. Lastly, the
security service's financial activity is subjecthe control of the Chamber of Accounts.

22. The control established under Article 20 of thw and other relevant provisions in
principle corresponds to the Commission's recomiains® in particular since provision is
made for external supervision involving the exe@ytlegislative and judicial branches.

23. Special mention must be made of parliamergapervision, as provided for in the law. A
Special Commission for the Control of the Secusigyvice has been set up, which is composed
of representatives of all political parties presenParliament and which enjoys wide-ranging
powers, laid down in an Appendix to the Law on bhi®rmation and Security Service. The
Venice Commission understands that this specialngesion was effectively established in
December 2005 as a sub-commission of the Commig$sioNational Security, Defence and
Public Order. This recent development seems to dssistent with a reinforcement of
Parliament's role in such matters, which consstatgositive trentf

V. Protection of individuals' rights and the servi@'s liability

14 See the Commission's report on internal secussrvices in Europe (CDL-INF(1998)006,

conclusion (h)).
15 See, in this respect, the opinion adopted byGbmmission on Recommendation 1713(2005) of the
Parliamentary Assembly of the Council of Europeictipoints out that the need to increase the efficy of
internal security services must go hand in hanchwit. parallel strengthening of democratic intgéince
oversight [which] should also be seen as necesaadya priority." (CDL-AD(2005)033, paragraph 9).
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24. Article 4 of the law requires the securityvess to respect human rights and fundamental
freedoms in the performance of its activities. TQmnmission would point out that, where they
impose restrictions on duly recognised rights, ¢batracting states indeed enjoy a certain
margin of appreciation, but the latter is not untia. It is the European Court of Human Rights
which ultimately decides whether a restrictionasnpatible with the European Convention. To
be deemed compatible, an interference must comespm a pressing social need and be
proportionate to the legitimate aim pursued (sedhis connection, the comments set out in
paragraph 18 above).

25. The way in which Article 7 combined with Atgc4 is going to be applied in practice will
accordingly be decisive when it comes to deterrgimumether there is full compliance with the
European Convention on Human Rights and the relesase-law of the European Court of
Human Rights by the security service, the variougesrisory bodies and the authorities
affording remedies and means of redress. In thsegd it is to be welcomed that Article 4 is
supplemented with important guarantees for citia&he consider that their rights have been
infringed by the service, as regards their entidetmo appeal to a higher body within the
service, the public prosecution service and thénarg courts. Similarly, the principle of the
service's liability and its obligation to compemsdamage caused by illegal action taken by its
staff are explicitly enshrined in the same artileese guarantees, which are in keeping with the
Venice Commission's recommendations, justify a@lgtpositive assessmefit.

VI.  CONCLUSIONS

26. As amended in July 2005, the law complies alvavith the international standards
applicable in this field and is consistent, in maggpects, with the Venice Commission's earlier
conclusions and recommendations on the subject.

27. The excessively detailed list of duties, sgland obligations of the security service,
resulting inter alia from the amendments passed in July 2005, nonsthgleses certain

problems linked to both a lack of clarity and psémn in the wording of certain duties and the
rigidity it engenders regarding the law's adaptatio new situations. In addition, the
connections between the law on the information aedurity service and other relevant
legislation should be clarified so as to enhangal leertainty.

16 See the Commission's report on internal securityises in Europe (CDL-INF(1998)006, conclusionsa(iid

(m)).



