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Programme of the Conference (English version)

‘ Thursday,

14 April 2016

08.45-09.30

Registration of participants

‘ 09.30-10.00

Opening session

10.00-10.15

ia =
g Meeting room: Nicolae 10rga see wir:

Moderated by Ms Ana Maria Patru, President of the Permanent Electoral
Authority of Romania

— Address by Ms Ana Maria Patru, President of the Permanent
Electoral Authority of Romania

— Address by Ms Elena-Simina Tanasescu, Counsellor of the
President of Romania

— Address by Mr loan Dragos Tudorache, Head of Prime Minister's
Chancellery

— Address by Mr Thomas Markert, Secretary, Director of the Venice
Commission of the Council of Europe

Photo group

10.15-10.45

Presentation of the conclusions of the first Electoral
Expert Debates “Electoral Law and new technologies:
legal challenges”

i3
¥& Nicolae lorga

Moderated by Ms Ana Maria Patru, President of the Permanent Electoral
Authority of Romania

Presented by Mr Oliver Kask, Judge, Vice-Chair of the Council for
Democratic Elections, Member of the Venice Commission, Estonia



http://www.roaep.ro/prezentare/10438-2/
http://www.roaep.ro/prezentare/10438-2/
http://www.roaep.ro/prezentare/10438-2/
http://www.roaep.ro/prezentare/10438-2/
http://www.presidency.ro/ro/administratia-prezidentiala/consilierii-presedintelui/elena-simina-tanasescu
http://www.presidency.ro/ro/administratia-prezidentiala/consilierii-presedintelui/elena-simina-tanasescu
http://gov.ro/en/government/the-cabinet-of-ministers/head-of-prime-minister-s-chancellery
http://gov.ro/en/government/the-cabinet-of-ministers/head-of-prime-minister-s-chancellery
http://www.venice.coe.int/
http://www.venice.coe.int/
http://www.roaep.ro/prezentare/10438-2/
http://www.roaep.ro/prezentare/10438-2/
http://www.venice.coe.int/WebForms/pages/?p=02_CED
http://www.venice.coe.int/WebForms/pages/?p=02_CED
http://www.venice.coe.int/
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10.45-11.15 Coffee break

11.15-12.15 First plenary session
Legal framework of new technologies in elections:
iImplementing international principles

PP 3
h Nicolae lorga

Moderated by Mr Chemavon Chahbazian, Head of the Division of
Election Observation and Interparliamentary Cooperation, Parliamentary
Assembly, Council of Europe

— Towards updating the Recommendation of the Council of Europe’s
Committee of Ministers on e-voting, by Mr Gregor Wenda, Deputy
Head of the Electoral Administration Department at the Federal Ministry
of the Interior (BMI) Department 11I/6, Electoral Affairs, Chair of the
Council of Europe Ad-hoc Committee of Experts on electronic voting
(CAHVE)

— New technologies in elections: implementing international principles,
by Ms Beata Martin-Rozumitowicz, Director for Europe and Eurasia
at International Foundation for Electoral Systems (IFES)

— Legal framework of new technologies, Belgium case, by
Mr Régis Trannoy, Head of Elections Unit at the Directorate General
Institutions & Population of the Federal Public Service Home Affairs of
Belgium

12.15-13.15 Working sessions

I. 1) Can the secrecy of the vote be challenged? Moderated by Mr José
Antonio Dias Toffoli, Justice of the Supreme Court of Brazil

Meeting room: Nicolae lorga

I.2) The issue of personal data protection, moderated by
Mr Akyn Mambetaliev, deputy Director of the State Company Infocom
under the State Registration Service of the Kyrgyz Republic (with
Russian interpretation)

Nicolae Balcescu


http://assembly.coe.int/nw/Home-EN.asp
http://assembly.coe.int/nw/Home-EN.asp
http://www.coe.int/t/DEMOCRACY/ELECTORAL-ASSISTANCE/themes/evoting/default_en.asp
http://www.ifes.org/
http://www.ibz.rrn.fgov.be/fr/direction-generale/
http://www.ibz.rrn.fgov.be/fr/direction-generale/
http://www2.stf.jus.br/portalStfInternacional/cms/verConteudo.php?sigla=portalStfSobreCorte_en_us&idConteudo=283524
https://infocom.kg/
http://grs.gov.kg/
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I. 3) The neutrality of authorities, moderated by Ms Beata Martin-
Rozumitowicz, Director for Europe and Eurasia at International
Foundation for Electoral Systems (IFES)

Human Rights

13.15-14.30 Lunch break

14.30-15.00 Presentation of the project “Improving electoral
management: the organisational determinants of electoral
integrity”
.y
#& Nicolae lorga
Moderated by Mr Andreas Kiefer, Secretary General of the Congress of
Local and Regional Authorities, Council of Europe
Presented by Mr Toby James, Senior Lecturer in British and
Comparative Politics, and Ms Leontine Loeber, PhD Research Student,
University of East Anglia, United-Kingdom

15.00-16.00 Second plenary session

New technologies applied to the pre-electoral period

PV 1
#& Nicolae lorga

Moderated by Mr Andreas Kiefer, Secretary General of the Congress of
Local and Regional Authorities, Council of Europe

— Impact of new technologies in electoral observation by the European
Union, by Mr Emanuele Giaufret, European External Action Service
of the European Union

— Observation of new technologies in electoral processes within the
OSCE area, by Mr Steven Martin, Senior Adviser on New Voting
Technologies, OSCE/ODIHR Election Department

— Biometric voter registration, Kyrgyz case, by Mr Akyn Mambetaliev,
deputy Director of the State Company Infocom under the State
Reaqistration Service of the Kyrgyz Republic

— IVXV: fresh wave of Estonian internet voting, by Mr Priit Vinkel, Head
of Elections Department, National Electoral Committee, Estonia



http://www.ifes.org/
http://www.ifes.org/
http://www.coe.int/t/Congress/default_en.asp
http://www.coe.int/t/Congress/default_en.asp
https://www.uea.ac.uk/
http://www.coe.int/t/Congress/default_en.asp
http://www.coe.int/t/Congress/default_en.asp
http://eeas.europa.eu/index_en.htm
http://www.osce.org/odihr/elections
https://infocom.kg/
http://grs.gov.kg/
http://grs.gov.kg/
http://www.vvk.ee/
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16.00-16.30

Coffee break

16.30-17.30 Working sessions

17.30-18.00

II. 1) Challenges regarding voter registration and voter lists, moderated by
Mr Robert Krimmer, Professor of e-Governance at Tallinn University of
Technology, Ragnar Nurkse School of Innovation and Governance,
Estonia

Nicolae lorga

II. 2) Monitoring media and social media, moderated by
Ms Katharine Sarikakis, Professor in political processes and political
economic dimensions of media and communications governance,
University of Vienna, Austria

Nicolae Béalcescu

II. 3) Observing and reporting on new technologies in electoral processes,
moderated by Mr Steven Martin, Senior Adviser on New Voting
Technologies, OSCE/ODIHR Election Department (with English
interpretation)

Human Rights

Feedback from the working sessions and closing remarks
of the first day

.V 1
#& Nicolae lorga

Moderated by Mr Tiberiu Csaba Kovacs, General Secretary of the
Permanent Electoral Authority of Romania

18.30-19.30

Official Reception



http://www.ttu.ee/faculty-of-social-sciences/ragnar-nurkse-school-of-innovation-and-governance/department/
http://www.univie.ac.at/en/
http://www.osce.org/odihr/elections
http://www.roaep.ro/prezentare/en/
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Friday, 15 April 2016

09.00-10.30 Third plenary session
New technologies on E-Day and during counting phases

.V 1
#& Nicolae lorga

Moderated by Ms Elena Calistru, President of Funky Citizens
Organization, Romania

— Verifiability — a new concept challenging or contributing to existing
election paradigms?, by Mr Robert Krimmer, Professor of e-
Governance at Tallinn University of Technology, Ragnar Nurkse
School of Innovation and Governance, Estonia

— The use of ICTs in nationwide elections in Spain: data collection and
dissemination of preliminary results, by
Ms Ana Cristina Lopez Lopez, Head of Electoral Co-operation Unit,
Deputy Directorate General of Internal Policy and Electoral
Processes, Directorate General of Internal Policy, Ministry of the
Interior, Spain

— Use of Electronic Voting Devices: An Overview of the Latin American
Situation, by Mr Carlos Navarro Fierro, Director for international
studies and projects at the National Electoral Institute of Mexico (INE)

— Brazilian 20-year experience on e-voting, by Mr José Antonio Dias
Toffoli, Justice of the Supreme Court of Brazil

10.30-11.00 Coffee break

11.00-12.15 Working sessions

[ll. 1) New voting technologies, voting procedures, moderated by
Ms Siri Dolven, Head of Election Section, Acting Deputy Director at
Norwegian Ministry of Local Government and Modernisation, Norway

Nicolae lorga


http://www.funkycitizens.org/
http://www.funkycitizens.org/
http://www.ttu.ee/faculty-of-social-sciences/ragnar-nurkse-school-of-innovation-and-governance/department/
http://www.ttu.ee/faculty-of-social-sciences/ragnar-nurkse-school-of-innovation-and-governance/department/
http://www.infoelectoral.interior.es/
http://www.infoelectoral.interior.es/
http://www.ine.mx/portal/
http://www2.stf.jus.br/portalStfInternacional/cms/verConteudo.php?sigla=portalStfSobreCorte_en_us&idConteudo=283524
http://www.regjeringen.no/en/portal/election-portal
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12.15-12.30

lll. 2) Voting abroad, moderated by Mr Carlos Navarro Fierro, Director
for international studies and projects at the National Electoral Institute of
Mexico (INE)

Nicolae Béalcescu

[ll. 3) Voting procedures, technicalities, moderated by Mr Peter Wolf,
Technical Manager, Electoral Processes at International Institute for
Democracy and Electoral Assistance (International IDEA) (with English
interpretation)

Human Rights

— Technicalities of voting, Belgium case “Electronic voting with paper
trail”, by Mr David van Kerckhoven, IT Project Manager in the
Elections Unit at the Directorate General Institutions & Population of
the Federal Public Service Home Affairs of Belgium

Debriefing session following the working sessions

.V 1
#& Nicolae lorga

Moderated by Mr Cristian Leahu, Director of the Department of
Legislation, Parliament Liaison and Electoral Dispute Resolution,
Permanent Electoral Authority of Romania

12:30-14:00

Lunch break

14.00-15.30

Special event
25 years of international election observation

.V 1
#& Nicolae lorga

Moderated by Mr Andreas Gross, Political Scientist, former member of
the Swiss Parliament and of the Parliamentary Assembly of the Council of
Europe, Election Expert of the Venice Commission of the Council of
Europe

Thoughts for the debate:

How do you observe domestic and international election observers?
To which extent are they useful?

How do you evaluate the work of the election observers?

How do you take into consideration the election observation reports?


http://www.ine.mx/portal/
http://www.idea.int/
http://www.idea.int/
http://www.ibz.rrn.fgov.be/fr/direction-generale/
http://www.roaep.ro/prezentare/en/
http://www.venice.coe.int/
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What would be your proposals to improve the election observation
process?

— Observation of elections by the Congress of Local and Regional
Authorities, by Mr Andreas Kiefer, Secretary General of the
Congress of Local and Regional Authorities, Council of Europe

15.30-16.00 Coffee break
16.00-17.00 Closing session
Discussion on and adoption of the conclusions of the
13" European Conference of electoral management
bodies

dd
#& Nicolae lorga

Moderated by Mr Tiberiu Csaba Kovacs, General Secretary of the
Permanent Electoral Authority of Romania

and Mr Pierre Garrone, Head of the Elections and Political Parties’
Division, Venice Commission



http://www.coe.int/t/Congress/default_en.asp
http://www.roaep.ro/prezentare/en/
http://www.venice.coe.int/
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Programme de la conférence (version francaise)

‘ Jeudi 14 avril 2016

08.45-09.30

Enregistrement des participants

‘ 09.30-10.00

Session inaugurale

10.00-10.15

44 =
Salle de réunion : Nicolae lorga  seewir

Session animée par Mme Ana Maria Patru, Présidente de [I'Autorité
permanente électorale de Roumanie

— Intervention de Mme Ana Maria Patru, Présidente de ['Autorité
permanente électorale de Roumanie

— Intervention de Mme Elena-Simina Tanasescu, Conseiller du
Président de la Roumanie

— Intervention de M. loan Dragos Tudorache, Chef de cabinet du
Premier Ministre

— Intervention de M. Thomas Markert, Secrétaire, Directeur de la
Commission de Venise du Conseil de 'Europe

Photo de groupe

10.15-10.45

Présentation des conclusions des premiers entretiens de
Expert électoral sur “Droit électoral et nouvelles
technologies : défis juridiques”

A2
¥& Nicolae lorga

Session animée par Mme Ana Maria Patru, Présidente de I'Autorité
permanente électorale de Roumanie



http://www.roaep.ro/prezentare/10438-2/
http://www.roaep.ro/prezentare/10438-2/
http://www.roaep.ro/prezentare/10438-2/
http://www.roaep.ro/prezentare/10438-2/
http://www.presidency.ro/ro/administratia-prezidentiala/consilierii-presedintelui/elena-simina-tanasescu
http://www.presidency.ro/ro/administratia-prezidentiala/consilierii-presedintelui/elena-simina-tanasescu
http://gov.ro/en/government/the-cabinet-of-ministers/head-of-prime-minister-s-chancellery
http://gov.ro/en/government/the-cabinet-of-ministers/head-of-prime-minister-s-chancellery
http://www.venice.coe.int/webforms/events/default.aspx?lang=fr
http://www.roaep.ro/prezentare/10438-2/
http://www.roaep.ro/prezentare/10438-2/
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Conclusions présentées par M. Oliver Kask, Juge, vice-président du
Conseil des élections démocratiques, membre de la Commission de
Venise, Estonie

10.45-11.15

Pause-café

11.15-12.15

Premiére session pléniere

Le cadre juridigue des nouvelles technologies appliquées
aux élections: la mise en ceuvre des principes
internationaux

12.15-13.15

.V 1
¥& Nicolae lorga

Session animée par M. Chemavon Chahbazian, Chef de la Division de
'observation des élections et de la coopération interparlementaire,
Assemblée parlementaire, Conseil de 'Europe

— Vers une révision de la Recommandation sur le vote électronique du
Comité des Ministres du Conseil de I'Europe, par M. Gregor Wenda,
Chef adjoint du Service de I'’Administration électorale au ministére
fédéral de I'Intérieur (BMI) Service 111/6, Affaires électorales, Président
du Comité ad hoc d'experts sur le vote électronique du Conseil de
I'Europe (CAHVE)

— Nouvelles technologies appliquées aux élections : la mise en ceuvre
des principes internationaux, par Mme Beata Martin-Rozumitowicz,
Directrice pour I'Europe et I'Eurasie a la Fondation internationale pour
les systémes électoraux (IFES)

— Cadre juridique et nouvelles technologies, le cas de la Belgique, par
M. Régis Trannoy, Chef de I'Unité des élections a la Direction
générale Institutions et Populations du Service public fédéral Intérieur
de Belgique

Sessions de travail

I. 1) Le secret du vote peut-il étre mis en cause ? Session animée par
M. José Antonio Dias Toffoli, Juge a la Cour supréme du Brésil

Salle de réunion : Nicolae lorga

I. 2) La question de la protection des données personnelles, animée par
M. Akyn Mambetaliev, Directeur adjoint de la compagnie d’Etat Infocom
sous la responsabilité du Service national d'enregistrement des électeurs
du Gouvernement de la République Kirghize (avec interprétation russe)



http://www.venice.coe.int/WebForms/pages/default.aspx?p=02_CED&lang=fr
http://www.venice.coe.int/webforms/events/default.aspx?lang=fr
http://www.venice.coe.int/webforms/events/default.aspx?lang=fr
http://assembly.coe.int/nw/Home-FR.asp
http://www.coe.int/t/DEMOCRACY/ELECTORAL-ASSISTANCE/themes/evoting/default_en.asp
http://www.ifes.org/
http://www.ifes.org/
http://www.ibz.rrn.fgov.be/fr/direction-generale/
http://www.ibz.rrn.fgov.be/fr/direction-generale/
http://www2.stf.jus.br/portalStfInternacional/cms/verConteudo.php?sigla=portalStfSobreCorte_en_us&idConteudo=283524
https://infocom.kg/
http://grs.gov.kg/
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Nicolae Béalcescu

I. 3) La neutralité des autorités, session animée par Mme Beata Martin-
Rozumitowicz, Directrice pour I'Europe et I'Eurasie a la Fondation

internationale pour les systemes électoraux (IFES)

Human Rights

13.15-14.30

Pause déjeuner

14.30-15.00

Présentation du projet “Améliorer le management
electoral : les déterminants organisationnels de l'intégrité
électorale”

a4
h Nicolae lorga

Session animée par M. Andreas Kiefer, Secrétaire général du Congrés
des pouvoirs locaux et régionaux, Conseil de I'Europe

Projet présenté par M. Toby James, Conférencier en politique comparée
et politiqgue Britannique, et Mme Leontine Loeber, doctorante chercheur,

Université d'East Anglia, Royaume-Uni

15.00-16.00 Deuxieme session pléniere
Les nouvelles technologies appliquées a la période

préélectorale

a2
h Nicolae lorga

Session animée par M. Andreas Kiefer, Secrétaire général du Congrés
des pouvoirs locaux et régionaux, Conseil de 'Europe

— L’impact des nouvelles technologies sur I'observation électorale par
I'Union européenne, par M. Emanuele Giaufret, Service européen
d'action extérieure de I'Union européenne

— Observation des nouvelles technologies dans les processus
électoraux au sein des Etats participants de 'OSCE, par M. Steven
Martin, Conseiller principal en nouvelles technologies de vote,
Service Elections de 'OSCE/BIDDH



http://www.ifes.org/
http://www.ifes.org/
http://www.coe.int/t/congress/default_FR.asp?
http://www.coe.int/t/congress/default_FR.asp?
https://www.uea.ac.uk/
http://www.coe.int/t/congress/default_FR.asp?
http://www.coe.int/t/congress/default_FR.asp?
http://eeas.europa.eu/index_fr.htm
http://eeas.europa.eu/index_fr.htm
http://www.osce.org/odihr/elections
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— L'enregistrement biométrique des électeurs, le cas Kirghize, par
M. Akyn Mambetaliev, Directeur adjoint de la compagnie d’Etat
Infocom sous la responsabilité du Service national d'enregistrement
des électeurs du Gouvernement de la République Kirghize

— IVXV: la nouvelle vague du vote électronique estonien, par
M. Priit Vinkel, Chef du département des élections au Comité
national électoral, Estonie

16.00-16.30

Pause-café

16.30-17.30

Sessions de travail

17.30-18.00

Il. 1) Les défis concernant [l'enregistrement des électeurs et les listes
électorales, session animée par M. Robert Krimmer, Professeur
d’e-gouvernance a [I'Université technologique de Tallinn, Ecole
d'innovation et de gouvernance Ragnar Nurkse

Nicolae lorga

II. 2) Supervision des medias et des médias sociaux, session animée par
Mme Katharine Sarikakis, professeur en processus politiques et en
gouvernance des médias et communications, Université de Vienne,
Autriche

Nicolae Béalcescu

II. 3) Observer et assurer le suivi des nouvelles technologies dans les
processus électoraux, session animée par M. Steven Martin, Conseiller
principal en nouvelles technologies de vote, Service Elections de
I'OSCE/BIDDH (avec interprétation en anglais)

Human Rights

Feed-back des sessions de travail et remarques
conclusives du premier jour

.y
¥& Nicolae lorga

Session animée par M. Tiberiu Csaba Kovacs, Secrétaire général de
I'Autorité permanente électorale de Roumanie



https://infocom.kg/
http://grs.gov.kg/
http://grs.gov.kg/
http://www.vvk.ee/
http://www.vvk.ee/
http://www.ttu.ee/faculty-of-social-sciences/ragnar-nurkse-school-of-innovation-and-governance/department/
http://www.ttu.ee/faculty-of-social-sciences/ragnar-nurkse-school-of-innovation-and-governance/department/
http://www.univie.ac.at/en/
http://www.osce.org/odihr/elections
http://www.osce.org/odihr/elections
http://www.roaep.ro/prezentare/en/
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18.30-19.30 Réception officielle

Vendredi 15 avril 2016

09.00-10.30 Troisieme session pléniére

Nouvelles technologies le jour du scrutin et durant les
phases de dépouillement

.Y 1
¥& Nicolae lorga

Session animée par M. Cristian Petraru, Chef du Service de
l'organisation des processus électoraux de ['Autorité permanente
électorale de Roumanie

— Vérifiabilité — Un nouveau concept défiant ou contribuant a I'existence
de paradigmes électoraux ?, par M. Robert Krimmer, Professeur de
e-gouvernance a [I'Université technologique de Tallinn, Ecolé
d'innovation et de gouvernance Ragnar Nurkse

— Lutilisation des nouvelles technologies de vote dans les élections
nationales en Espagne: collecte des données et diffusion des
résultats préliminaires, par Mme Ana Cristina Lépez Lépez, Cheffe
de l'unité de coopération électorale, Direction générale adjointe de
politique intérieure et des processus électoraux, Direction générale de
la politique intérieure, Ministére de I'Intérieur, Espagne

— Lutilisation des systémes de vote électronique : vue d’ensemble de la
situation en Amérique Latine, par M. Carlos Navarro Fierro,
Directeur pour les études internationales et les projets a I'Institut
national électoral du Mexique (INE)

— 20 ans d’expérience brésilienne du vote électronique, par M. José
Antonio Dias Toffoli, Juge a la Cour supréme du Brésil

10.30-11.00

Pause-café



http://www.roaep.ro/prezentare/en/
http://www.roaep.ro/prezentare/en/
http://www.ttu.ee/faculty-of-social-sciences/ragnar-nurkse-school-of-innovation-and-governance/department/
http://www.ttu.ee/faculty-of-social-sciences/ragnar-nurkse-school-of-innovation-and-governance/department/
http://www.infoelectoral.interior.es/
http://www.infoelectoral.interior.es/
http://www.ine.mx/portal/
http://www.ine.mx/portal/
http://www2.stf.jus.br/portalStfInternacional/cms/verConteudo.php?sigla=portalStfSobreCorte_en_us&idConteudo=283524

-17 - CDL-EL(2016)001-bil

11.00-12.15 Sessions de travail
[ll. 1) Nouvelles technologies de vote, procédures de vote, session
animée par Mme Siri Dolven, Cheffe de la Section Elections, Directrice
adjointe ad interim au ministére norvégien des autorités locales et de la
modernisation
Nicolae lorga
Ill. 2) Voter a I'étranger, session animée par M. Carlos Navarro Fierro,
Directeur pour les études internationales et les projets a I'lnstitut national
électoral du Mexique (INE)
Nicolae Bélcescu
[Il. 3) Procédures de vote, techniques, session animée par M. Peter Wolf,
Directeur technique, Processus électoraux a Institut international pour la
démocratie et l'assistance électorale (International IDEA) (avec
interprétation en anglais)
Human Rights
— Techniques de vote, le cas de la Belgique, par M. David van
Kerckhoven, Direction générale Institutions & Population du Service
public fédéral Intérieur de Belgique (a confirmer)
12.15-12.30 Session de débriefing suite aux sessions de travail

.y |
v Nicolae lorga

Session animée par Mr Cristian Leahu, Directeur du Service juridique,
liaisons avec le parlement et résolution du contentieux des élections a
I'Autorité permanente électorale de Roumanie

12:30-14:00

Pause déjeuner



http://www.regjeringen.no/en/portal/election-portal
http://www.ine.mx/portal/
http://www.ine.mx/portal/
http://www.idea.int/
http://www.idea.int/
http://www.ibz.rrn.fgov.be/fr/direction-generale/
http://www.roaep.ro/prezentare/en/
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14.00-15.30

Manifestation spéciale
25 ans d’observation internationale des élections

¥
h Nicolae lorga

Manifestation animée par M. Andreas Gross, Politologue, ancien
membre de I'Assemblée parlementaire du Conseil de I'Europe, expert
électoral de la Commission de Venise of the Council of Europe

Réflexions pour le débat :

Comment voyez-vous le travail des observateurs nationaux et
internationaux d’élections ?

Dans quelle mesure leur travail est-il utile ?

Comment évaluez-vous le travail des observateurs d’élections ?
Comment prenez-vous en considération les rapports des observateurs
d’élections ?

Quelles seraient vos propositions pour améliorer le processus
d’observation électorale ?

— Observation des élections par le Congrés des Pouvoirs Locaux et
Régionaux, par M. Andreas Kiefer, Secrétaire général du Congrés
des pouvoirs locaux et régionaux, Conseil de I'Europe

15.00-15.30

Pause-café

15.30-17.00

électorales

Session de cloture
Discussion et adoption des conclusions de Ia
13°® Conférence européenne des administrations

24
¥& Nicolae lorga

Session animée par M. Tiberiu Csaba Kovacs, Secrétaire général de
I'Autorité permanente électorale de Roumanie

et par Mr Pierre Garrone, chef de la Division des élections et des partis
politiques de la Commission de Venise



http://www.venice.coe.int/webforms/events/default.aspx?lang=FR
http://www.coe.int/t/congress/default_FR.asp?
http://www.coe.int/t/congress/default_FR.asp?
http://www.roaep.ro/prezentare/en/
http://www.venice.coe.int/webforms/events/default.aspx?lang=fr
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Mporpamma KkoH¢pepeHUUn (pycckas Bepcus)

MoHeaenbHuk, 14 anpens 2016 r.

08:45-09:30 Peructpauus y4acTHMKOB

09:30-10:00 OTKpbITHE

3an: «Hukonae Mopra»

MogepaTtop: r-xa AHa Mapua MNM3TPY, lMNpeacepatens NoctosiHHoro OpraHa PymblHUN
no opraHunsauun eeidopos (TBC)

— [NpueeTcTBEeHHOE cnoBo r-xu AHbl Mapum N3TPY, MNpencenatens [10CTOAHHOIO
OpraHa PymbiHMM NO opraHu3aLmm BbIOOPOB;

— Bbictynnenue r-xu EneHbl-CumuHbl TOHICECKY, coseTHuMKa npesngeHTa
PyMbIHWM;

— BbIcTynneHue r-Ha Woana Oparowa TYOOPAKD, pykoBOAUTENS KaHUenspum
npembep-MnH1cTpa PymbliHnu;

— [pueeTcTtBeHHOe crioBo r-Ha Tomaca MAPKEPTA, [upektopa, Cekpetaps
BeHeumaHckon kommccun CoseTta EBponsbl

10:00-10:15- ®OoTO y4acTHUKOB KOHGbEepeHLNK

10:15-10:45 1. NpeacraBrneHue BbiBOAOB 1-bIX nebartos,
OpraHM30BaHHbIX XXYPHarioMm «JKCnepT nNo BbldbopamM»: «3aKOH O
BbiIOOpax M HOBble TEXHONIOrMU: npaBoBasaA npoob6nemartruka" (12-
13.04.2016)

3an «Hukonae Wopra»

MopepaTtop - r-xa AHa Mapua NITPY, lNpeacenatens NocTosHHOrO n3bupaTenbHOro
opraHa PymbiHum (TBC)

MpeseHTaums - r-H OnuBep KACK, cyabs, 3amectutenb npeacepatena CoseTta no
JeMoKpaTU4YeckMM BbibopaMm, uneH BeHeLmaHCKon KOMUCCUU, SCTOHUS



http://www.roaep.ro/prezentare/10438-2/
http://www.roaep.ro/prezentare/10438-2/
http://www.venice.coe.int/webforms/events/
http://www.venice.coe.int/WebForms/pages/?p=02_CED&lang=EN
http://www.venice.coe.int/WebForms/pages/?p=02_CED&lang=EN
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10:45-11:15 [lepepbiB Ha kKode

11.15-12.15 T[lepBoe nrneHapHoe 3aceaaHue « [lpaBoBas oOCHOBa
MCNONb30BaHUA HOBbLIX TEXHONMOrMM B MNpoBeAeHUU BbIOOPOB:
BHeApeHue MeXxayHapoaHbIX NPUHUMNOB »

3an «Hwukonae Vopra»

Mogaepatop - r-H LemaBoH LUAXBA3AH, pykoBoantens Otaena HabnogeHns 3a
BblGOpamMun 1 MexnaprameHTCKoro cotTpygHudectaa [apnameHtckon Accambnen
Coseta EBpornbi.

- «Ha nytn k o6HoBneHnto Pekomergaumm Komuteta mmHmuctpoB CoBeTa
EBponkl No BONpocam a5eKTPOHHOro rofiocoBaHunsay, r-H Nperop BEHAA,
3amecTtutens rmaebl OTaena AgMmmHmucTpauumn Beibopos, PenepanbHoe
MwuHunctepcteo BHyTpeHHnx Oen Asctpum (BMI), Otgen lI/6, NpobnemaTtnka
BblOoOpoB, MNpeacenaTtens BpemeHHoM koMmuccum akcnepToB CoeeT EBponbl No
3N1eKTPOHHOMY ronocosaHuio (CAHVE);

- «HoBble TexHONOrMN B BbibOpax: BHEAPEHME MEXAYHAPOAHbIX NPUHLMNOBY, -
*a beata MAPTUH-PO3YMUINOBWY, Oupektop, Otoen EBponbl n EBpasunn
MexayHapogHoro doHga unsbupartensHblix cuctem (IFES);

- «[MpaBoBas ocHOBa HOBbIX TEXHONOIMMK, nNpumMep benbrum», r-H Pexwu
TPAHHOMW, pykosoautens OTaena no Bbibopam, [eHepanbHbIi aMpekTopaTt
«YypexaeHus n Hacenenne» degepanbHon focyaapcTBeHHoW Criyx6bl
BHyTpeHHux gen benbrum

12.15-13.15 Pabouue rpynnbl

[. 1) «MOXeT nn cekpeTHOCTb roniocoBaHns 6bITb NOCTaBneHa Nog COMHEHMe? »
3an: «Hukonae VMopra»

l. 2) «Bonpoc o 3awmTe nepcoHanbHbIX JaHHbIX»

3an: «Hukonae Banuyecky»

Mogepatop- r-H AkuH MAMBETAJIUEB, 3amecTtutens gmpektopa flocyaapcTBeHHOM
koMmnaHuun «MHdokom» npu MocygapcTBEHHON perncTpaumoHHon cnyxbe Kblprbi3ckon
Pecnybnukn (c nepeBofoM Ha pPyCCKUIN A3bIK)

I. 3) «Hentpanutet Bnactemn»

3an: «[paBa yenoBeka»

Mopepatop - r-xa beata MAPTUH-PO3YMWUITIOBWUY, Oupektop, Otaen Eeponbl 1
EBpasun MexayHapoaHoro doHaa nsbuparensHbix cuctem (IFES);

13:15-14:30 T[lepepbiB Ha obeq



http://assembly.coe.int/nw/Home-EN.asp
http://assembly.coe.int/nw/Home-EN.asp
http://www.coe.int/t/DEMOCRACY/ELECTORAL-ASSISTANCE/themes/evoting/default_en.asp
http://www.coe.int/t/DEMOCRACY/ELECTORAL-ASSISTANCE/themes/evoting/default_en.asp
http://www.ifes.org/
http://www.ibz.rrn.fgov.be/fr/direction-generale/
http://www.ibz.rrn.fgov.be/fr/direction-generale/
http://www.ifes.org/
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14.30-15.00 MNMpe3eHTauus npoekTa «CoBeplieHCTBOBaHUe
ynpasreHus BblGopamu: OpraHM3auuoHHble  OeTepPMUHAHTbI
LLeNI0CTHOCTU Bbi6OpOB™

3an: «Hukonae Mopra»

MogepaTtop - r-H AHgpeac KU®PEP, NeHepanbHbIi cekpeTapb, KOHrpecc MEeCTHbIX U
pernoHanbHbIx Bnacren, CoeseT EBponbl

MpeseHTaums - r-H To6u IXKEUMC, CrapLumin npenogaBaterns 6pUTaHCKoii v
CpaBHUTENbHOM nonuTonornn, Yumneepcntet BoctouHon AHrnumn, CoegnHeHHoe
KoponeBcTtBo, 1 r-xa JleoHtuHa JIEBOP, acnupaHT, YHuBepcutet BoctouHon AHrnum

15.00-16.00 BTopoe nneHapHoe 3acepaHue «HoBble TexHonorum,
npuMmeHsiemMble B NpeaBbIOOPHLIM nepuoa»

3an: «Hukonae Mopra»

Mogepatop - r-H AHgpeac KU®PEP, ['eHepanbHbIn cekpeTapb, KOHIpecc MeCTHbIX U
pervoHanbHbIX Bnacrten, Coset EBponbl

- «BrivsiHue HoBbIX TEXHOMOrMI B HabngeHnn 3a Boldopamu EBponencknm
Cotozom», r-H AmaHranb XKODPI, Esponeinckaa Cnyxba BHelwwHnx Ceazen

- «HabntogeHue 3a HOBbIMM TEXHONOMMAMU B U3BMpaTenbHbIX Npoleccax B
pernoHe OBCE», r-H CtuBeH MAPTUH, cTapwmnin coBeTHUK NO BONPOCaM HOBbIX
TexHonorun ronocosanus, JenaptameHt OBCE / BAWIMY no Bbibopaw;

- «brnomeTpuyeckas pernctpauma nsbuparenen, npyumep KolprbidctaHar, r-H
AxnH MAMBETAJIUEB, 3amecTtuternbs gupektopa ['ocyaapCTBEHHON KOMNaHUN
«UHbokom» npu MocyaapCTBEHHOW perncTpaumnmoHHom crnyxbe Kelprbiackomn
Pecny6nukun npu MNpasutensctee Kbiproidckon Pecnybnuku;

- IVXV:HOBas BONHa MHTEPHET-ronocoBaHns B OcToHuu, r-H Mpunt BUHKETb,
HavyanbHWK oTAaena no Bblbopam PecnybnukaHckoro n3bvpaTtenbHOro KommreTa
3cToHUYU;

16:00-16:30 [lepepbiB Ha kode

16:30-17:30 II. Pabouue rpynnbl

II. 1) «Mpobnembl, cBA3aHHbIe C perncTpaunen nsdbuparenem n cnuckamm
nsbuparenemn»

3an: «Hukonae Mopra»

MopepaTop - r-H Po6ept KPUMMEP, Npodeccop, YnpasneHne npm noMoLim



http://www.coe.int/t/Congress/default_en.asp
http://www.coe.int/t/Congress/default_en.asp
https://www.uea.ac.uk/
http://www.coe.int/t/Congress/default_en.asp
http://www.coe.int/t/Congress/default_en.asp
http://www.osce.org/what/elections
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ANEeKTPOHHbIX cpeacTs, TTY, Lkona nHHoBaumi 1 ynpasneHus ParHap Hypkce,
OCTOHUS

II. 2) «xMOHUTOPUHI cpeacTB MaccoBon MHOPMaLIMK N coumanbHble CeTu»,
3an: «Hukonae banuyecky»

MogepaTop - r-xa Katpun CAPUKAKWUC, npodpeccop, Nonutnyeckme npoueccsl n
nonuTu4eckne n skoHommyeckue acnektsl CMA 1 ynpaBneHne KOMMyHUKaLUSMN,
BeHckun YHuBepcuteT, ABCTpuS

Il. 3) «<HabnoaeHne n OTYETHOCTb MO HOBLIM TEXHONOIMUAM B U3bupartenbHbIX
npoueccax»

3an: «[paBa yenoseka» (C aHINMNCKMM NEPEBOLAOM)

MogepaTtop - r-H CtuseH MAPTUH, Ctapwunin CoBETHUK MO HOBbIM TEXHOMOMMAM
ronocoBaHusi, lenaptameHt OBCE / BOWIMY no Bbidopam

17:30-18:00 OT3bIBbI 4N1€eHOB paboynx rpynmn v UTOrn NepBoOro AHs

3an: «Hukonae Mopra»

Mogepatop - r-H Tubepuny Yaba KOBAM, NeHepanbHbin CekpeTapb MOCTOAHHOrO
OpraHa PymblHWUM o opraHm3auumn BeibopoB

18:30-19:30 OdpmumanbHbIA NpUem
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MaTHvua, 15 anpensa 2016 r.

09:00-10:30 1ll. TpeTbe nNneHapHoe 3acenaHue: «HoBble TexHONoruu B
AeHb BbIOOPOB M NOACYET roSIoCOB B TEYEHUE Pas3fINYHbIX

¢as3»

3an: «Hukonae Mopra»

Mogepatop - r-xa EneHa KAJIMCTPY, npesngeHT «Funky Citizens Organization»,
PyMblHNS

- «[MpoBepseMOCTb - HOBasi KOHLEMUUS, KOTopasa YCAOXHAET Uin cogencreyet
cyulecTBylWMUM un3bupaTenbHbiM napagurmam?y», r-H Po6ept KPUMMEP,
YnpaBneHne C MNOMOLLbIO 3MEKTPOHHbIX cpeacts, TTY, LUkona mHHOBauun wn
ynpaeneHus ParHap Hypkce, OcToHuA

- «Mcnonb3oBaHMe HOBBLIX TEXHOMOrMIA rOfoCoBaHUA B O6LLEHaLMOHANbHbIX
Bolbopax B WcnaHmn: C6Gop w©  pacnpocTpaHeHue npeaBapUTEnbHbIX
pesynbTaToBy, r-xa AHa Kpuctuia JIOMNMEC JIOMEC, pykoBoantens rpynnbl Mo
CcoTpyaHnyecTBy B obnacTtn BblGOpoB, 3amecTuTenb [eHepanbHOro ampekropa
no BOMpocaM BHYTPEHHEN NONUTUKM U m3bupaTtenbHblX  NPOLLECCOoB,
eHepanbHbIA OuMpekTopaT BHYTPEHHEN MonuTtuku, MWHUCTEPCTBO BHYTPEHHWUX
pen, NlcnaHns

- «/lcnonb3oBaHMe 3NeKTPOHHbIX YCTPOUCTB Ans ronocosaHus: O630p cutyauun
B JlatnHckon Awmepuke, r-H Kapnoc HABAPPO ®UEPPO, pupektop no
MeXOyHapoOHbIM UCCMNedoBaHUAM W npoekTaMm, HauuoHanbHbIn  MHCTUTYT
Mekcukn no seibopam (INE);

- 20-neTHUn onbIT bpasnnun B 3NEKTPOHHOM roriocoBaHun, r-H Xoce AHTOHMO
Anac TOPPOIJIN, cyabs BepxosHoro cyaa bpasvnuum

10:30-11:00 MMepepblB Ha kode

11:00-12:15 Ill. Pabou4ue rpynnbl

[ll. 1) «HoBble TexHOMOrMM ronocoBaHus, npoueaypa royiocoBaHUA»

Mogepatop - r-xa Cwupu [OOJIBEH, pykoBoautene wusbupartenbHoOW cekuum,
ucnonHswowas oba3aHHOCTU 3aMecTuTens aupektopa MuHMCTEpCTBA MECTHOrO
camoynpaBneHus n moaepHusauun, Hopserus

3an: «Hukonae Mopra»
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[ll. 2) «FonocoBaHue 3a rpaHULIEN»

MogepaTtop - r-H Kapnoc HABAPPO ®UEPPO, aupektop no MmexayHapoaHbIM
nccnegoBaHUAM M npoekTam, HaumoHanbHbI MHCTUTYT Mekcurku no Bei6opam (INE);
3an: «Hukonae banuecky»

lll. 3) «Mpoueaypbl ronnocoBaHus, hopmMarbHOCTU»
MogepaTtop - r-H MNMutep BOJIb®, TexHnyecknin MeHegkep M3bmpaTtenbHbIX NPOLECCOoB
B MexxgyHapogHOM MHCTUTYTE AeMoKpaTum n cogenctaums Bbibopam (International IDEA)
3an: «[NpaBa yenoBekay - (C aHIMUACKNM NEPEBOAOM)

- «[poueaypa ronocoBaHud, TeEXHUYECKME acnekTbl, npumep benbrun "3SnekTpoHHoe
ronocoBaHue ¢ OymaxHbiMm cnegoM" - r-H OaBup BaH KEPKXOBEH, IT- meHenxep
npoekta B pynne no BbiGopam, MeHepanbHbIn [upekTopaT yYpexaeHun n HaceneHus
depepanbHOM rocyaapCTBEHHON Cny0bl BHYTpeHHUX aen benbrm

12:15-12:30 WtoroBoe 3acepnaHue: [loaBeneHue WUTOroB pabdbouymx
rpynn

3an: «Hukonae Mopra»

MogepaTop - r-H Kpuctnan JNAXY, LHupektop [NenaptameHTa no Bonpocam
3aKoHO4aTenbCTBa, CBA3AM C MapriaMeHTOM U paspelleHnss nsbmpaTenbHbIX Cropos,
MocTosiHHBIN OpraH PymbiHMM Mo opraHm3aumm BbIbopos

12:30-14:00 TlepepbiB Ha oben

14:00-15:30 CneunanbHoe MeponpusaTue: «25 net mexayHapoaHoro
HabnoaeHus 3a BbiIGopamu»

3an: «Hukonae Mopra»

MopgepaTtop - r-H AHgpeac N'POCC, nonuTtonor, O6bIBLUNIA YNEH LLBENLIAPCKOro
napnameHTa v NapnameHTtckon accambnen Coeeta EBponbl, 3kcnepT BeHeumnaHckon
komuccumn Coseta EBponbl B 0651acTtv BeIGOPOB

Bonpocbl ansa auckyccum:

e Kak Bbl HabnogaeTe 3a MECTHbIMU U MEXAYHapOAHbIMK HabnogaTenamn?
B kakon cteneHn oHu nonesHbl?
Kak Bbl oueHnBaeTe paboTy Habnogartenen 3a Boibopamn?
Kakvm o6pasom Bbl yumTbiBaeTe Aoknaabl No HabnwoaeHuo 3a Bbibopammn?
KakoBbiMK Obinv Obl BaLLIM NPEANIOXKEHUS MO COBEPLLUEHCTBOBAHWMIO NpoLecca
HabnogeHns 3a Bbibopamn?

- «HabntogeHwe 3a Bbibopamy KOHrpeccoM MEeCTHbIX U permoHanbHbIX BNacTemy, r-
Anppeac KU®PEP, NeHepanbHbii CekpeTapb KoHrpecca MeCcTHbIX U permoHarbHbIX
Bnacten CoseTta EBporbl
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15:00-15:30 [lepepsbiB Ha kode

15:30-17:00 3aknouyuTenbHoe 3acegaHue:
O6cyxaeHne n NPUHATUE OKOHYaTeSbHbIX BbIBOAOB
13-on EBponenckon KoHdepeHuUn

3an: «Hukonae Mopra»

Mogepatop - r-H Tubepuny Yaba KOBAY, "eHepanbHbin CekpeTapb MOCTOAHHOrO
OpraHa PymMblHMKM No opraHu3auumn Bbioopos

nr-H NMoep TAPPOHE, PykosoguTtens OTaena BbIGOPOB M NONNTUYECKNX NAPTUN,
BeHeumaHckast kommccus CoBeTta EBponbl
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Address by Ms Ana Maria Patru, President of the Permanent Electoral Authority of
Romania

Ladies and gentlemen, dear guests,
| am Ana Maria Patru, President of the Permanent Electoral Authority of Romania.

It is my great pleasure to welcome you all to the 13™ European Conference of Electoral
Management Bodies, organised by the Venice Commission in partnership with the
Permanent Electoral Authority.

We are honoured by the presence of high representatives of Romanian Presidential
Administration and Government. Please allow me to introduce their Excellences: Mrs.
Elena Simina Tanasescu, presidential counsellor, head of the Institutional and
Constitutional Reform Department, and Mr. loan-Dragos Tudorache, Minister and Head
of Romanian Prime Minister Chancellery.

It also gives me great pleasure to greet Mr. Thomas Markert, director, Secretary of the
Venice Commission.

As you know, the European Conference of Electoral Management Bodies is an annual
event organised by the Venice Commission. The Permanent Electoral Authority of
Romania is very proud to have been chosen to host this year Conference that gathers
electoral officials and practitioners from all over the world, representing international
organizations and electoral management bodies.

We are also honoured by the presence of representatives of several Romanian public
institutions, national NGOs, universities and of the Diplomatic Body accredited to
Bucharest.

This year Conference addresses the topic of New Technologies in Elections: Public
Trust and Challenges for Electoral Management Bodies.

Improving the electoral process represents a permanent goal of any electoral
management body. We all try to do that every day in different ways, from training the
human resource to introducing and using new technologies.

Technology is changing the world and we need to take into account its role in our lives
for the well-being of our citizens.

EMBs all around the globe show a growing interest in implementing technology in
elections. We always learn about various ICT based solutions regarding voters’
registration, authentication and eligibility verification, boundary delimitation, vote casting
and counting.

Both election practitioners and voters from all over the world are interested and
concerned in the same time by the introduction of ICT in elections, whether we are
talking about a basic automatic tool or a more developed one.

Gaining the public trust in election related technologies is a challenge itself for the EMBs.
There are different causes that make the public distrust these kinds of technologies,



- 27 - CDL-EL(2016)001-bil

most of them being issues related to personal data protection, secrecy and freedom of
the vote and security vulnerabilities of electronic systems.

In general, we are wired to fear what we don’t understand. And even though we use
technology on a daily basis, we have yet to see it next to the voting process.

This is why | believe trust is essential. We need to focus on helping voters to trust
technology in the process of electing their leaders.

And, for example, | think one of the best ways to gain voters’ trust in using new
technology in elections is to facilitate them an actual interaction with that particular
technology before it is used in the electoral process.

We also live in an era of scientific progress. What is new today is history tomorrow.

This is why we believe the biggest challenge for the EMBs that want to introduce ICT in
elections is to proper assess the sustainability and the cost-effectiveness of the
technology.

All that | have presented so far represents the actual experience that the Permanent
Electoral Authority of Romania went and is still going through.

Now, please allow me to point out some of our achievements regarding ICT.

We have successfully implemented the Electronic Electoral Register in the 2014 Euro
parliamentary and Presidential elections. The Electoral Register is a nationwide
database holding the identities of all Romanian citizens of voting age and their allocation
to polling stations.

This year we upgraded the Electoral Register for out of country voting. Starting April 1
Romanian voters who legally reside abroad can register accordingly. All Romanians can
access the webpage of the Electoral Register to check whether they are registered to
vote.

The successful implementation of the Electoral Register opened up a new frontier and
allowed us to implement the ICT system for monitoring the turnout and preventing the
illegal voting.

This system will be used at the upcoming general local elections in June, this year.

The system was designed to ensure transparent and credible elections, by preventing
illegal voting, speeding up the voting process, offering a real time turnout and a quick
transmission of the results.

All these represent the outcome of 5 years of hard work and efforts to bring it under
regulation and for this | want to thank all my colleagues.

Beside the ICT system that assures interconnectivity between the polling stations and
the Electoral Register, there is also need for around 23.000 operators.

In order to ensure this number of operators, the Permanent Electoral Authority began a
recruitment public campaign in the last months of 2015.

By now, more than 37.000 people applied to become polling station operators. Since
January 2016, thousands of training and examination sessions have been conducted by
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the PEA staff. The IT devices which are going to be used on Election Day were handed
over to the participants during these sessions. The feedback provided by the participants
was encouraging: they trust the system, consider it is user friendly and appreciate the
immediate response it gives.

The Permanent Electoral Authority is currently setting up an ICT system designed to
monitor the specific activities regarding funding of the political parties electoral
campaigns.

| have shared with you so far some of our practices, the efforts of a smart and committed
team of wonderful people.

As an independent EMB, we are guided by the belief that it is our role to contribute to a
strong, transparent and sustainable democracy in our country.

And in the last 4 years we have done our best to make visible and tangible steps in this
direction. We have come a long way and still have a long way to go.

| am sure your practice and experiences regarding the implementation of new
technologies in elections are rich. | can hardly wait to hear and learn more about them
during these two days of the Conference.

In the end | want to welcome you all here, to Romania. It is a great privilege to have so
many experts under one roof and | hope we will all make the best of our time together.

Thank you very much!
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Address by Address by Mr Thomas Markert, Secretary, Director of the Venice
Commission of the Council of Europe

Ms Counsellor,

Ms Chairwoman,

Dear Sir,

Ladies and Gentlemen, dear colleagues,

| am very pleased to address you at the occasion of the 13th European Conference of
Electoral Management Bodies on behalf of the Venice Commission of the Council of
Europe. This year, our annual electoral event is devoted to “New technologies in
elections: public trust and challenges for electoral management bodies”.

Before going into substance, let me first thank the Permanent Electoral Authority of
Romania and its Chairwoman, Ms Ana Maria Patru, for hosting the 13th EMB
Conference. The number of participants — around 160 — and the variety of EMBs,
countries, continents and international institutions taking part in the Conference shows
the increasing interest in our regular annual EMB Conference.

| am particularly pleased that thanks to the Venice Commission’s efforts, many non-
European countries take part in this Conference. | find it very useful since outside
Europe, we can find particularly advanced solutions concerning

e-voting in countries such as Brazil.

The Council of Europe has always been active in the field of e-voting. Its different
institutions, such as the Committee of Ministers, the Parliamentary Assembly or the
Venice Commission issued reference documents in this respect.

The Recommendation of the Committee of Ministers of the Council of Europe from 2004
(Rec(2004)11) on legal, operational and technical standards for e-voting remains the
only source of reference on the subject. It is used in national jurisprudence even in non-
member States, as well as by other relevant international actors.

Since its adoption, the Recommendation has been subject to biennial review meetings.
Discussions in the Council of Europe’s competent Rapporteur Group (GR-DEM) as well
as a recent expert meeting on the Recommendation have also shown a growing
consensus as to the need to update the present Recommendation, given newer
technological and societal developments over time.

It is in this context that the Committee of Ministers decided to set up the Ad hoc
Committee of Experts on legal, operational and technical standards for e-voting
(CAHVE) in order to redesign the Recommendation and to establish an international
document in line with the current new voting technologies.

This ad hoc Committee is a forum where senior officials from member States’ election
management bodies meet to discuss technical and legal development on e-enabled
elections in the Council of Europe member States.

The Parliamentary Assembly of the Council of Europe also issued documents in the field
of e-voting. In its Resolution 1653 of 2009, the Parliamentary Assembly calls the national
parliaments to improve their domestic legislation in order to remedy democracy’s deficits,
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especially with regard to voter participation. In particular, the Parliamentary Assembly
calls on national parliaments and their members to make full use of the opportunities
offered by ICTs with a view to improving the quality of representative democracy and in
particular to “[...] review national legislation with a view to introducing legal standards for
using e-tools in the political process, and to eliminating the risks of their misuse, both
technical and political, notably as regards human rights and security issues, including
data protection and the security of documents, voting, networking and information [...].”
In this document, the Parliamentary Assembly also covers difficult issues such as
compatibilities of such use with human rights and personal data protection, issues that
will be debated during these two days.

Based on this Resolution, the Parliamentary Assembly recommended in its
Recommendation 1860 of 2009 to enhance e-democracy by calling upon the Committee
of Ministers of the Council of Europe to initiate further regulations in the field of e-
democracy at the pan-European level.

The Venice Commission issued in 2004 a reference document in the field of electronic
voting: the Report on the compatibility of remote voting and electronic voting with the
standards of the Council of Europe. Despite this Report is old, it remains relevant for a
number of reasons. The Report defines remote voting by stating that “there are at least
two different concepts of remote voting in Council of Europe Member States:

- remote voting in a controlled or supervised environment (e.g. voting in an embassy
abroad or polling station outside a voter’s polling district) and

- remote voting in an “uncontrolled” or non-supervised environment, i.e. there are no
election officials present (e.g. sending your vote by mail).” The forthcoming debates
during the Conference will concern both concepts.

The Venice Commission’s Report recalls the Council of Europe’s standards in the field of
free elections, i.e. Article 3 of Protocol 1 to the European Convention on Human Rights
and the Venice Commission’s Code of Good Practice in Electoral Matters. After a
comparative analysis of remote voting in Europe, the Report concludes by confirming the
compatibility of the remote voting with the Council of Europe’s standards, “provided that
certain preventative measures are observed in the procedures for either non-supervised
postal voting or electronic voting.” In its conclusions, the Report adds that “for non-
supervised e-enabled voting, technical standards must overcome different threats to
those which exist for postal voting. This form of voting must only be accepted if it is
secure and reliable. In particular, the elector must be able to obtain confirmation of his or
her vote and, if necessary, correct it without the secrecy of the ballot being in any way
violated. The system’s transparency must be guaranteed. Insofar as an e-enabled voting
system meets these conditions, it is compatible with the European standards on electoral
matters, and in particular with Article 3 of Protocol 1 to the European Convention on
Human Rights.”

As you can see, international documents exist and | limited my intervention to the
documents of the Council of Europe. Other international institutions, case-law and
election observation reports complement and reinforce such documents. The plenary
and the working sessions of the Conference will review the various situations and
challenges that you have all to face in your capacity of electoral management bodies in
order to make an effective use of new technologies in elections. Additionally, it remains a
necessity to reinforce at the same time public trust in electoral processes. New
technologies in elections cover not only E-Day but many phases of electoral processes,
such as voter registration, media supervision, counting procedures, etc.
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Among other issues, we will debate these two days on the practical implementation of
international principles in electoral laws surrounded by new technologies; the secrecy of
the vote and personal data protection that can be challenged by the use of new
technologies in elections. It will also be question of the neutrality of authorities vis-a-vis
new technologies applied to elections as well as observation of new technologies in
electoral processes.

We are also proud to host a special event during the Conference, moderated by Mr
Andreas Gross, which will debate on 25 years of international election observation. This
special event is organised in the context of the future report of Mr Gross on this topic,
which will provide an overview of the situation in Europe with regard to international
election observation. This forthcoming debate and its subsequent report will especially
raise questions from the perspective of electoral management bodies, such as how
EMBs observe the work of election observers, how they evaluate such work and how
such international election observation missions can improve electoral processes based
on the observers’ recommendations.

Lastly, | would like to underline that the Venice Commission promotes all means to
enhance democracy including new technologies in elections, which aim at facilitating
electoral processes and increasing turnout. New technologies in elections are fantastic
tools but they are not necessarily a panacea. Citizens need trust in such technologies
and in their practical application, and more largely trust in electoral processes in order to
secure genuine and credible elections. This Conference should definitely participate in
this global objective.

| do not want to take more time. A photo group is waiting for us after this opening
session. | therefore wish us all fruitful debates.

Thank you for your attention!
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FIRST PLENARY SESSION: LEGAL FRAMEWORK OF NEW TECHNOLOGIES IN
ELECTIONS: IMPLEMENTING INTERNATIONAL PRINCIPLES

VI. Towards updating the Recommendation of the Council of Europe’s Committee of
Ministers on e-voting, by Mr Gregor Wenda, Deputy Head of the Electoral
Administration Department at the Federal Ministry of the Interior (BMI) Department
l1I/6, Electoral Affairs, Chair of the Council of Europe Ad-hoc Committee of Experts
on electronic voting (CAHVE)

BUNDESMINISTENIUN FUS INNERES

L Towards updating the
o ioMS Recommendation of the
yon E-VOT!

Council of Europe’s Committee
of Ministers on e-voting

Gregor Wenda
Federal Ministry of the Interior
Republic of Austria

Bucharest,
14 April 2016
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How it started ...
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The new Millennium: Governments increasingly think about
ICT in elections

- hopes and expectations (new technologies attractive; high
expenses should pay off in the long run)

First pilots/tests using internet voting
Relatively little controversy, trust surprisingly high
Mo guidelines or standards to draw upon

International institutions or fora not yet active

BUNDESHIRISTERIUM FUR IHMERES

Council of Europe

“Making democratic institutions work*
# Integrated Project from 2002 to 2004 (IP 1)
# 1st Exploratory Meeting on e-voting: 1-2 July 2002

# UK Paper: “Urgent need for an internationally agreed set
of standards on e-voting to guide member states;
standards should embrace legal, technical and operational
standards®

#» Experts’ meetings to be initiated
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Ad-hoc group of experts

“E-Voting Committee” at the Council of Europe

* 13 Meetings from July 2002 to July 2004
» Sub groups: legal & operational standards; technical standards

#* Goal: Recommendation

# Challenges:
= Broad variety of different legal and administrative systems
= Little to no practical experience in e-voting
= Remote internet voting and machine voting covered
= How will technology change?

BUNDESMINISTE UM FUN INNERES = ‘WL Am
oA SN0
Recommendation Rec(2004)11 ron V0T
» Intergovernmental format for decisions PR

» Proposal for a recommendation by experts in July 2004
» Adopted by Committee of Ministers on 30 September 2004

» Relatively shorttext: 112 standards + Explanatory
Memorandum

» Non-binding document (no Convention!)
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Recommendation Rec(2004)11

» Structure of Document

Recommendations

(3)
(- oamuu)ou

Technical

Legal Operational -
standards (35) standards (25) requ;r;;mts
(Appencix 1) (Appenatx ) : —

Source: A Orza-Maurer (for IR1S 2016)

BUNDEZHIFIZTERIUM FUR IHMERES

Recommendation Rec(2004)11

Key elements (inter alia):

» “States should consider reviewing their relevant domestic
legislation in the light of this Recommendation™

#* No need to change domestic legislation “as long as these domestic
voting procedures comply with all the principles of democratic
elections and referendums”

E-voting to be as reliable and secure as non-electronic elections
Additional and optional voting channel

Checklist for all stages of the electoral process

Minimum standards for remote and non-remote e-voting
Interoperability of e-voting systems to be promoted and ensured

L S U
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“Good Governance in the Information Society“

New Council of Europe Project from 2005 to 2010 (end)

E-Voting
» Review Meetings of Rec(2004)11
» Working on papers, evaluation reports, commentaries, etc.

E-Democracy

» Working Group CAHDE (Council of Europe’s Ad Hoc
Committee on e-democracy)

» Recommendation Rec(2009)1 on e-democracy (adopted by
Committee of Ministers in 2009)

Where is Rec(2004)11 used as a reference?

» Norway: incorporated most of Rec’s standards into regulatory
framework for 2011 and 2013 internet voting trials.

» Belgium: 2007 study on e-voting (reference, benchmark)

» Estonia: Supreme Court considered Recommendation when
deciding about the constitutionality of e-voting.

» Finland: 2008 pilot took Rec. into account.
» Switzerland: Recommendation “on the radar”
» Austria: drawn upon for 2009 Students’ elections e-voting

» OSCE/ODIHR: Reference when monitoring “New Voting
Technologies”

Also used by other int'l organizations and countries overseas.
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Towards an update?

» No more Council of Europe project after 2010.

» Competent division in the Council of Europe: “Division of
Electoral Assistance and Census” (Directorate of Democratic
Governance as part of Directorate General of Democracy)

» 4th Review meeting in Lochau/Bregenzin 2012:

» Rec(2004)11 still precious but number of issues outdated or not
dealt with any more.

» Member States “agreed torecommend that the 2004 Committee
of Ministers' Recommendation (...) should be formally updated.”.

» “... biennial review meetings were highly useful and should be
continued (...)

M I ot BUNDE ;'IN ERIUMN FUR INNERE
% s 157 v l s
» .

Review Meetings re: Rec(2004)11

Para. v. of Rec(2004)11:

First review after two years “in order to provide the Council of
Europe with a basis for possible further action on e-voting”

1st Review Meeting: 23-24 November 2006, Strasbourg

Rec. accepted by member states “as a valid and currently the only

internationally agreed benchmark by which to assess and evaluate e-
voting systems.”

2nd Review Meeting: 15-17 October 2008, Madrid

3rd Review Meeting: 16-17 November 2010, Strasbourg
4th Review Meeting in 2012 (see later)

5t Review Meeting in 2014 (see later)
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Finishing the Project “Good Governance in the
Information Society” (until end of 2010)

» “Certification™: 3 expert meetings in Strasbourg and discussions at
E-VOTE Conference in Lochau/Bregenz in July 2010

» “Observation™: 1 expert seminar in Oslo and discussions at E-
VOTE Conference in Lochau/Bregenz in July 2010

# 3rd E-Voting Review Meeting (16-17 Movember 2010, Strasbourg):
Reports of countries and organisations;
no official mandate for change of Recommendation ("still
considered useful instrument”)

#» New Documents:
# “Guidelines on transparency of e-enabled elections®
# “Guidelines on cerification of evoting systems”

» “E-Voting Handbook™ of the Council of Europe

Informal Experts’ Meeting in Vienna

» 19 December 2013: Informal experts’ workshop in Vienna
organized by Secretariat of Council of Europe in co-operation
with Austrian Federal Ministry of the Interior.

» Report “on the possible update of Rec(2004)11"
commissioned by the Council of Europe (author: Ardita Driza
Maurer).

» Outcome: “ ... there are a number of strong and valid
reasons for updating Recommendation Rec(2004)11.7(...)
“Do no rewrite Recommendation but update where
necessary.”

» Future budget should allow work on updates of Rec(2004)11.

» Exact terms of update should be left to the Council of
Ministers of the Council of Europe.
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Further steps in 2014

» Ministers' Deputies/Rapporteur Group on Democracy
(GR-DEM) on 20 May 2014 discussed report of Vienna

=>but: No final decision; future of e-voting activities
remained uncertain.

» Austria sponsored non-paper with Belgium, Estonia, Hungary,
Latvia, Poland and Switzerland = call for a 5th Review
Meeting to take place in Autumn 2014.

» GR-DEM Meeting on 17 June 2014: Council of Europe
confirmed further support and organization of another Review
Meeting (scheduled for 28 October in Austria).

B M I . BUNDESMINISTERIUM FUR INNERES
“

5th Review Meeting

» Organized on 28 October 2014 in Lochau/Bregenz (Austria
as co-host), right before EVOTE2014.

» Conclusions:

» ... update of CM Rec(2004)11 should be undertaken in a
concentrated way by a special ad hoc group of experts, as
soon as possible, but at the latest in the intergovernmental
structure within the next Programme and Budget 2016-17."

» “... group of experts should be composed of government
representatives from election management bodies
supported, as necessary, by other relevant stakeholders such as
academia, industry, and civil society.”




CDL-EL(2016)001-bil - 40 -

2 "
B M I BUNDESMINISTERIUM FUR INNERES
-

Foundation of “CAHVE*“ (1)

» 13 January 2015: ,GR-DEM" in Strasbourg endorsed the
conclusions of the 5th Review Meeting

» Agreement that experts of competent EMBs in the different
member states should lead the update process (no deferral to
another committee or group)

» Secretariat was asked to prepare a draft for the creation of an
JAd-hoc Committee of Experts” and terms of reference

= group to be placed directly under Committee of Ministers

E~ :
BUNDESMINISTERIUN FUR INNERES
=

Foundation of “CAHVE* (2)

* GR-DEM Meeting on 17 March 2015:

Draft of “Terms of Reference® was presented by the Secretariat and
unanimously adopted.

« 1 April 2015: Ministers' Deputies approve the Terms of Reference
without further debate.

» Creation of CAHVE ("Ad hoc committee of experts on legal,
operational and technical standards for e-voting®)

- at the beginning meant to operate until the end of 2015 but terms
of reference were extended to 2016 (due to new budget cycle)
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Terms of Reference

» Goal: Finalising a “draft Recommendation updating
Recommendation Rec(2004)11 of the Committee of Ministers to
member States on legal, operational and technical standards for e-
voting® as well as the “explanatory memorandum to the updated
Recommendation”

« Members: “Representatives of highest possible rank from
election management bodies with direct experience or specialised
knowledge on e-voting” (nominated by Member States)

- voting right

» Further participants without the right to vote.

BM | ¥ crmrimn e
Foundation of “CAHVE* (5)

» Draft to be prepared with the help of a “Legal expert*

* Online platform to be set up, working over the internet when
possible to save costs

» Work can continue throughout the whole year of 2016
(another physical meeting is possible)

* Questionnaire disseminated on 22 June 2015:
Member States/EMBs had to answer 8 questions regarding
the future of the Rec.
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First CAHVE Meeting (1)

1st Meeting in Strasbourg
on 28-29 October 2015

» Approx. 50 participants from
25 countries were present,
organisations/institutions and
academia.

» Estonian proposal: Austria elected as Chair (Gregor Wenda)

» Austrian proposal: Sweden as Vice-Chair (Kristina Lemon)

First CAHVE Meeting (2)

» Actual approach regarding the update of Rec(2004)11 was
discussed

* Presentation of results of the questionnaire (19 nationale

delegations and representatives of three institutions had
answered).

* |ssues:
Definition of E-Voting; Role of EMBs; notion of risk/risk
assessment to be included?; new structure (core layer and
additional layers), categorization of standards (classification of
categories), need to introduce a definite review process.
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First CAHVE Meeting (3)

« Change of e-voting defintion:
Optical scanners to be included in the future as well.
« EMB Responsibility:
To be addressed in all phases, somestimes stronger focus

« Notion of Risk/Risk assessment:

instead of absolute wording of standards

First CAHVE Meeting (4)

» One core layer:

Main standards, mostly .timeless® and stable (as far as
possible), legal standards

Additional layers:

Second layer specific to methods (guidelines),
third layer may include additional documents (good practices)

* Questions when re-organizing standards:
‘What?*, "How?" and “Check?”

» Review process to be institutionalized
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Proposal of a new structure for the Recommendation

=>aMandatory»
=>Whole region

=>All e-voting methods
=>Stable (Core)

=>aMandatory»
=>Whole region
=>Method specific
=>Updates necessary

=>Good practices
=>«Optional» (not mandatory)
=>Up to the country to introduce
=>Specific to method/aspect
=>Frequent updates

Source: A Orzaddsurer (for RIS 2016)

B M I BUNDESMINISTERIUM FUR INNERES
u

Next CAHVE Steps
2nd Phase of Update of Rec(2004)11 has begun:

« CAHVE decision: Ardita Driza Maurer acts as lead legal expert

« Core group of experts provides input from different areas, at least
two member states involved from the start (Chairs)

» “Drafts® to be discussed by CAHVE participants through an online
platform (review, proposals, working on final draft)

« Terms of reference for 2016 allow for another plenary meeting and
additional informal meetings or core group meetings (until end of
2016)
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Council of Europe and E-Voting

« Council of Europe continues to play strong role in the field of e-
voting > Ad-hoc Committee under Committee of Ministers

Recommendation Rec(2004)11 is still the only international
(intergovernmental) “soft law” instrument regarding e-enabled
voting, covering legal, technical and operation standards

« 1st Electoral Expert Debates in Bucharest on 12-13 April 2016
« EMB Meeting in Bucharest on 14-15 April 2016

« Council of Europe Internet Governance Strategy 2016-2019
("E-Voting™ explicitly mentioned as future topic)

B :
B M | BUNDESMINISTERIUMN FUR INNERES
o

Thank You!

greqgor.wenda@bmi.qv.at
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VIl.  New technologies in elections: implementing international principles, by Ms Beata
Martin-Rozumitowicz, Director for Europe and Eurasia at International Foundation
for Electoral Systems (IFES)

New Technologies in Elections

International Standards and
IFES’ Role in Implementation

Beata Martin-Rozumilowicz, E&E Director
14 April 2016

Background

From uniform ballots first being introduced in Australia in
1856 to punch cards and lever machines in US in late

1800s;
* By 1930, lever machines installed in virtually every major
city in the US

* Optical Scan first used in 1962, Kern City, CA

* Direct Recording Electronic (DRE) Voting Machine first
patented in 1974

* DRE used in all elections in Brazil and India, also on a
large scale in Venezuela and US.

* They were used on a large scale in the Netherlands, but
have been decommissioned after public concerns.
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= 1975 first US government report to evaluate
computerized voting technology (paper initiates the
federal Voting Systems Standards program)

» 1990 FEC releases first standards (Voting Systems
Standards (VSS) for computer voting

= 2000 Presidential Election Highlights Ballot Problems and
in 2002, FEC updates VSS

* Internet voting systems have gained popularity. Used for
elections in UK (not presently), Estonia and Switzerland.
Municipal elections in Canada and party primary
elections in the United States and France.

* NVT systems are intended to fulfil the same
functions as paper-based systems; therefore,
same standards apply:

— Universality
— Equality
— Secrecy

— Casting, counting and tabulation in an honest,
transparent and accountable manner.
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Good Practice Documents

2004 CoE CoM Rec(2004)11 and VC report on e-
voting compatibility with CoE standards

* 2011 CoE Certification Guidelines

* IDEA 2011 policy paper on Introducing E-Voting

* |IFES/NDI publicationon e-voting and counting

* |IFES’ 2011 Guide to Conducting Feasibility Studies
* ODIHR, OAS and Carter Center publications

* Proceedings of ElectronicVoting conf (2004-14)

* ECtHR cases: Austria, Estonia, Germany, Finland

* Endorsed by USAID [ IFES, et al., lay out some other considerations to
be taken into account, especially from a technical perspective:
— Technological solutions to bedesgned with user in mind

— Solutionto be developed with understanding of existing ecosystemin
country/region

— Solutionshould besustainable and desgned for scaling

— Thes=olution must adhereto open standards, use opendatawherever possible,
be built with open source code, and support further innovation (open innovation)

— ldeally solutions should reuse and improve exiging solutions rather than
reinvertingthewheel

— Solutions must address privacy and security issues
— Solutionsshould ideally be data-driven.
— Solutionsto be collaborative to utilize expertisef knowledee for greater impact
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IFES’ Direct Democracy Book

* More technical overview of what considerations to

keep in mind when discussing new technology

(including NVT):

— Newtechnology should be introduced, whenever possible, inthe
post-electoral period to allow enough time for feasibility studies,
pilot projects and modifications of procedures and trainings

— All projects must plan for the technology lifecycle (keeping in mind
that technology does not end with initial procurement)

— Allprojectsshould also keep in mind the broad planning view of all
elements in atechnology project: from design, procurement,
deployment, management, civiceducation, training and disposal.

— All projects must also consider whether the technological solution
is appropriate forthe problem at hand.

* Desired Benefits:

— Removing human error

— Reducing transmission time

— Perceived saved costs and increased participation
* Potential Challenges:

— Medium-long term costs often not factored

— Studies seem to indicate participation static

— Possibly undermine confidence in fragile systems



CDL-EL(2016)001-bil - 50 -

» Albania 2013 —IFES worked with regional developers on an
elections results management system to more efficiently
and transparently transmit election results.

— System managed several election processes, most notably the
Election Day functions of polling station status, the tracking of
election materials, and preliminary results transmission.

— IFES trained regionally-based operators who entered the datainto
a system with validation checks, which were then tabulated
immediately atthe central level.

— IFES also designed aresults display websitelinked to the CEC
central site, which provided citizens with real-time, updated results
information down to the polling station level. The information on
the website was mirrored on a mobile app forsmartphones.

* Kyrgyzstan 2015 — introduction of biometric
registration, optical scanning and e-transmission of
results, but:

— Short timescale implementation,

— High costs ‘leased’ by ouside provider (question of
ownership),

— Large number of citizens disenfranchised,
— Important security measures disregarded.

* Armenia 2016 —intend legal changes by April, 70%
pilotin locals Nov, full-scale for elections 2017.
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* Kenya 2013

— QOvera 15 month period, IFES worked with the IEBC to introduce
three NVTs in response to some of the transparency/credibility
concerns arising from the violent aftermath of the 2007 elections:

* BiometricVoter Registration (BVR)
* ElectronicVoterID(EVID)
* Results Management System

* Nigeria 2015

— Assisted INEC with introduction of two new voting technologies:

* Permanent Voter Cards (PVCs), which have an embedded chip
containing the biometrics of the holder (including fingerprints
and facialimages)

* ElectronicCard Readers to be used on Election Day to
authenticate the voter's PVC

* Burkina Faso 2015

— IFES worked with the CENI to support deployment Results
Transmission System that provided real-time provisional results to
the public.

— Initial results transmitted from over 18,000 polling centers to
central centerin Ouagadougou

— One of the most rapid and transparent examples of transparent
election results delivery to the publicin the region.

* Myanmar 2016

— IFES supported development of the country’s first computerized
and centralized voter list

— Implemented a results management system based on scanning of
results forms.
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* Helping build electronic results management systemsto allow
EMBs to publish timely and credible election results

* Developing EMB institutional IT strategies that addresses all
aspects of election administration
= Assisting in IT solutions that capitalize on new IT
infrastructure / tools that streamline elections services:
— voter registration,
— voter education,
— political party and candidate registration,
— political party finance,
— organizational duties (finance, logistics, procurement, human
resources, dataanalytics, etc.)
— election results.

1. Many countries going back to traditional voting (Ireland,
Netherlands, Norway, UK);

2. Voter verified trails still largely necessary as issue of end-to-
end verifiability still not fully solved;

3. Issues of cost analysis and participation rates need to be
studied more deeply;

4. Balancing act between ‘public’ voter registers and personal
data protection requirements (recent Philippines hack)

5. Ongoing debate whether such systems should be proprietary
or open source. (work of OSET Foundation)

6. Standards still developing (including this VC meeting)
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Questions?
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Cadre juridique et nouvelles technologies, le cas de la Belgique, par
M. Régis Trannoy, Chef de I’'Unité des élections a la Direction générale Institutions
et Populations du Service public fédéral Intérieur de Belgique

A. Introduction : La Belgigue électorale

La Constitution belge stipule dans son article 1* : « La Belgique est un Etat fédéral
composé de communautés et de régions ».

Ceci a un impact sur 'organisation des élections en Belgique.

Ainsi, I'Etat fédéral organise sur 'ensemble du territoire belge les élections pour le
Parlement fédéral, le Parlement européen et les Parlements de régions et de
communautés.

De leur c6té, les pouvoirs régionaux et communautaires (Région flamande, Région
wallonne, Région de Bruxelles-Capitale et Communauté germanophone) organisent les
élections locales.

Flanders
Brussels-Capital Region I

Autre point important a souligner en ce qui concerne les élections de compétence
fédérale : celles-ci — depuis 2014 - se déroulent maintenant normalement de maniére
simultanée. Donc le méme jour, I'électeur prend part a 3 élections différentes dans le
méme bureau de vote.

B. Aspects principaux concernant les nouvelles technologies en Belgique

Au niveau de I'utilisation des nouvelles technologies en Belgique lors des élections,
deux aspects principaux doivent étre relevés :

» Le vote électronique

» La collecte digitale des données et des résultats électoraux

B.1. Vote électronique

Le vote électronique est utilisé en Belgique depuis 1991 (premiére expérimentation en
1991 — généralisation a partir de 1994).

De 1994 & 2014, un systéme de vote électronique de 1°° génération a été utilisé
(systeme avec crayon optique pour le vote a I'écran et utilisation d’un carte magnétique


http://www.ibz.rrn.fgov.be/fr/direction-generale/
http://www.ibz.rrn.fgov.be/fr/direction-generale/
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pour I'enregistrement du vote de I'électeur; carte magnétique ensuite insérée par
I'électeur dans une urne électronique enregistrant 'ensemble des votes d’'un bureau).

Dés 2012, un nouveau systéme de vote électronique a été utilisé lors des élections
locales. Ce systéme a été développé suite a une étude d’'un consortium d’universités
belges en 2007.

La caractéristique principale de ce systéme est de faire I'usage d'un paper trail. Ce
paper trail a été implémenté afin d’accroitre la confiance de I'électeur dans le systéme
(Iélecteur peut notamment y lire son vote qui y est imprimé de maniére dactylographiée
et sous la forme d’'un code-barres).

Le cadre légal pour l'utilisation de ce nouveau systeme a été défini par la loi du 7 février
2014 organisant le vote électronique avec une preuve papier.

Tant pour cette loi que pour le développement méme du nouveau systéme de vote
électronique, il a été tenu compte des recommandations du Conseil de 'Europe Rec
(2004)11. Ainsi, il était expressément stipulé dans le cahier des charges du marché
public pour ce nouveau systéme que ces recommandations devaient étre respectées.

D’un point de vue légal, il est ici important de faire écho aux débats des experts
électoraux qui se sont déroulés a Bucarest en prélude a cette conférence. Comme
Oliver Kask I'a mentionné dans son exposé a ce sujet, la question de l'interdiction de
modifier la législation électorale moins d’'un an avant le scrutin s’est posée au cours de
ces débats. Sur ce point, la Constitution belge (art. 39ter) empéche depuis 2014 de
modifier la Iégislation électorale moins d’un an avant les élections. Pour nous, ceci a
toute son importance, particulierement lors de l'utilisation de nouvelles technologies
(comme le vote électronique) lors des élections. En effet, il est primordial pour
'administration organisant les élections de posséder un délai important durant lequel
plus aucune modification légale ne peut impacter les logiciels électoraux.

Une description générale rapide de ce nouveau systéme peut étre utile.
Pour effectuer son vote, I'électeur regoit une smart card
activée par le président du bureau de vote.

Il se rend dans un isoloir, insére la smart card dans
'ordinateur et vote au moyen de I'écran tactile.

Aprés la confirmation de son vote, un bulletin est imprimé
avec le vote de maniére dactylographiée et sous la forme
d’un code-barres.

Il sort de l'isoloir, scanne le code-barres de son bulletin a
l'urne électronique et dépose ensuite ce bulletin dans cette
urne.

Il rend la smart card au président. Aucune information
n’est enregistrée sur cette smart card (il s’agit uniquement d’'un token de vote)

Les principes fondamentaux définis par la loi du 07/02/2014 sont les suivants :
Suffrage universel, équitable, libre et secret.

> Aucun lien entre le vote et I'électeur. Secret du vote
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La loi du 07/02/2014 prévoit I'utilisation d’'une smart card pour démarrer le processus de
vote. Aucune information n’est enregistrée sur cette smart card aprés le vote de
I'électeur.

Il s’agit uniquement d’un token de vote que le président du bureau de vote peut activer
differemment selon le type d’électeur. En effet, comme expliqué en début de
présentation, des élections de compétence fédérale sont organisées simultanément en
Belgique. Certains électeurs ne peuvent pas voter pour toutes ces €élections se déroulant
de maniére simultanée. Une activation différente de la smart card est donc nécessaire.

De méme en vue de ne pas pouvoir différencier un électeur d’'un autre, la réglementation
définit clairement — pour chaque circonscription — la longueur identique du bulletin de
vote qui sera imprimé et mis a disposition de I'électeur. En effet, qu’'un électeur vote
blanc ou qu’il vote pour 'ensemble des candidats d’une liste, le bulletin imprimé aprés
son vote devra étre de longueur identique afin d’éviter que I'on ne puisse retirer
certaines informations de cette longueur (si la longueur était différente selon le type de
vote émis).

» Procédure de vote claire de bout en bout

La loi du 07/02/2014 définit clairement et précisément de bout en bout la procédure de
vote électronique (de la remise d’'une smart card, en passant par le vote et jusqu’au
dépdt du bulletin dans 'urne aprés scanning de celui-ci).

La réglementation définit également trés précisément le contenu des écrans de vote
selon le type de circonscription (nombre de candidats par écran, ...).

» Possibilité de vote blanc (pour chaque type d’élection)
La loi du 07/02/2014 prévoit clairement la possibilité pour I'électeur de voter blanc. Et
ceci, pour chaque élection.

Lors des élections simultanées, un électeur peut donc voter blanc pour une élection et
voter pour des candidats pour une autre élection.

» Vote non modifiable une fois la procédure terminée
Comme prévu par la loi du 07/02/2014 : une fois le vote confirmé pour une élection, il
n’est plus possible de modifier celui-ci.

» Possibilité d’annulation du vote dans certains cas définis par la loi

Néanmoins, la loi prévoit des cas précis pour lesquels le bulletin de vote de I'électeur est
repris et annulé, I'électeur pouvant voter a nouveau (une nouvelle smart card lui est
remise).

Par exemple, si I'électeur détériore le bulletin de vote imprimé de sorte que celui-ci peut
étre identifié et compromettre le secret du vote, ce vote est annulé.

» Prise en compte des difficultés pour les personnes handicapées

Le nouveau systéme de vote électronique prévoit la possibilité d’utilisation de systéme
audio permettant a des personnes malvoyantes de voter en écoutant les listes de
candidats et en votant au moyen d’un petit clavier braille intégré a I'ordinateur de vote.

» Simulation en ligne possible pour I'électeur (+ vidéo):
Une simulation du vote électronique est mise en ligne avant les élections (+- 1 mois)
avec les différents types d’écran selon la circonscription.

De méme des vidéos explicatives sont disponibles en ligne. Voir :
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https://www.youtube.com/watch?v=8sWrV4S-P4c&feature=youtu.be

L’utilisation de nouvelles technologies lors des élections implique d’atteindre un
haut niveau de transparence et d’auditabilité.

Ceci est le point fondamental pour assurer la crédibilité du processus électoral,
notamment au moyen d’un systéme de vote électronique.

A cet effet, la loi du 07/02/2014 a prévu les éléments suivants pour 'électeur :

- Le vote de I'électeur est imprimé sur un bulletin de vote

- L’électeur peut y lire son vote imprimé de maniére dactylographiée

- L’électeur peut se rendre sur un autre ordinateur de vote du bureau pour vy
scanner le code-barres de son bulletin ; son vote apparaitra alors a nouveau a
I'écran (sans possibilité de modification) de cet autre ordinateur (les 5 ordinateurs
d’'un bureau de vote fonctionnent de maniére autonome sans étre liés entre eux
par un quelconque réseau).

Pour le public en général (média, candidat, ...), la loi du 07/02/2014 a prévu les
éléments suivants :

- Le code-sources du logiciel de vote électronique est publié dans la semaine qui
suit les élections. Toute personne peut ainsi aller vérifier le bon fonctionnement
de ce logiciel (ainsi en 2014, une société néerlandaise d’origine universitaire a —
de sa propre initiative — étudié les codes-sources publiés en ligne et émis des
recommandations en la matiére).

- Cette loi prévoit également que les partis politiques représentés au Parlement
fédéral peuvent désigner (c’est une faculté) un spécialiste en informatique qui se
verra remettre les codes-sources du vote électronique 20 jours avant les
élections. Ceci doit permettre aux candidats et partis d’avoir confiance dans le
systéme de vote électronique.

- Un organisme indépendant de contrdle est également agréé en vertu de cette loi.
Celui-ci doit vérifier le logiciel de vote électronique et remettre un avis au Ministre
compétent, en vue de garantir le bon fonctionnement du logiciel.

- Le College des experts

Conformément a la loi du 07/02/2014, les Parlements (Parlement fédéral et Parlements
des entités fédérées) désignent des spécialistes en informatique qui vont constituer le
College des experts.

Ce colléege est formé de deux composantes: une composante non permanente
effectuant ses taches uniquement au moment des élections et une composante
permanente compétente pendant et hors périodes électorales.

Ce collége a une compétence trés large pour contrdler 'ensemble de la procédure de
vote électronique. Cette compétence de contrdle recouvre I'ensemble des logiciels
utilisés lors des élections, ceci tant avant, pendant ou apres les élections.

Pour le vote électronique, le collége peut notamment effectuer des audits le jour méme
des élections. Les membres de ce college peuvent donc se rendre dans un bureau de
vote et, au moyen de leur carte d’accréditation, émettre des votes (non comptabilisés) a
titre de test.

Le collége a la compétence de procéder a des recomptages d'urnes électroniques.
L’objectif de ce college est en général d’arriver a un recomptage a 100% des urnes, ceci


https://www.youtube.com/watch?v=8sWrV4S-P4c&feature=youtu.be
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au moyen d’un logiciel de leur conception. In fine cela permet de comparer ces résultats
aux résultats officiels publiés.

Une des taches majeures de ce college est de rédiger, a I'attention des assemblées
parlementaires, un rapport complet et détaillé aprés les élections sur les constations
effectuées lors de leurs missions. Ce rapport contient également toute une série de
recommandations en vue d’améeliorer le processus électronique de vote.

B.2. Collecte et diffusion des résultats

Depuis début des années 2000, un systeme de collecte informatique des données et
résultats électoraux est utilisé en Belgique

Ce systeme vise :
- La collecte des données des candidats
- La collecte des coordonnées des différents bureaux électoraux
- Latotalisation des résultats (tant du vote papier que du vote électronique)
- La collecte des résultats au niveau central
- La publication des résultats sur un portail web.

Comme pour le vote électronique, cette collecte des données et résultats électoraux fait
I'objet, en application du Code électoral :

- d’un contréle par un organisme indépendant de contréle

- d’'un contréle et d’'un suivi par le College des experts

- d’une publication de ses codes-sources apres les élections.

B.3. Autres technologies

Par exhaustivité, il faut également mentionner I'utilisation des technologies suivantes en
Belgique :

- Logiciel d’aide au dépouillement des bulletins papier

Ces logiciels doivent permettre une totalisation rapide, fiable et aisée des votes émis
sur bulletin papier.

Ainsi, les derniers logiciels utilisés en 2014 font I'objet d’'une technique de double
encodage des bulletins papier via 2 ordinateurs synchronisés. Les différences
d’encodage entre un méme bulletin sont directement détectées et peuvent étre rectifiées
et validées par 'ensemble du bureau de dépouillement.

Le Code électoral prévoit également la nécessité d’une vérification par un organisme
indépendant de contrdle pour 'usage de tels logiciels.

Le Collége des experts a également contrélé I'utilisation de ceux-ci en 2014.

- Identification électronique des électeurs au moyen de la carte d’identité
De maniére plus limitée, a été testé depuis 2009 un logiciel d’identification électronique
des électeurs via leur carte d’identité électronique. Ceci évitant un pointage des
électeurs sur liste papier qui est parfois source d’erreurs.
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Presentation of the project “Improving electoral management: the organisational
determinants of electoral integrity”, Presented by Mr Toby James, Senior Lecturer
in British and Comparative Politics, and Ms Leontine Loeber, PhD Research
Student, University of East Anglia, United-Kingdom

EXECUTIVE SUMMARY

The number of elections that are held around the world has increased substantially with
over 2,600 national contests taking place between 1945 and 2006 (Hyde and Marinov
2012). Conducting an election is a huge logistical challenge which involves the complex
management of people, technology and resources. Electoral management boards
(EMBs) are the state organisations that are tasked with the administration of elections.
Yet EMBs come in many different organizational forms around the world. At the same
time, there has been considerable variation in the quality of elections. Alongside many
well-run elections, which often use technology, resources and personnel innovatively
and efficiently, there are often concerns about administrative problems, technological
failures, incomplete electoral registers and opportunities for fraud. This variation is found
in both established and transitional democracies (Lehoucq 2003; Alvarez, Atkeson, and
Hall 2012; Birch 2011; Norris 2014, 2015; James 2014).

This paper outlines a research project whose aim is therefore to increase our
understanding of (a) the variation in institutional design of EMBs worldwide, particularly
focusing on capacity, personnel, network structure and autonomy; (b) the consequences
of EMB institutional design for EMB performance; (c) the impact of EMB institutional
design for election integrity, credibility and legitimacy, as well as citizens’ and political
actors’ perceptions of elections; and (d) make recommendations to EMBs about the
practices that they can use to improve their performance.

The project’s methods involve launching the first-ever cross-national survey of electoral
administrators. The survey will capture the variations in capacity, personnel, network
structure and independence among election management bodies across Europe. It is
proposed that the project works closely with the Venice Commission and the Association
of European Election Officials so that results can be fed back to practitioners for their
mutual advantage. The project will also work in tandem with the Electoral Integrity
Project who are conducting a survey in Africa and Asia with many identical questions to
allow international comparisons.

ABOUT US

We are a team of international researchers who are renowned for our research on
electoral management.

Dr. Toby S. James is a Senior Lecturer at the University of East Anglia, UK. He holds a
PhD from the University of York and has been a visiting scholar at Trinity College, Dublin
and the John W. Kluge Center in the Library of Congress, Washington D.C. He has had
articles published in international journals such as Electoral Studies, Contemporary
Politics, Election Law Journal, Policy Studies and Parliamentary Affairs and is the author
of Elite Statecraft and Election Administration (Palgrave, 2012) and is currently working
on a book on Comparative Electoral Management (Routledge, forthcoming). Toby is
currently an advisor to the UK Law Commission and Lead Fellow on Electoral
Modernisation to the UK All Party Parliamentary Group on Democratic Participation.
Toby’s research has been externally funded by the British Academy, Leverhulme Trust,
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AHRC, ESRC, Nuffield Foundation and the McDougall Trust. He has written
commissioned policy report for national and international organisations.

Leontine Loeber studied law and has worked as a legislative lawyer at the Ministry of
the Interior and Kingdom Relations of the Netherlands. In this capacity she was
responsible for drafting changes in the Election Law. After this, she worked at the Dutch
Electoral Council, where among other tasks, she was involved with organizing elections.
During this period, the Netherlands switched from e-voting to paper ballot voting.
Currently Leontine works at the Council of State as a legislative lawyer. She has
obtained a master in Political Science at the University of Leiden and has published
articles on e-voting in the Netherlands and voter trust. Currently, she is pursuing a PhD
at the University of East Anglia on the topic of election fraud.

Holly Ann Garnett is a PhD Candidate in the Department of Political Science at McGill
University and a student member of the Centre for the Study of Democratic Citizenship.
Her research considers election management bodies and electoral integrity in
comparative perspective, examining such topics as the online provision of information,
communication with citizens, transparency, registration procedures and early voting
opportunities. Holly was a visiting intern at the Electoral Integrity Project in Sydney,
Australia in 2014 and has remained active in a number of the project’s research
activities. Holly holds a Bachelor of Arts (Honours) in History and Political Science, with
a minor in French from Nipissing University and a Master of Arts in Political Studies from
Queen’s University. She has received a Joseph-Armand Bombardier Canada Graduate
Scholarship (SSHRC) at both the Master's and Doctoral Levels, and was a Killam
Fellow at Cornell University in 2009.

Dr. Carolien van Ham is a Lecturer in Comparative Politics at the University of New
South Wales, Australia; a senior research fellow at the Electoral Integrity Project at
Sydney University and a research associate at the Varieties of Democracy Institute at
Gothenburg University. Dr. van Ham is currently working on the Australian Research
Council funded research project (2015-2017) “Getting elections right”, investigating (a)
why and under what conditions electoral reform in electoral democracies and electoral
autocracies is successful; (b) how election integrity can be effectively strengthened; and
(c) how election integrity affects democratization. Carolien’s research focuses on
democratization and authoritarianism, electoral integrity and electoral fraud, and political
representation and legitimacy. She has published articles on election integrity,
democratization and representation in the FEuropean Journal of Political
Science, Government and  Opposition, Democratization,  West  European
Politics and Electoral Studies, a forthcoming edited volume on democratic legitimacy in
advanced industrial democracies, a book on legitimacy in the Netherlands, and book
chapters in various edited volumes.

BACKGROUND

While many elections are conducted across the world to very high standards, there
remains evidence of problems with poor election quality in both established and
transitional democracies (Lehoucq 2003; Alvarez, Atkeson, and Hall 2012; Birch 2011;
Norris 2014, 2015; James 2014). The design of electoral management boards, the
organisations responsible for conducting elections, has become a pressing concern for
policy makers. The professionalization of Electoral Management Boards (EMBs) has
been defined as an important policy objective by Kofi Annan’s Global Commission on
Elections (2012). National and international organisations have invested significant
sums of resources to improve electoral management. For example, the European


https://www.mcgill.ca/
https://www.mcgill.ca/
http://csdc-cecd.ca/
http://electoralintegrityproject.com/
http://nipissingu.ca/
http://www.queensu.ca/
http://www.sshrc-crsh.gc.ca/funding-financement/umbrella_programs-programme_cadre/talent-eng.aspx
http://www.sshrc-crsh.gc.ca/funding-financement/umbrella_programs-programme_cadre/talent-eng.aspx
http://www.killamfellowships.com/
http://www.killamfellowships.com/
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Instrument for Democracy and Human Rights spent approximately EURE307 million on
over 700 projects relating to democracy promotion between 2007-2010 (EIDHR 2011, 8),
much of which was spent on electoral assistance.

In many countries, independent Electoral Management Bodies (EMBs) have been
championed as a key institutional reform measure to successfully strengthen election
integrity, and as a result independent EMBs are now the most common institutional
model for electoral management in the world (Catt et al. 2014; Wall et al. 2006; Lopez-
Pinter 2000).

Yet, despite the intuitively appealing assumption that independent electoral management
bodies will be better at their task of organizing and monitoring elections in an impartial
manner, empirical evidence is mixed. While regional studies have found a positive
impact of independent EMBs on election integrity in Latin America and Africa (Hartlyn,
McCoy, and Mustillo 2008; Fall, Hounkpe, and Jinadu 2012; Hamberg and Erlich 2013),
global comparative studies appear to show that EMB institutional design is either
negatively, or only very weakly related to election integrity (Birch 2011; Norris 2015).

Moreover, the emerging evidence is that other aspects of EMBs practices can be
important. Emerging scholarship demonstrates that the capacity of electoral
management boards (Clark 2015, 2014), the personnel (James 2013b, 2013a), network
structure (James 2015, forthcoming) and institutional design (van Ham and Lindberg
2015) of electoral management boards can be key factor shaping the quality of
elections.

The ability of policy-makers to improve EMB design and practices is limited by the lack of
cross-national data. The only global comparative data on election management bodies’
institutional design is the classification by International Institute for Democracy and
Electoral Assistance (2014; 2006), which distinguishes three broad types of electoral
management: independent, mixed, and governmental. However, the organizational
structure of election management bodies is vastly more complex than the three broad
categories. In practice, many more differences in functions and accountability exist
between countries (Lopez-Pinter 2000; Norris 2015; Elklit and Reynolds 2001).

The aim of this research project is therefore to generate new high quality data on
variation in the institutional design of election management bodies worldwide. This will
increase our understanding of the consequences of institutional design on election
management body performance, credibility and legitimacy, as well as electoral integrity
more generally.

THE FOCUS: CAPACITY, HUMAN RESOURCE PRACTICES AND AUTONOMY

This project addresses the concrete challenge of running high-quality elections, faced by
election management bodies around the globe. To do so, this project will be the first
study to collect comparative data on the legal, institutional and administrative framework
through which election management bodies function. It focuses on three major areas
that are of the utmost concern to practitioners and policy-makers:

1. Capacity. What resources do EMBs have? Where are the resources spent (e.g.
new technology, personnel development, local offices)?

2. Personnel and management. How long have staff been in their post? What
qualifications and training do they have? What policies are in place to monitor
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and improve employee performance? What is the level of job satisfaction among
employees?

3. Autonomy. To what extent are EMBs formally independent of government?
What is the scope of tasks of EMBs? What appointment procedures and tenure
rules are used for EMB boards? What formal accountability structures are in
place? How does de jure independence vary from de facto independence?

Drawing on these questions, this project will provide policy recommendations on:
patterns of spending and resourcing by INGOs and national EMBs on elections; the
recruitment, training and management of staff; the involvement of civil society in the
electoral process, and the reform of the formal legal structure of existing EMBs.

EMB institutional design

. EMB performance
Capacity
Personnel and Impartiality Outcomes
Management Tools T
ransparency L .
Network structure i Election integrity
icienc " . )
Autonomy y Citizen confidence in
elections
Political actors confidence
in elections
Legitimacy
METHODOLOGY

We propose undertaking a survey of the personnel in electoral management bodies in
Europe to gather information on their capacity, human resource practices and autonomy.
We propose sending the survey to EMBs in the European states with a population over
300,000.

The project will be run in collaboration with the Electoral Integrity Project who will be
conducting a similar survey in Asia and Africa.

The Structural survey

There will be two surveys. The first survey (Appendix A) will require only one senior
official to complete from each EMB. A fillable pdf and/or Word document will be sent
to the official to complete. This ‘structural’ survey will ask information about the EMB
and conduct of elections in the country including:

- The organisational design of the EMB

- The volume of staff

- The tasks and responsibilities of the EMB

- The decision making process within the EMB

- The budget and resources of the EMB

- The EMBs involvement with the international community
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The Personnel survey

It is proposed that the second survey (Appendix B) is sent to all personnel within the
European EMBs to complete. This will be an online survey and a link to the survey will
be provided for distribution within each EMB. The survey covers questions about the
individual’s:

- Role within the EMB

- Perceptions of the quality of elections in their own country

- Perceptions of the human resource practices and their workplace

- Training and professional development

- Demographic information
The help needed from EMBs
We kindly request that each EMB:

- Nominates a survey facilitator within their organisation. This person will be
the central point of contact for us with any questions. This will not be an onerous
task. The survey facilitator will be provided an email to disseminate to
employees.

- Nominates one senior individual to complete the structural survey.

- Survey translation. The survey will be translated into the official language of
each country. If the EMB is able to assist with the translation, this would be
appreciated.

OUTCOMES

e A policy report will be co-authored by the team with recommendations for ‘best
practice’. Stakeholder EMBs, INGOs and governments will be provided with an
electronic copy. The team will offer to present findings at the next European
Conference of Electoral Management Boards.

o Bespoke, confidential advice will be offered to partner EMBs on request.

e Academic conference papers, journal articles/book chapters will be written to
advance the scholarship on electoral management.

e The scholars will then seek to apply for a further grant to develop a global survey.
A longitudinal survey could include several waves so that the impact of reforms
could be traced over time.
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SECOND PLENARY SESSION: NEW TECHNOLOGIES APPLIED TO THE
PRE-ELECTORAL PERIOD

Impact of new technologies in electoral observation by the European Union, by
Emanuele Giaufret, Head of Division Democracy and Electoral Observation,
European External Action Service of the European Union

The introduction of new technologies in the electoral process brings potential benefits,
but also risks and challenges for the EMBs and other stakeholders, as well as for
observers. The use of new technologies in election touches upon the key question of
transparency and efficiency in electoral processes. We need to look at it through the
prism of various aspects, including the legal framework, the capacity of EMBs and the
confidence in the process.

New technologies in elections affect various stages of the process: voters registration,
voters identification, voting, counting, transmission and tabulation of results as well as
open data and public scrutiny of results. In countries where EU is involved in election
observation (Africa, Asia, Latin America), by far the most common technology applied
during the pre-election process is biometrics related to voter registration (BVR). It
is meant to help election management bodies to eliminate duplicate entries in voter
registers. Often BVR is perceived by political parties, sometimes also those in
opposition, as a solution to problems: a guarantee for the integrity of the registration
process.

As a matter of fact, several factors, including ignorance of the technology or
exaggeration of BVR benefits — sometimes to justify the high cost - can lead to the
perception that BVR can be a panacea addressing all registration flaws. However,
biometrics cannot fix all problems associated with voter registration. For instance,
biometrics cannot prevent, ipso facto, possible registration by non-citizens, under-age
registration, or the presence of deceased voters in a register. It is therefore key to
ensure adequate awareness of the functioning of the technology applied and of its
limitations.

When observing the use of biometrics in an electoral context, it is useful to assess the
level of knowledge of the technology amongst various stakeholders - not only the
elections management body which is implementing biometric voter registration - but also
political parties, media houses, civil society and citizen observation organisations.

Reputable vendors of biometric solutions are careful not to misrepresent the functionality
their solutions offer. Nevertheless, commercial interests can influence the debate on the
introduction of these technologies into election processes.

The creation of a biometric voter register by a private company may be seen as a quick
fix to get, in theory, a comprehensive and reliable voter register but certain aspects of
that process may raise concerns:

— transparency in tender procedures and total amount of the contracts, respect of
international norms

— transfer of competences to the national administration as it is essential to build
sustainable national capacities.
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— Question of confidentiality and access to the biometric data
— Training of the staff on how to use and adequately maintain the equipment

— Overall cost of the support: to cover the full cost of establishing BVR, requires
very substantial amount of money

Where an agency other than the elections management body is responsible for the
identification of citizens and uses biometrics in order to ensure uniqueness of the civil or
population register, the EMB generally has no need for the biometric data - unless there
is an intention to use it for voter identification or authentication on polling day.

Many voter registers are based on data extracted from civil or population registries. In
many of these cases, the data handed to the EMB will often be a subset of the attributes
captured and will often include the facial photograph of the voter. The inclusion of the
voter's photograph on the voter lists has long been recognised as a simple but highly
effective deterrent to Election Day abuses, such as personation. The EU has been
providing support to the modernisation of civil registers (and finger prints digitalisation),
namely recently in the Sahel region, but the following elements need to be carefully
taken into consideration:

— One of the key issues is, again, the overall sustainability: how to make sure that
the national administrations will not only have the financial resources but also
capacities to maintain such registers? Otherwise it is a huge cost for a non-
sustainable outcome

— In many cases it is highly advisable that if civil registers are established, there
should also be the basis for voter registers to avoid duplicating cost and leading
to more reliable and sustainable voter registers. In such cases, certain
consideration must be taken into account, for instance the need to link each voter
to a polling station (or in countries with sophisticated address systems, a detailed
address so that this link can be established). Failure to provide this link can lead
to serious problems on election day when voters are not informed where they are
registered to vote, which was the case for example in Angola in 2007.

A few African countries have managed to have a reliable civic register, which can be the
basis for the voter register without requiring biometric technology (e.g. Rwanda or
Botswana). This needs a long term engagement and investment from the authorities,
namely in building capacities and means to maintain this registers.

The other electoral use of biometrics is in devices to identify or authenticate voters at the
polling station on Election Day. Known by various names, including EVID (Electronic
Voter Identification) or electronic registers, this technology is seeing increased use. A
recent example that will inevitably reverberate in the region and beyond is Nigeria which
deployed over 150,000 devices on polling day in 2015. Other examples include Kenya,
Ghana, Uganda, Venezuela and Brazil.

Where a country is using electronic voting machines and these include any version of
electronic voter identification, there is a significant technical challenge to ensure that
there is no possibility of any connection of a voter's record with the vote they case.

As experienced by the EU EOM in Venezuela in 2006, the remote possibility of
subsequent reconstruction from even disparate sources of the sequence of voters and
votes cast, presents a potential challenge to stakeholder confidence in an election.
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Subsequent reports from the Carter Centre in 2012 elaborate how the EMB in
Venezuela has addressed these concerns.

Recent EU observation experience has shown that newly introduced technologies often
fail, highlighting the need for proper piloting of the technology and for a traditional paper
back-up solution, as was the case recently in Peru. Cases in Malawi (2014), Kenya
(2013) and Ghana (2012) show how the introduction of election technology into the
process caused significant election day problems that negatively affected public
confidence.

These experiences also demonstrate the need for observers to be particularly vigilant
regarding new election technologies. The biggest challenge for observers is
understanding the newly adopted technology and equipment, so that they can properly
observe the process. New election technologies may also challenge the transparency of
the process, which is crucial for effective observation as well as for public confidence.

Other associated problems that have been observed with the introduction of new
election technologies include compressed election timetables because of late
procurement processes, as was the case in Kenya, and the failure to properly update
election legislation to reflect the adoption of new technologies, as was the case in
Uganda earlier this year, where approximately 500,000 potential first time voters were
disenfranchised because the legislation did not take into account the change from an
active to a passive voter registration system.

When observing counting, EU EOMs can trace polling station results up to final results,
so that observing processes is crowned by credible assessment of outcomes.

However, assessing voter registration procedures in the pre-electoral period is a more
complex issue. The EU and other international observer are not in a position to deploy
observers staying at VR centres over the full registration period to keep a parallel tally of
entered records to match the collected dataset against the final list used for polling. The
EU EOM scale samples —even when assessing the voter registration such as in Soudan
in 2010 - remain limited, unless several hundred VR centres were observed throughout
the entire registration period. More importantly, observation of registration procedures
fails to detect deceased, displaced, multiple, fictitious or otherwise illegitimate entries or
omissions on the register—the types of flaws that often dominate opposition allegations.

Observation of registration processes can assess only the regularity of procedures
themselves, as measured against the legal framework, but not the integrity of the final
voter register per se.

Still, the EU is increasingly following voter registration processes, for instance by
deploying dedicated Election Expert Missions for this purpose, as was the case last year
in Nigeria and Tanzania. These missions were able to collect much relevant information
on the newly introduced biometric voter registration systems that was then fed into the
full-scale election observation missions that followed. The EU is also focusing on how
EU EOMs can better analyse publicly available voter registration data, to make more
comprehensive assessments of the voter registration process.

New technologies do not make elections better or worse. It depends on the conditions
applied. It is clear that a proper legal framework is a pre-condition. Adequate
transparency in the selection and implementation of the new technologies is required to
ensure confidence by all stakeholders. Finally, domestic capacity needs to be adequate



CDL-EL(2016)001-bil - 68 -

to manage the new technologies in an accountable manner. Finally, from the observers
perspective, long term presence, awareness of the systems and technical knowledge are
necessary to be able to assess the performance of new technologies.
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Biometric voter registration, Kyrgyz case, by Mr Akyn Mambetaliev, deputy
Director of the State Company Infocom under the State Registration Service of the
Kyrgyz Republic

OTyeT 0 cocTaBNeHUN CNNCKOB n3buparenen Ha 6aze GMOMETPUUYECKNX OAHHbLIX U
EauHoro NocynapcrtBeHHoro Pernctpa HaceneHnus (EMPH)
Kbiprbizckon Pecnybnuku

ocynapcTBEHHOM  perncTtpaumMoHHon cnyx6onm npu  [NpaButenbctBe  Kblprbi3ckom
Pecnybnukn (ganee - Cnyx6a) 3a 2015 rog npoBegeHa koroccanbHas paboTta, Tak
Cnyxbon paspabotaHa 6asoBas MoAenb apxuTekTypbl EAMHOrO rocygapCTBEHHOro
peecTtpa HaceneHua (EMPH), ons cosgaHua eguHOro UCTOMHUKA JaHHbIX O HaceneHun, B
TOM 4ucre ANnsa COBEpPLUEHCTBOBAHMA M3bupaTtenbHOW cuctembl, nyteMm hopMmpoBaHns
aKkTyanbHOro cnucka nsbupatenen.

Apxutektypa EMPH npeacraenset cobom KOMNNEKCHbIN TEXHUYECKUI MPOEKT U COCTOUT
13 cnegyowmnx KOMMNOHEHTOB MHAPOPMALMOHHbIX cucteM Cryx6bbi:

- BuomeTpunyeckne gaHHble rpaxkaaH ctaplue 16 ner;
- basa gaHHbIX NacnopTos;

- AUC «3AIC»;

- AIC «AgpecHbIin permctp».

YKasaHHble cMCTEMbI NPEACTaBnAlT 0coboe 3HaveHne B U3bupaTenbHON cucteme, Tak
Kak Bce HeobXoAuMble NMepcoHarnbHble U BMOMETPUYECKME AaHHbIE UCMOMb3YTCA AnS
hopMUPOBaHNSA CNUCKOB U MOEHTUdMKALMKN n3bupaTens.

MNpn 3TOM BaXXHEWLUMM 3SIEMEHTOM SABNSETCA NEepPCOHarbHbIA MOEHTUGUKALNOHHBIN
Homep (panee — TMH), KOTOpbLIN BLICTYNAeT B POSIM CKBO3HOMO WAeHTUdMKaTopa,
CBA3bIBAIOLLEr0 MepcoHanbHble AaHHble YenoBeka B YyKa3aHHbIX cuctemax u 6asax
AaHHbIX.

Takke B HacTosilwee Bpems Cnyxbon peanusytotca 6onee 20 UT — npoektos. Mpu
nogoepxke ®oHaa «Copoc-KbiprbidacTaH» paspaboTtaHa nnatgopma «OTKPbITbIX
AaHHbIX» Ha 6as3e cuctembl AgpecHoro peructpa. B pamkax Ctpaternm no BHeApPEHUIO
3MIEKTPOHHOrO yMpaBfeHuss B rOCYOAPCTBEHHbIX oOpraHax u opraHax MecTtHoro
camoynpasrneHua (MCY) Ha 2014-2017 roabl, mexay NPC n Kbeiprbiackon accoumaumen
pa3paboTymkoB nporpammHoro obecneveHuns n ycnyr (KAPMOY) npu nogaepxke ®oHaa
«Copoc-Kbiprbiactan» (PCK) 6bin 3anyLieH npoekT no CO34aHuIo noprtana OTKPbITbIX
AaHHbIX. [Ns peanusaumm gaHHOro Npoekta Obifl MCMOoNb30BaH ONbIT APYrMX CTpaH B
pa3paboTke nnaTgopMbl OTKPbITbIX AAHHbIX, B YACTHOCTW aHrMIMNCKOW nnaTdopmbl
ckan.org.

HaHHble no ynuuam KbeiprbidactaHa Gbinv pasgeneHbl Ha 5 gaTta cetoB Ans yaobctea
noucka no HacerneHHbIM MyHKTaM, panoHam, ropodam, obnactam. Tawke, 6bin co3gaH
MoAyrb NOUCKOBOW (POpMbl yruL, pasMeLleHHbIN Ha nopTane.

Ha cerogHsilHWA OeHb 3aBeplleHa NoAroToBKa nopTana Ans pasBepTbiBaHWS Ha
cepBepe. Ceityac NpoucxoasT nocneaHue atanbl TECTUPOBAHMS.
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CerogHsa TPC aBnsieTca cambiM KpynHbIM AepXaTenemM AaHHbIX, HaunHas OT perucrpa
HacemneHusl, AUNIOMOB U 3aKaH4MBasi BooMTENbCKMMK NpaBamu. B Hauane roga MPC
coenana Ba)KHOE MONIMTUYECKOE peLleHne — BbISIOXKUTb Kak MOXHO Oonblle OaHHbIX B
OTKPbITbIA OOCTYN (3a WUCKIOYEeHUMeM nepcoHanbHon wuHpopmaumm). OgHon M3 3agad
CTaBWJIOCb KOHCONUAauusi U NepeBoq B MaLUMHOYUTAEMbIA B CaMOW KpynHoW ©asbl
AaHHbIX — AOPECHbIN perucTp cTpaHbl. B 3ToM peructpe cobpaHbl Bce AaHHble 00
ynuuax M HoMepax AOMOB MO BCeW CTpaHe. JTOT NpOeKkT AacT paspaboTymkam
(koMnaHMam 1 oTAenbHbLIM NPOrpamMMMUcTamM) BO3MOXHOCTb CO3iaBaTth MPUMOXeHUa ans
Ou3Heca, HaceneHust a TaK Xe€ CaMMM FOCYOapCTBEHHbIM YYPEXOEHUSM Ha OCHOBE
AaHHbIX, NnpegocTtasneHHblx [PC. Takne Kak HaBuUrauuoHHble cepBuckl,  T1.4. o mepe
TOro, No mepe nybénukauum aaHHbIX OyaeT yBenvumBaTbCca pasHoobpasme CepBUCOB.

Cripagoy4Ho: OmKpbimbie OaHHble — 2r106aibHOe MUPO8oe A8UXXEHUE, Harpas/ieHHoe Ha
coyuarnbHO-9KOHOMUYeCcKoe pa3sumue 4epe3 rnpedocmasnieHue 0buecmeeHHO
3HayuMoU UHghopMayuu HaceneHuro. bonbwuHcmeo u3 cmpaH, npucoedUHUBWUXCS K
OsuxxeHuro Omkpbimble OaHHble, Habnodarm CyuwecmeeHHbIl 3KOHOMUYECKUU pocm,
ycuneHue esaumodelicmeusi Mexdy epaxdaHCKuM obuwecmeoMm U 20cydapcmeom,
KayecmeeHHoe  yrydweHue  20Ccy0apCmeeHHbIX U MyHUyunanbHbIX  ycriye,
npospayHocme u nodomyemHocms ripasumeriscmea, pocm ydacmusi CMU u epaxdaH
8 npeobpas3osaHusix HauuUoHalbHo20 Macwmaba.

OmkKpbimbie OaHHble — 3MO UHGOPMaUUsl, KOMOPYK KMO y200HO Moxem c80600HO
ucronb3oeame U pacrpocmpaHsame. [onycmumbl nuwb mpebosaHusi yka3bleamsb
UCMOYHUK OaHHbIX U pacrpocmpaHsimb UX Ha mex Xe yCri08UsIX, YMO U UCXOOHbIE.

Bo ncnonHeHue nyHkta 4 noctaHoBrneHus NpaButensctea Keipreidckon Pecnyonukmn «O
EovHom peectpe Hacenenus Kbipreidackon PecnyGnvkn n  aBTOMaTU3UMPOBAHHOWM
cucTeMe 3anmMcen akToB rpaxaaHckoro coctosiHua Kbipreisckon Pecnybnukuy» ot 21
oktabps 2013 roga 573 Cnyxbonm paspaboraHa aBTOMaTU3MpPOBaHHAas
NH(POPMaLMOHHAA CMCTEMa 3anucer akTOB rpaKO4aHCKOro coctosiHua (ganee — AUC
«3AlCv»).

BHegpeHne AUC «3AIC» aBnsaeTcda cBoero poga yHAaMeHTOM M NEPBbIM LLarom ans
cosgaHua EMPH, kotopbin MoxeT obecneuntb AOCTYN PasfUYHbIX rOCyapCTBEHHbIX
OpraHoB k Heobxoaumonm WHdOpMaLMM M BO3MOXHOCTb MHOpMaLMOHHOroO obmeHa
AaHHBIMM Ha OCHOBE MepcoHanbHOro wuaeHTtudukaumoHHoro Homepa (MAH). AUC
«3AIC» NO3BONUT yNy4yLLNTb KA4eCTBO AeMOrpadmnyeckon CTaTUCTUKN KaK MHCTPYMEHTa
ynpaBneHnss  CTpaHOW, NOBbICUT  3A(PPEKTMBHOCTL  YMNpaBNeHYECKUX  peLleHUun,
MUHUMN3NPYET KOPPYMUMOHHbIE CXEMbI B MPOLIECCE PETMCTPALNKN aKTOBLIX 3aNuUcen o

rpa4aHCKOM COCTOSIHUM U CTaHET OCHOBOW Mpu hbOpMUPOBaHNN CNNCKOB n3bunpartenen.

B pesynbtate BHegpeHus AUC «3AIC» npoBegeHa pedopma, no nepexogy oOT
BymaxHoro metoga paboTbl Ha aBTOMATU3MPOBAHHbLIN, YTO MPUBENO K COKpPaLLEHWUIO
BpeMeHN 0BCNyXMBaHUSA HAceneHus, y4eTy BCex NpousBedeHHbIX BUAOB pernctpaumm B
paspe3e otaenoB 3AIC, panoHoB, obnacten 3a nwbon nepuoa BpeMEHU W,
cnegoBatenbHo, obecneyeHnto opraHoB 3AIC  akTyanbHOW W OOCTOBEPHOM
nHpopMmaumen o6 aKTax rpaxaaHCKoro  COCTOSIHMS,  MOBbIWEHUS  KayecTBa
npegoctaensembix ycnyr opraHamum 3AIC, cokpalieHuio konuyectBa OwWwKnBOK npu
perncTpaumm akToB rpaaaHCKOro COCTOSIHUS.

CeeoeHnsas no BceM Buaam pernctpaunn  XpaHATCA MU O6pa6aTbIBaPOTCFI B
Ll,eHTpaJ'II/ISOBaHHOVI Oase OaHHbIX, 4YTO [0O3BOJIAET obecneynTb KOHTPOJIb 3a
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NPOM3BEAEHHON perMcTpauuen akToBbIX 3anucen, npou3sBogumon B nbom mn3 58
TeppuTopmanbHbix otaenos 3AIC pecnybnvku.

B pamkax nogrotoBku k BHegpeHunto AUC «3AIC» B otaenexns 3AIC no pecnybnuke:

- paspaboTaHo 1 yTBepXxaeHo TexHn4eckoe 3agaHve Ha pa3paboTky CUCTEMbI;

- OCYLLeCTBMNEH NepeBod CUCTEMbI Ha HOBYIO MnaTdopmy;

- BbinonHeHa mnHTerpauns ¢ AUC «AgpecHbii pernctp Keiprbidckon Pecnybnukm», ans
BBOJA agpecHONn YacTu;

B uensx sHegpeHus AUC «3AIC» no Bcem TepputopuanbHbiM oTgeneHuam 3AIC,
Cnyxbon 3akntoueH goroBop ¢ OAO «Kbiprbiatenekom» ansd nogknodeHns Kk VPN-
KaHanam. Mcxoas vM3 nNpoBedeHHOro aHanusa no onpegeneHvio notpebHocten B
TexHumyeckon ocHaleHHoctn O3AIC, 3akynneHo obopynoBaHue ana BHegpeHus ANC
«3AC» (90 «KomnblOTEPOB, KOMMYHWUKaLMOHHOE obopyaoBaHue, 90 nasepHbIX
npuHTtepoB, 90 McTouHMKOB GecnepebonHOro nMTaHus) Ha obLyt cymmy nopsigka 6
MJTH. COMOB.

Tak, Ha cerogHsAWHNA OeHb aBTOMaTU3NpoBaHHasa nHdopmaumnoHHasa cuctema «3AICy,
BHeJpeHa B MPOMbILLMIEHHYO 3KcnyaTaumto B 58 TepputopuanbHbix O3AIC, obyyeHbl
BCce 161 coTpyAHMKOB.

B pamkax duHaHcoBon nomowm n3 cpencts NMPOOH ana ycTtaHoBKM M nogkoyveHus
Aibin okmoTy (MCY) k AUC «3AIC» 3akynneHo Heobxoaumoe KOMMbITEpPHOE
obopygoBaHune (komnbtoTep, npuHTep, YIMNC, mogem) ana 10 AO, B npouecce
NnoaroToOBKM 3aKni4deHne OOroBopa Mo 3akynke mogemoB. Cnyxboin npopabaTbiBaeTca
Bonpoc nogkntoveHnsa k BIMNH kananam B nunoTHbix AO rae mmeeTca BO3MOXHOCTb
noakntovenus k BMH.

lMocTaBneHHble 3agayn Mo asTomaTusauum opraHoB 3AIC BbINOMHSAETCA B MOJIHOM
00bEMe N B pamKax yCTaHOBMEHHbIX CPOKOB. BmecTe ¢ TeMm, NpuHUMalOTCA Mepbl Mo
peanu3auuMm 2-ro atana npoekTta, Mo pas3paboTke B cUCTEME (OPMUPOBAHUSA BCEX
OTYETOB, TEXHONOMUN MO y4eTy U Bblaave repboBbIX CBMAETENLCTB M APYrnx 6GnaHkos
CTPOron OTYETHOCTM.

3a 9 mesueB 2015 roga m3 obLuero konudectea NPoOM3BEOEHHbIX 3anmMcen 06 akTax
rpaXgaHCKOro COCTOsSHMSA  npou3BegeHo 85920 3anmcerM € MCNOSIb30OBaHUEM
anekTpoHHon pernctpauumn B AVIC «3AICx.

B wuensax peanusaumm T[naHa dopcupoBaHHbIX MepornpuaTun  [paButenscTBa
Kbiprbiackon Pecnybnukn no cosgaHmio EQUMHOMo rocyaapCTBEHHOMO peecTpa HaceneHns
Kbipreidckon Pecny6nviku, ucnonHeHusa pacnopsbkeHms Cnyx6bol 22 mas 2014 roga Ne
73 M «MHokom» paspaboTaHo n yTBepXKOeHO TexHudeckoe 3agaHue Ha pas3paboTky
aBTOMaTU3MPOBAHHON WMH(OPMALMNOHHOM CUCTEMbl «ALPECHbIN PerncTp HaceneHus
KP». AC npegHasHauyeHa gnsi cbopa, BeOeHus, XpaHeHus o0paboTkm 1 Bblgaudn
cBegeHun o6 agpecax OOBLEKTOB HEABWMXXUMOCTM Haxoadawwmxcs Ha Tepputopumn KP. C
MonNa  Tekywero roga npoBegeHo obydeHue  CUCTEMHbIX — aAMWHUCTPaToOpOB
LUeHTpanbHon usbuparensHon kommccumn KP no pabote ¢ nporpammMHbiM obecrnedyeHmem
«AgpecHbin pernctp KP».

Tak no 1-My atany nNpoekTa peanv3oBaHo:

- «Pabouee mecTo onepaTtopa» - BBOA AaHHbIX;
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- bopmmpoBaHme 6a3bl AaHHbIX aapPecoB Mo BCewn pecnybnuke;

- «Pabouyee wmecTto agmuHucTpaTopa» - aAMUHUCTPUPOBAHWE MoONb3oBaTenen,
pefakTMpoBaHMe 3anucen, orMpoBaHuMe, COXpPaHeHWe WCTOpUM MO U3MEHEHWUIo
HaVMeHOBaHW 1 CTaTyCOB;

- 3anyweH MHPOPMALMOHHO-NONCKOBLIN canT anst knueHtoB www.darek.kg ans
NMPOBEPKM HanmuMuus ynuubl W MNPaBUNBHOCTM €€ Has3BaHUs C BO3MOXHOCTbIO
HanpaBneHNsi ANEKTPOHHOM 3a8BKN O BKITFOYEHMM YIULbl B aAPECHbIN PETNCTP;

- pa3paboTaHbl 3aaa4n AanbHENLLIErO PasBUTUSA CUCTEMBI.

Ha Tekywimin MoMeHT B npouecce peanu3aumm 2-ol 3tan CUCTEMBI:

- hbopMumpoBaHmMe BbIXOOHbLIX (PopM;

- AENCTBUS C HacerneHHbIMK NyHKTamu (obbeanHeHne / pasbeguHeHue / ynpasgHeHue /
N3MeHeHMe cTaTyca M ctaTyca NOAYNHEHHbIX eQUHNLL)

- paboTta no 3asiBNEHWsIM, MOCTyMNawLWMX OT KIMEHTOB Ha MNOflydeHue CnpaBoK W
BbIMMCOK, NpegocTtaBndembix B JKP no o6bektam HEABMXUMOCTMW.

PaspabotaH wuHTepdenc Ans  NPUCBOEHUA  MOYTOBbIX  agpecoB  OObekTam
HegBwKMUMOCTK. [poBoadaTca paboThl NO akTyanu3aumm, cBepke u obbeamHeHuto 6asbl
AaHHbIX AgpecHoro peructpa u 6asbl JaHHbIX ynvy M OBbEeKTOB HeABUKUMOCTH,
nmetowmxca B [lenaptameHTe Kagactpa W pernctpauum npas HeaswxkumocTtn (OKP).
CrpykTypbl 6a3 gaHHbix AKP 1 AgpecHoro permctpa npMBegeHbl B COOTBETCTBUE.

OcywiectBneH BBog B 6a3y AaHHbIX Ha3BaHWA HACENEHHbIX MYHKTOB Ha KblPrbi3CKOM
a3blke (MHTepHeT-pecypc www.darek.kq).

Ona nogknioyeHna k AUNC  «AgpecHbin permctp KP» Bcex 3auHTepecOBaHHbIX
rOCyJapCTBEHHbIX OpraHoB W OPraHoB MECTHOro camoynpasBneHus paspabotaH
«PernameHT nogknioveHunsa n ncnonbdosaHna AVC «AgpecHbii pernctp KP».

B HacToswee Bpems, paboTbl NO NPUCBOEHUIO MOYTOBLIX HOMEPOB U 3arpy3ke agpecos
n3 kagactpoBon 6asbl AaHHbIX B AZPECHbIN perncTp 3aBeplueHbl. Bcero 3arpyxeHo B
6asy ApgpecHoro peructpa 2,7 MITH. OObEKTOB HEeOBWKMMOCTW, M3 Hux 1,39 MnH.
00BbEKTOB HEABMXMMOCTM HACENEHHbIX MYHKTOB XXMUMOr0 Ha3HaveHus, YTo cnocobcTeyeT
TOYHOMY OMpeAeNeHnto rpaHnL, Y4acTkoBbIX n3bnpatenbHbIX KOMUCCUIA U COCTaBMEHNIO
CnncKoB nsbuparenen.

B nepcnektuBe npoekt AZpecHOro perncrpa no3sonut dopmupoBaTtb 6a3dy OaHHbIX
aKTyarnbHbIX W NPEeXHUX aapecoB OOBHEKTOB HEABMXMMOCTH, B TOM YMCIE HEYTOYHEHbIX
HaceneHHbIX MYHKTOB W YNuU, MO KOTOPbIM YMOSIHOMOYEHHbLIM OpraHam HeobXxoaumo
BECTU paborTy.

AgpecHast MHopmaums ABNSETCS KMOYEBOW B OONMbLUMHCTBE  MHAOPMALMOHHBLIX
CUCTEM  TOCYJapCTBEHHOrO0 M MyHUUMNanbHOro  ypoBHen.  Mcnonb3oBaHue
MHPOPMALMOHHBLIX TEXHOMOMMI NO3BONUT B Byaylluem npuBsa3aTb agpecHble gaHHble Y
00beKkTbl K reorpaomMyeckmm  OaHHbIM, C  BO3MOXHOCTbIO  BM3yanu3auuu
MECTOMNONOXeHNs1 OObeKTa.

BaxHO oTMeTuTb, YTO AOPECHbIN PErNCTP ABMAETCA KNHOYEBbLIM 3BEHOM U KOMMOHEHTOM
B 6asoBon Mogenu apxuTekTypbl EAMHOrO rocynapCTBEHHOro peectpa HaceneHus
Kblproiackon  Pecnybnukn. Ha cerogHa AQpecHbli  peructp UWHTErpupoBaH U
MCNonNb3yeTcs BO BCEX KIoYeBbIX KOMNoHeHTax EMMPH, Takux kak:


http://www.darek.kg/
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- B cUCTEMe BMOMETPUYECKON permcTpaunm rpaxaaH ans ydeta agpeca opuumnansHoro
N PaKTUYEeCKOro MecTa XUTENbCTBA;

- B 6a3e gaHHbix 3AIC aonga ydeTa akToB rpaKgaHCKOro COCTOSIHUS;

- B 0ase gaHHbIX agpecHoro-cnpasovHoro 6topo (ACB) gns yyeta MOCTOSIHHOrO W
BPEMEHHOIO MECTa XUTENbCTBA rpaxgaHuHa.

Bo Bcex atmx cuctemax, A,D,peCHbM perncTtp wucnonb3dyetca AOnAa ydeta ajpeca
Od)I/ILl,I/IaJ'IbHOFO 7 (baKTI/I‘-IeCKOFO MeCTa XUTEeNbCTBa rpaxgaHnHa rno eguHomy (bopmaTy.

B uenax peanusaumm [1naHa @opcupoBaHHbIX Meponpuatnin  NpaeBuTenscTea
Kblpreiackon Pecnybnukm no cosgaHuio EQUMHOro rocyaapCTBEHHOro peectpa HaceneHus
Kbiprbiackon Pecny6nuku, ncnonHeHus pacnopsbkeHnsa Cnyx6ol ot 28 mast 2014r. Ne82,
M «NHdokom» paspaboTaHa cuctema A4Sl BBO4A CKaHMPOBAHHbIX aKTOBLIX 3anucen o
cmeptn 3AlC, xpaHsawmxca Ha BGymMaxkHbIX HOCUTENsX, C co3gaHuem 6asbl AaHHbIX B
3NEeKTPOHHOM chopmarTe.

CkaHupoBaHMe, BBOAA W KOHTPOMNS aKTOBbIX 3anucel BbINOSIHEHO  COrnacHo
ycTaHoBNeHHoMy cpoky. ObLee KOonMYecTBO 3anmcen o cmepTh coctaenseT 346 966, us
HUX:

- 345 175 3anucen ¢ Hann4nem PUO;
- 1 791 3anncen c otcytcteuem ®NO.

basa JaHHbIX akTOBbIX 3anMcen 0 CMepPTU UCMONb3YeTCsa AN BbIYMLLEHMS CMUCKOB NpU
dopmnpoBaHum nsbunpartenen no YUK.

C uenbio obecneyeHus peanusaumm noctaHoBneHuns [paButensctBa Kbiprbiackom
Pecny6nukn ot 15 uiona 2015 roga Ne 359 «O Bonpocax

obecnedyeHns nacnoptamu u obLierpaxkgaHckummn nacnoptamu rpaxaaH Kbeiprbl3ckon
Pecnybnukun», BHegpeHWs HOBbIX TEXHOMOMMA B npouecce obecnedyeHus HacerneHus
HauMOHarnbHbIMM NacnopTamMu, a Takke addekTMBHOIo B3aMmoaencTams [lenaptameHTa
perncTpaumMm HaceneHmss U akToB rpaxaaHcKoro coctosHusa (ganee — OPHAIC) wn
NocypapcteeHHoro npeanpuatusa «MHdokom» npu MocyaapCTBEHHOW perncTpaumoHHOM
cnyx6e npu lMpaeutenbctee Kbiprelackon Pecnybnuku paspabotaHa AUC «lMacnopT».
ANC «[lMacnopTt» ynpowiaeT cucteMy OOPMIEHUS aHKETbI-3asBNEHNS Ha MNonydeHue
nacnopTa rpaxxgaHuHa Keipreidckon Pecnybnvku n oberpaykaaHcKkoro nacnopra.

Mpn ob6paboTke aHKeT-3asABEHUn B 3reKkTpoHHOM Buge B AUC «[llacnopty,
AOMKHOCTHBIMM nvuamm OMNBPP OPHAIC wvcnonb3dyeTca anekTpoHHasa umdpoBas
NOAMUCb, YTO UCKMOYaeT BO3MOXHOCTb NoJAerikv nognvced M OTTUCKOB nedyaTen Ha
OymaxHblx HocuTenax. BHegpenne AUC  «[lacnopT»  MNO3BONUT  UCKIIOYUTL
HeobXoANMMOCTb MCMONb30BaHWS MNeYaTHbIX OfaHKOB aHKeT-3asBNEHUN, 3KOHOMUTb
CpeAcTBa 3a CYeT OTkasa OT npouecca TPaHCNOPTUPOBKM N JOCTaBKM aHKET-3asBMNEeHUMN,
4YTO B CBOIO 0o4Yepeb YCKOPUT NPOLLeCC U3roTOBMEHNS NacnopToB.

Mpn wucnonb3oBaHUM pa3paboTaHHOM CUCTEMbI MNPOBEPKA [AdaHHbIX 3asBUTENS
OCYyLLUEeCTBMSETCA Npu npueme n 0POPMNEHUN [OKYMEHTOB Ha nosfydeHne (oOMeH)
nacnopTa no 6ase gaHHbIX M3rOTOBIIEHHLIX NAacnopToB, HaunHasa ¢ 2005 roga, a Takke
no 6ase gaHHbIX MAH.
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B uensx B3aumopenctBusi C nopTarioM 3MeKTPOHHbIX ycnyr Crnyx6bl U C cUCTEMOM
SMNEKTPOHHbIX MNnaTexen MNPOBOAMTCH MoaudUkauMs cucTembl, paspaboTaHa onuus
paccbIfikN «CMC» YBEJOMIIEHUIA O CTaTyce M3rOTOBMNEHUS NacnopTa rpaxaaHuHa.

B cootBeTcTBMM C pacnopshkeHnem [ocygapCTBEHHOM PErMCTPauMOHHON CriyX0Obl npu
MpaButenbctBe Kbiproidckon Pecnybnukn (ganee - Cnyx6a) ot 20 oktsidpst 2014 roga
Ne199, B pamkax nunoTHoro npoekta AUC «lNacnopT» 3anyweH B MeXpernoHansHOM
oTaeneHun [enapTaMeHTa perncrpaumm HaceneHus u akToB rpakgaHCKOro COCTOSHUS
N OTAENeHnsax nacrnopTHO-BM30BOM W perncrpaunoHHon paboTtel [lepBomanickoro wm
OkTabpbckoro panoHoB ropoga buuikek. MNpouecc TecTMpoBaHns 1 OTNagku NPOXoann B
WHTEHCUBHOM peXnMe.

C 30 oktabpsa 2014 rogpa AUC «[acnopT» 3anyweH C peanbHbIMW aHKeTamu -
3asgBneHvaMn napannensHo ¢ GymaxHbiMu. B r.Ow AUC «[lacnopT» 3anywieH u
dyHKUMOHMPYeET HavmHasa ¢ masa 2015 roga.

B pamkax noctaHoBneHusi lNpasutenbctBa Kbiprbidckon Pecny6nukn «O Bonpocax
obecne4vyeHns nacnoptamu n obLierpaxgaHcKUMmn nacnoptamu rpaxaaH Kblprbl3ckon
Pecnybnuku» ot 15 mioHa 2015 roga Ne 359 u mncnonHeHnusa pacnopsikeHns Cnyxobl
Ne121 ot 14 wons 2015 roga ANC «[llacnopT» BHedpeHa B MNPOMbILIIEHHYIO
aKcnnyataumio.

C anpensa no ceHtabpb 2015 roga ¢ nomowpsio AVC «lMacnopTt» msrotoeneHo 5 138
obwerpaxaaHckmx nacnoptoB m 12 890 nacnoptoB rpaxgaHuHa Kbiprbl3ckon
Pecny6nukn.

PaspabotaHa aBTOMaTM3MpoBaHHas WHMOPMaUMOHHAA cuctema «AgpecHo —
cnpaBoyHoe 6iopox» (aanee — AUC ACB). Mpoekt AIC ACE sBnsieTcst NpUOPUTETHBIM,
TaKk Kak MO3BOMUT AOMOSHUTENBHO MCMOMNb30BaTb Y4YETHblE [AaHHble rpaxaaH,
pPerncTpupyemMbIx No MecTy npebbiBaHWs U MO MECTY XUTENbCTBA, a TakkKe MO3BONUT
onepaTMBHO UCMNOMbL30BaThb AaHHblE eANHOM 6a3bl AaHHbIX.

ABTOMaTU3aUMs npouecca pPerucTpauuoHHOro y4veta rpaxgaH Mno3BONMT MOBbLICUTH
3(P(PEKTMBHOCTL UH(OPMALMOHHOrO oObecnevyeHnss M KadyeCcTBO NpeaocTaBneHus
rocyfapcTBEHHbIX YCIyr rpaxgaHam, cosgatb eauHyl WHOpMauuoHHy 6asy ¢
npuesaskon k cucteme EMPH.

ANC ACBE OygeTr noctpoeHa Kak KOMMOHEHT EAMHOro rocygapCTBEHHOro peectpa
Hacenenunss Kbiprbidckon Pecnybnvkm un Gyaet yuutbiBaTb MNOTPEOHOCTb pasHbIX
rocyJjapCTBEHHbIX OpPraHoB K COBMECTHOMY A0CTyny K MHopmauumm ana sepudukaumm
PEerncTpaumMoHHbIX AaHHbIX rpaXKaaH.

O6bekToM aBTOMaTU3aUMM SBNSETCSA OeATENbHOCTb AQPECcHO - ChpaBOYHbIX 6HOpPO
[enaptameHTa perncrpauumn HacerneHust M akToB rpaxgaHckoro coctosdHua MPC npu
MKP » B3auMoaencTByoLWMX ¢ HUMU nacnopTHbIX noapasgeneHun n LLOH ansa pewwenns
3a0a4 PerncTpaumMoHHOro ydeta HaceneHuss Nno MeCTy XWUTenbCcTBa W N0 MeCTy
npebbiBaHns B Kbiprbiackon Pecnybnuke.

Takxke, paspabotaHHas aBToMaTU3MpoBaHHas UHPOPMALMOHHas cuctema «ALpecHo —
cnpaBo4Hoe 6topo», Mcnonb3oBanachk Ans akTyanusauuv 1 UCNorb30BaHUA afpecHbIX
CBEAEHUN rpaxgaH, pernctTpupyembix no Mecty npebbiBaHWs U NO MECTY XUTenbcTBa
npy oOpMUPOBaHUKN CNINCKOB n3bupartenemn.
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CornacHo  Ykasy [lpeangeHta Kbiprbisckon  Pecny6nmkn  «O  mepax no
COBEpPLUEHCTBOBaHNIO n3bupaTtenbHon cuctembl Kbiprbidckon Pecnybnukn» ot 22 mas
2013 roga Ne109 wu PacnopspkeHunss TPC  «O6 ytBepxgeHumn [lonoxeHus o
[ocynapcTBEHHOM  peecTpe  HauMoHanbHbIX — nacnoptoB  rpaxgaH  Kblprbi3ckom
Pecnybnukn» ot 11 mapta 2015 roga Ne38 paspabotaHa aBTOMaTU3MpPOBaHHAsi
WHGOPMaLMOHHaa cuctema [ocyoapCTBEHHbIM peecTp HauWoHamnbHbIX MacnopToB
rpaxgaH Kbeiprbiscko Pecnybnukn ¢ uenbto  obecneyeHnss 3anmHTEPECOBAHHbIX
rocyaapCcTBeHHbIX opraHoB, opraHoB MCY, topuanyecknx u  (usnyeckux nu
aKTyasribHOM U OOCTOBEPHOW WMH(popMaunen o AENCTBUTESbHbLIX U HEOENCTBUTENbHbIX
HauuoHanbHbIX nacnopTax rpaxgaH Kblpreisackon Pecnybnukn. PeecTtp copepxut
AaHHble O TrpaxgaHax, MoJallWnMX [OOKYMEHTbl Ha W3roTOBMEHWE HALMOHANbHbIX
nacrnopToB, WHMOpMaUuMo O rpaxaaHax, Bblweawnx Ku3 rpaxgaHctea Kbelprbl3ckon
Pecnybnukn, cBegeHns o6 yTepe nacnopTta, vy MNOMAYYMBLUMX rPaXgaHCTBO
Kblpreiackon Pecnybnukm 1 3anmcen akToB rpaXKgaHCKoro COCTOSIHUS O CMEPTMW.

B cootBeTcTBMM C pacnopshkeHnem [ocygapCTBEHHOW PErMcTpaumoHHON CriyXObl npwu
Mpasutenbctee Kbipreidckon Pecny6nuku ot 11 mapta 2015 roga Ne 38 paspaboTaHo n
yTBEpXaeHo TexHuyeckoe 3agaHme Ha paspabotky AVIC «locygapcTBeHHOM peecTpe
HauuoHanbHbIx nacrnoptoB» (MPHIT). B Hactosiwee Bpems AUNC «locyaapCTBEHHbIN
peecTp HaLMoHanbHbIX NAcnopToBy paspaboTaH

M FOTOB U UCMOSb3yeTcs ANsi CBEPKM AaHHbIX NpU hopMMpOBaHUK crniMcka u3bupartenen,
a Takke Ucnonb3yeTcs B ApYrMx MHpOpPMaLMOHHbIX cucteMax Cryxobi.

Bo wucnonHeHne Pewennin Ne3 HauuoHanbHOro coBeta no YCTOMYMBOMY pPasBUTUIO
Kbiprbiackon Pecnybnukun ot 27 oktsbps 2014 roga, Cnyx6ow BbinonHeHa Gonbluas
paboTa no noarotoBke W npoBegdeHuo BbibopoB B XKoropky KeHew Kbiprbisckown
Pecnybnukn ¢ ucCnonb3oBaHMEM OMOMETPUYECKMX [aHHbIX rpaxaaH Kbiprbiackom
Pecny6nukn.

Mo coctosiHMo Ha 26 ceHTa6pa 2015 roga u4ucno rpaaaH, caaBlUMX CBOW
OromeTpunyeckme gaHHble, coctaBuno 2 849 542, n3 Hux 2 761 297 BKMOYEHbI B CMINCKN
n3bupartenen.

PaboTbl o npuemy 3asiBNEHUN Ha BHECEHWEe OOMNOMHEHUN N U3MEHEHUA B CMNCKK
nsbupaTtenen Kblprbiackom Pecny6nukn, npeacTaBrieHHble LleHTpanbHom
n3bmpartenbHOM Komuccmen no Bblbopam u npoBefeHunto pedepeHaymoB Kbliprbi3ckom
Pecnybnuku (ganee - LK) 3aBeplueHbl B CPOK U CHOPMUPOBAHHLIE OKOHYaTEMbHbIE
cnnckn wunsbupaTtenen B COOTBETCTBUM C rpaHMUaMKU u3OMpaTenbHOro yyactka 26
ceHTA6pa nepenaHbl Aktom B LIMK.

[na nposBegeHuns npencTosilmnx BbIOOPOB, BrepBble B UCTOPUWM Halwlen cTpaHbl Obirio
MPUHATO peLLeHNe WCMoNb30oBaTb HOBblE TEXHOMOMMW Ha OCHOBE OBUOMETPUYECKUX
AaHHbIX, CYLLLECTBEHHO OrpaHu4MBaroLLme pucku anscmdukaumi n arnoynotpebneHnin B
nsbuparensHom npouecce. OCHOBHOW NpuHUMM BbIGOPOB «O0AUH M3bupaTenb - OAvH
ronoc» u Ccnucok wusbmparenen, cHOPMUPOBAHHLIN Ha OCHOBE OMOMETpUYECKOn
permcTpaumm.

B mae 2015 roga 6a3a msbupatenen LUK B konmnyectBe 2 633 420 3anucen 6Gbina
nepegaHa Cnyx6e p[na npoBegeHUA CBEPKM W MPUCBOEHUS COOTBETCTBYHOLLMX
n3bupatenbHbIX y4acTKOB M3bupatensim.
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Mpn cBepke OCHOBHOIO cnucka nidbuparenen npegoctaeneHHoro LUK ¢ 6azamu gaHHbIX
Cnyx6bl otcytcTBoBanu 800 Thicsu rpaxdaH, KOTOpble MPUCYTCTBOBaNM B CMMCKax
Cnyx6bl chopMMpPOBaHHbLIX Ha ©ase OGMOMETPUYECKNX OaHHbIX, B CBSA3W C 4eM, Obinu
npoBeAeHbl MeponpuATUS MO  YTOYHEHUIO CMUCKOB M3bupaTenem COBMECTHO C
npeacTaBUTENAMU OPraHOB MECTHOIO CaMoynpaBleHNs.

B uenax onepaTMBHOro pelleHns cutyauusa no oopMmMpoBaHMIO CMIMCKOB M3bupartenen
MpaButensctBom Kbiprbidckon Pecnybnukm GbiNo NPUHATO pelleHne O NpuBeyveHun
pecypcoB LMK Ha paiioOHHOM ypoBHE, OpraHoB MECTHOro camoynpaeneHus n Cryxobl
ANS NPOBEPKU NPaBUNbLHOCTU NPUCBOEHMS U3bupaTterbHbIX y4acTKoB n3bupatensam.

BoisgsBneHol 4 441 rpaxgaH 6e3 TouHbix agpecoB (0,02% oT Bcero konudecTtea
nsbupatenen). MNpn caadye BMOMETPUYECKNX OaHHbBIX 3TU rpaXgaHe He yKasann TOYHbIN
agpec, TONMbKO HasBaHMe ropoda WnNu pavoH. [Ons pelweHus OaHHOW npobGnembl
COBMECTHO C CUCTEMHbIMM agmuHucTpatopamu LIMK Ha mecTtax npoBegeHa pabota no
pacnpeneneHunio AaHHbIX Ny, No n3bupaTenbHbIM yYacTkaMm.

Mpn yTO4HEHWMM cnuckoB m3bupaTenen npepoctaBneHHbix LMK ¢ gaHHbIMM cucTtembl
3AI'C o cmepTn ngeHTUdNLMpPOBaHO - 6 245 3anucen, KOTOPbIE UCKIMIOYEHLI MO MPUYNHE
CMepTU rpaxgaH.

Takke npu o00paboTke OMOMETPUYECKMX AaHHBIX BbISIBIEHO 667 NepCcoHanbHbIX
noeHTudukaunoHHbix Homepoe (MNH) koTopble nmetoTea y AByx 1 6onee rpaxxaaH.

Cnyx6on coBmecTtHo ¢ CoumanbHbiM hOHAOM MNPOBOAATCA paboTbl MO YTOYHEHWIO U
COKpAaLLEHMIO  KONMMYecTBa rpaxnaH wumewowmx oguHakoBble [MAH.  Cnyx6on
nogrotoBneH u nepegaH B CouuwanbHbii (POHO CNUCOK rpaxdaH, npoLweaLlnx
BMoMeTpUYECKY0 permctpaumio n umeromx ogmHakosbii NMAH. CoumnanbHbiM GOHOOM
BeayTcs paboTbl N0 06ECNeYEeHUI0 rpaxaaH YAOCTOBEPEHUAMM COLMANbHON 3aLlUTbI C
npaBunbHbIM MNH.

B Toxe Bpemss ocHOBOM OPMUPOBAHMS CMUCKOB u3bupaTenen €BnAlTCA
BuomeTpuyeckue [aaHHble rpaxgaH, M OHW YHWKamnbHbl, NO3TOMY BCE rpaxgaHe
npowealume GomMeTpUYECKyo permcTpaumio BKAOYEHbI B CMIUCKU n3bupaTenen.

B cnyyae He npoxoxaeHus naeHtudukaumm nsbvpaTtensa no nanbuam ncrnonb3oBanach
naeHtndpukaums no MNMUH. Mpu cpaBHeHun konuuyecTBa mnsbupaTenen, pasHuua mexay
cnnckom usbupatenen LMK un HoBbIM cnnckoB CcOPMUPOBAHHBLIX Ha OCHOBE
OrMomeTpuyeckon peructpauum, coctaeuna 124 412 wnsbupaTteneri u B MPOLEHTHOM
COOTHOLWeHun bonble Ha 4,7 % To ecTb Ha 124 412 n3bupatenen B cnucke Cnyxobl
6onbLe Yem B crniucke LINK.

KonuyecTtBo HOBbIX n3bupaTtenen, paHee HUKOrAa He BKNOYEHHbIX B 6a3y aaHHbix LIVK
coctasuno 909 718 yenosek. 3710 coctaBnseT 33% oT obwero Yncna nsbupartenen, T.e.
ofHa TpeThb.

Takum obpasom, ccopmupoBaHHbIn Ha 6asze EMPH un 6GuomeTtpuyeckux [aHHbIX
rpaxkgaH, Cnnucok n3buparenen aBnsieTcs Hambornee NonHbIM U akTyanbHbIM Ha MOMEHT
nposeaeHns Bblbopos B XKoropky KeHew Kbiprbidckon Pecny6nvku.

Mpouecc cBepkn N YTOYHEHUSI CMIMCKOB U3bupaTenen AOCTaTOMHO TPYAOEMKUMI, TaK Kak
no pecnybnuke oTMeyanacb akTMBHasa BHYTPEHHAS W BHELUHAA MuUrpaumns rpaxaga. Mpu



=77 - CDL-EL(2016)001-bil

3TOM y4MTbIBanuChb AaHHbIe rpaxgaH no agpecy nacrnoprta U Hanuuno GromeTpuyeckom
perncTpaummn ans BKIOYEHUsI B CNNCOK n3bunpaTtenen.

Tak, B AononHuTenbHble n3bupaTenbHble y4acTku B . bukek 6bino BknoyeHo 79 195
nsbupatenen n r.Ow 27 157 nsbupatenen, obwee KONMYECTBO MO AOMNONHUTENBHbBIM
y4yactkam coctaBunio 106 352 nsbuparenen, nogasLlumx 3aasneHunin no doopme Ne2.

Mo paHHbIM MWL 3a rpaHunuen oduumanbHo Haxoautcs 6onee 130 909 rpaxaaH, npwu
3TOM Npu MNPOBEOEeHUN NpOoLWNbIX BbIOOPOB 3a rpaHuuen B crnuckax usbupartenen
3Hauunock 31 141 nsbupatenen, U3 KOTOPbIX B rOIOCOBAHNN NMPUHSSO yYacTMe Nopsaka
6 000 wusbupartenen. B HacTodwee BpemMsi KONMUYECTBO rpaxaaH CcOaBLUMX
OrMomeTpunyeckne OaHHble cocTaBnsieT okono 16 000 rpaxgaH, M3 KOTOPbIX B CMAUCKK
BKITtoYeHbl 15 312.

B nepuog ¢ 27 wona no 10 aerycta 2015 roga cuctembl «Y4Yé€Ta U ynpaBneHus
cnuckamu n3bupartenew, noeHTUUKaLMN IMYHOCTN n3bupaTtens no oTneyaTky nanbuay
npownu nunoTHyi anpobaumio no Bcen pecnybnuke. [MunoTHoe TecTMpoBaHWe
BKIMOYano KOMMMEKCHyl anpobauuio Komnnekta obopyaoBaHWs, COCTOSALLEro w3
HOyTOyka, CcKaHepa OTNeYyaTKOB ManbLEB W MpUHTEpPa YEKOB, W WMH(OPMaLMOHHON
cucTeMbl MaeHTUdUKauMm wmsbupatenen nNo MNEpcoHarnbHbIM U BMOMETPUYECKUM
AaHHbIM.

B TectMpoBaHuM cuCTEMbI MO MNepBOMY 3Tany MNPUHANM yyacTue nopsigka 167 TbiC.
nsbupatenen B 2 048 nsbmpatenbHbiX yd4acTkax no scen pecnybnuke. MNMopsaka 5,9% ot
BCEro KomnuyecTtBa m3bupaTtenem He CMOrNM NPONTU UAEHTUUKALUIO MO MPUYMHE KX
otcytcTBua B 6ase, nopsgka 4,4% He cMmornn MAEHTUPUUMPOBATLCA MO OTneYvaTKy
nanbLes.

B TecTMpoBaHuM cuUCTEMbI MO BTOPOMY 3Tany MNpuHANK ydactve nopsigka 880 Thic.
nsbupartenen B 2 276 nsbmpatenbHbiX y4acTkax no scen pecnybnuke. N3 kotopbix 9,9%
He CMOrmu MNponTU WAEHTUPUKAUMIO MO NpUYMHE KX OTCYTCTBMUS B 6Gase, nopsgka
25,06% He cmornu umageHTUUUMpoBaTbCA NO OTMNeYaTKy nanbleB, HO MNpOoLn
noeHtTudpukaumo no rNMUH.

Mpn TectTupoBaHun mM3bupaTenbHOro npouecca He Bce cobpaHHble GuomeTpuyeckune
AaHHble Bbinn 3arpyXeHbl 1 06paboTaHbl Ha LEeHTpanbHOM ypoBHE. B CBA3M € aTuMm
n3buparenu He CMOrnM NPONTM NOEHTUdMKALMIO NO NPUYMHE MX OTCYTCTBUSA B Hase.

Ha cerogHAwHMN  geHb  npobnembl, BO3HMKWIME B  X04e  TECTUPOBaHUSA
WH(POPMALIMOHHBIX  CUCTEM  Yy4éTa W ynpaBreHua cnuckamun  musbupatenen,
noeHTMuKaLUUnM nNMYHOCTU un3bupaTtens no oTneyaTky nanbua YYTEHbl U BHECEHbI
COOTBETCTBYIOLLNE U3MEHEHUS.

Takke, Cnyxbon cosgaH Konn-ueHTp ons obpalwieHuss rpaxgaH, B KOTOPbIA MOXHO
3BOHUTbL Ha kopoTkmn Homep 119. B Konn-ueHTpe rpaxgaHe MOryT nonyumtb
NHOPMaLMIO O BKIOYEHUM cebsa B CNMCOK n3bupatenen, o npoueaype ronocoBaHus, o
BO3MOXXHOCTM FOfIOCOBaHUA B Criydae M3MeHeHuss u3bupatenbHOro agpeca, O nyHKTax
npuéma BuomeTpuyeckux AaHHbIX U Ap. 3BOHOK GecnnaTHbl O BCEX onepaTtopoB
cotoBow cBa3un. Konn-ueHTp paboTtaeT 6€3 BbIXOAHbIX.

MpoBeneHa pasbsicHUTenbHass paboTa B CPeACcTBax MacCOBOW WMHdopMauuu, Ha
TENEBUAEHUM, paguo U B CeTM WHTEpHeT cpedu usbupatenen o npevmyLlecTsax
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ncnoJyib3oBaHNA 6I/IOMeTpI/I‘-IeCKI/IX OaHHbIX, MaTeMaTU4eCkKn CHUTbIBAOLWKNX YPH AO5nA
npoBegeHmna 4YeCTHbIX U cnpaBeaimBbIX BbI60pOB.

[na obecneyeHnsa gocTyna K akTyasrlbHbIM CriMckam mM3bupaTenen n npoBepku cratyca
BKIIIOYEHNS B CMMCKM un3buvpatenen, B TOM 4ucne OUOMETpUYEcKon perucrpauuu,
Cnyx6on 3anyweH lNoptan http://shailoo.srs.kg, roe rpaxgaHe mMoryT NpoBEpPUTL CBOW
cTaTtyC npoOXoXaeHuss OMOMETPUYECKON perncTpaumm 1 NPUHAaNEexHoCcTb K
n3bmparenbHOMy y4acTKy.

Cnyxbon npoBefeHbl TEXHNYECKME U OpraHvM3auMoOHHble Mepbl No 6ecnepeborHon n
cnaxeHHomn pabote o6opynoBaHWs M NUL, 3a4eNCTBOBAHHbIX B

n3bupaTtensHoM npouecce, a Takke obecneveHunto 6e30MacHOCTM WU COXPaHHOCTU
MCNonNb3yeMbiX CUCTEM B A€Hb BbIGOPOB.

Meponpusituss no nogrotoBke K Bbibopam 2015 roga Benucb KpyriiocyTodHo u 6es
BbIXOAHbIX AHEeN. COTpyAHMKaMM BbINOMHANUCE PsiA TEXHUYECKUX paboT, CBA3AHHbIX C
NOArOoTOBKOM M oTnpaBkon obopyaoBaHusa Ans npouecca naeHTudmkaunum n3duparenem
B A€Hb BbIOOPOB.

Bnepsble B uctopun ctpaHbl napnameHTckne Bblbopbl 4 oktabpsa 2015 roga npowwnm ¢
npMMeHeHneM  BUOMETPUYECKMX  TEXHOMOrMn  naeHTudukaumm  rpaxgaH  u
aBTOMATMYECKMX CUMTBLIBAOWMUX YPH ANd rofocoBaHWss W nogcyeTa roriocos
nsbuparenen.

B neHb BbibopoB B pecnybnuke pabotanu 2 Tbicaum 338 nsbmparenbHbiX y4acTKoB U
36 3a pybexom. Mo pecnybnuke Obinn 3agencteoBaHbl 9 884 onepaTtopa m 5 801
KOMMNEeKT no Bepudmkaumm nddbmparenein, caaBumnx bMoMeTpnieckne gaHHble.

Ha napnameHTckux BbiGOpax nporonocoBanu no gaHHbiM Ha 18:00 5 okTabps 1 MnH
600 Tbic. 104 yenoBeka, 4TO NpMbNU3nTEnNLHO coctaBnseT 57,94 % ot obuiero ynicna
npoweawmx GnomeTpudeckyto permctpauuio (2 MnH 761 Teic. 297 4enoBek).

Mo ganHbim MU, KeipreiacTaHa, 3a pybexxom Ha Bbibopax genytatoB XKoropky KeHelua
KP nporonocoBano Bcero 2 TbicAun 570 KbiprbidctaHueB unm 17 % ot obuiero
KONMYeCTBa BKIMOYEHHbIX B CNUCKN n3bnpartenen.

OTyeT NoaroToBneH:
3amectutene gupektopa [Tl «WMHdokom» npwu ocygapCTBEHHOM perncTpaumoHHON

cnyx6e npu MNMpaeutensctee Kbiprbidckon Pecnybnukn
07.04.2016 MambeTtanues A.
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IVXV: fresh wave of Estonian internet voting, by Mr Priit Vinkel, Head of Elections
Department, National Electoral Committee, Estonia

Annotation

This paper gives an integrated overview of the technical and organisational aspects of
the framework of electronic voting (,IVXV*), and the implementation of the framework at
the national elections in Estonia. It is meant for the general public and does not require
any detailed technical preliminary knowledge from the reader. For more detailed
requirements and descriptions, see the technical source documents. This paper gives a
general description of the system; implementation of the system in Estonia is discussed
in the appropriately marked sections.

1) Introduction

In this paper, electronic voting (e-voting) denotes the method of voting where the voter
gives their vote from a computer via the Internet. This method of voting may also be
called ‘i-voting’ in order to make a distinction from other methods of voting using
information technology, like the use of electronic voting machines, in the international
context.

The i-voting framework described here is universal and can be applied in different types
of elections. This paper focuses on the national elections (the Riigikogu elections, the
local government councils’ elections and the European Parliament elections) and
referendums held in Estonia. Therefore, besides the description of the general
framework, the circumstances arising from the Acts of Estonia and their implementation
acts are explained in the text below.

This paper:

¢ defines the scope of the i-voting system, that is, delimits the role of i-voting in the
whole voting process;
summarises the requirements for the i-voting system;
defines the parties of the system and describes their activities;
describes the principal processes of i-voting;
gives an overview of the possibilities of checking the correctness of the system
and its compliance with the basic requirements.
This paper does not aim to define the specific security level of the system components,
data structures, software and hardware platforms used, or the detailed technological
structure.

When reading the paper, it should be taken into account that the amount of detail
increases gradually so that the issues described generally at the beginning may be
explained in more detail further on.

In Estonia

I-voting has been used in Estonia since 2005. Each person who has the right to vote in
Estonia can cast their vote in a secure way via the Internet at the elections and
referendums, because:

o there is a legal basis for the use of digital signature, and all Acts concerning
elections provide for a legal basis for the conducting of i-voting;

e most of the persons who have the right to vote possess an ID card that enables
secure electronic identification and giving digital signature; many people also
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have an additional legally backed electronic ID document, like Digi-ID or Mobile-
ID.

2) Scope of the i-voting system

I-voting is a part of the voting process. Elections consist of the following principal stages:
e declaration of elections;

registration of candidates;

preparation of lists of voters;

voting;

counting of votes;

announcement of election results.

The i-voting system partially covers only the three last stages, i.e. the voting via the
Internet, the counting of votes and, after the announcement of election results, the
destruction of the key necessary for counting the i-votes.

Prerequisites for the i-voting system are that:

3) the lists of voters (with the polling division and electoral district linked to the voter)
have been prepared and are available in a suitable format;

4) the lists of candidates (by electoral districts) have been prepared and are
available in a suitable format;

5) i-votes are counted separately, and the results are later added to the results of
the counting of paper votes, keeping in mind that the votes of one person (the
electronic vote and the paper vote) are not counted twice.

B

LIST OF LIST OF ELECTORAL LIST OF
VOTERS DISTRICTS AND CANDIDATES
POLLING STATIONS

\ LY =

[i)
"

LIST OF

o _ Qo -7 e
—

e

VOTER I-VOTING %

I-VOTE
Figure 1. Scope of i-voting

RESULTS

6) Principal requirements for i-voting

I-voting must adhere to all Acts concerning elections and must follow all election
principles, and be at least as secure as regular voting. Thus, i-voting has to be uniform
and secret, only the persons who have the right to vote may (i-)vote, every person has
one vote, and it must be impossible for voters to prove for whom they cast their vote.

The main difference between i-voting and voting with paper ballot is that the voter can
vote repeatedly electronically; only the last vote cast is counted. This principle enables to
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protect i-voters against coercion. A coerced voter can vote again after becoming free
from coercer, invalidating the vote cast under pressure.

I-voting takes place before the election day, during the period specified by law. If
something unexpected happens to the i-voting system (large-scale attack, serious
software error, etc.), the organiser of the election may annul a part or all of the i-votes in
extreme cases. In such a case those who i-voted can vote again at the polling station.

If advance voting at polling stations takes place at the same time as i-voting (parallel
voting), then it may happen that a voter votes in two ways. In that case, only the paper
vote is counted, and all i-votes of the voter are annulled. This principle also protects the
voters against coercion.

Another important requirement of i-voting is the use of digital signature. The voter has to
confirm their choice with a legally accepted digital signature. Compliance with the
provisions of the Digital Signatures Act ensures the fulfilment of the main security
requirement of i-voting — secure personal identification of voters.

The voter must have the possibility to verify whether their i-vote has arrived safely. This
can be done with the help of a separate smart device (mobile phone, tablet). A device
different from the computer used for i-voting should be used for checking the arrival of i-
vote. In this way it is possible to increase the probability of detection of attacks (primarily
against the voter’'s computer) directed against the i-voting system.

When building up an i-voting system, its auditability must additionally be taken into
account — the system must be technically sufficiently simple so that a widest possible
range of specialists could audit it.

In Estonia

In Estonia, i-voting takes place during seven days, and it starts ten days before the
election day. Parallel voting is used. Identity document (ID card), Mobile-ID, and digital
identity document (Digi-ID) can be used as tools for giving digital signature. Starting from
2015, the organiser of the election is required to provide the voter with the possibility to
check the integrity of the recorded vote.

7) Envelope Scheme

I-voting system is based on so-called “envelope scheme”, which is known from voting by
paper mail, where an anonymous closed envelope with the vote is placed into an outer
envelope with the voter's name and signature. With the help of the programme used for
i-voting (so-called Voter Application), the i-voter:

1) encrypts the vote and the random number generated by the computer with the
elections-specific public key, forming the “inner envelope”;

2) signs the encrypted vote by using a digital signature tool, forming the “outer
envelope”.
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A vote encrypted with the public key can be decrypted only with the private key.

1w :

PUBLIC DIGITAL PRIVATE
KEY SIGNATURE KEY
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I-VOTE ENCRYPTED DIGITALLY SIGNED AND ENCRYPTED RESULTS
1-VOTE ENCRYPTED * I-VOTES
I-VOTE

i

] DATA OF I-VOTERS
Figure 2. Envelope Scheme

Encrypted and signed votes are collected and sorted, the eligibility of voters is checked,
and repeated i-votes and the i-votes of the persons who also voted at a polling station
during advance voting are removed.

Before the counting of i-votes they are sorted by electoral districts, the list of i-voters is
compiled, and then the digital signatures are removed.

During the counting of votes, anonymous and mixed votes are decrypted with the
elections-specific private key, and the summarised results of i-voting are issued.

8) Stages of i-voting
Organisationally, i-voting can be divided into four stages.

1. During the pre-voting stage, the system is set ready for use, which includes the
following:

> lists of electoral districts, polling stations, candidates and voters are prepared;
° public and private keys for votes are created for each voting;

> the voter application, the individual verification application, and relevant
instruction materials are published. Data necessary for verifying their
authenticity and integrity are published in a separate information channel.

2. During the voting stage, i-voting takes place. In case of parallel voting, it is also
possible to vote at polling stations.

3. During the processing stage:

> the integrity and authenticity (digital signature) of i-votes is checked, and
whether all i-votes that have been cast still exist is checked,;

> the votes are sorted, and the repeated i-votes of one and the same person
are annulled;

> in case of parallel voting, the lists of i-voters are drawn up for each polling
station. Polling station committees identify the voters who have voted both
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electronically and at the polling station, and prepare lists of them for annulling
their i-votes;

> the i-votes of persons who cast double votes are annulled, and the votes that
go to counting are anonymised.

4. In the counting stage, the anonymised votes opened with the private key and added
up to ascertain the voting result.

In Estonia
In Estonia, i-voting is opened ten days before the election day, on Thursday at 9 a.m.,

and closed four days before the election day, that is, on Wednesday of the election day
week at 6 p.m. It is possible to vote round the clock via the website www.valimised.ee.

Possible changes in the list of voters are entered in the i-voting system at least once
every twenty four hours according to the data received from the Population Register.

Parallel voting takes place, the list of i-voters is sent to the polling station committees via
the county electoral committees; the i-votes of the persons who cast double votes are
annulled just before the counting of i-votes.

The results of i-voting must not be published before the time provided for by law.

9) Parties and components of the system
The most important role in i-voting belongs to the Organiser who appoints the persons
for all other roles. Generally, the Organiser also holds the fundamental secret of the i-

voting system, i.e. the private key, and thus performs also the role of the opener and
adder-up of the votes, that is, the role of the Tallier.

(-] e %

- C EE

VOTER COLLECTOR PROCESSOR TALLIER

Figure 3. The principal parties of the i-voting system
The principal parties of the system and their actions are the following:

e The Voter makes their choice with the help of the Voter Application in the
computer, encrypts it, signs it digitally and sends their choice to the Collector.
The Voter can check if his choice arrived intact with the help of a separate smart
device.

e The Collector is a server system that helps the Voter to form the i-vote (issues
the list of candidates to the Voter, helps with digital signature) and accepts i-
votes. The Collector also answers verification queries on the integrity of the vote,
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made by the Voter. The provider of collection service digitally signs the data (i-
votes and logs) handed over to the Processor at the end of the voting period.

The Processor processes the i-votes collected during the voting period, and
among other things:

> verifies the digital signatures and the integrity of the data received from the
Collector;

> annuls repeated i-votes and, in the case of parallel voting, also the i-votes of
those who voted at a polling station during advance voting;

> sorts the i-votes by electoral districts and anonymises them by removing
personal digital signatures from them;

> mixes anonymised votes in an appropriate way and sends them to counting.
This can also be regarded as a sub-role; in such a case, the performer of the
role is called the Mixer.

The role of the Tallier is performed by the Organiser, who holds the private key.
The Tallier opens the anonymised and mixed votes and adds them up as the
results of i-voting.

In addition to the principal parties, the system has the following parties.

The Auditor checks the integrity and completeness of the data published by the
Organiser of the system, as well as the data moving between the principal
parties.

The Client Desk is the party whom the Voter contacts in case of problems. The
Client Desk helps the Voter with the information received from the Collection
Service, and registers all the received questions and their solutions in its
database.

The compiler and updater of the list of voters compiles the lists of persons
with the right to vote depending on how the elections are organised. The list may
change during the voting period.

Important external services are the following.

The Identification Service is used to identify the Voter, if necessary.

The Signature Service depends on the signature tool. It helps the Voter in the
signing and the obtaining of the validity confirmation for a digital signature.

With the help of the Registration Service, the Collector registers all the votes
received from the Voters. After the end of the voting period, the service provider
forwards all the registrations to the Processor.

To fulfil these roles, tools are needed that the performers of the roles use in their
procedures. The software components of the system are defined in what follows.

The Voter Application runs in the computer of the Voter, communicates with the
Collector, and allows the Voter to make their choice, to encrypt it, and to sign it
digitally. The Voter Application displays a QR code on the basis of which the
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Voter can check with the Verification Application whether his i-vote has reached
the Collector correctly.

e The Verification Application allows the Voter to check on a smart device
platform that his i-vote has reached the Collector and has expressed his wish
correctly. The device used for checking is different from the device used for
voting.

e The Key Application is the main tool of the Organiser. It is used to generate a
public and a private key for every voting. The Key Application is also used to
count the votes and issue the results.

e The Collection Service is the central component of the system, operated by the
Collector. The Service assists the Voter in composing an i-vote, and registers it
before saving it into the i-ballot box. The Collection Service uses external
services (identification, signing, registration). The Collection Service has other
administrators besides the Collector itself (Organiser, Client Desk), and the
Collection Service has separate administration interfaces for them.

e The Processing Application is the main tool of the Processor. It is used to
check the individual integrity of votes and the integrity of the i-ballot box, to annul
votes, to compile lists of persons who voted and lists of anonymised votes
grouped by electoral districts. The Collector, the Registration Service and the
Organiser provide the input for the Processing Application. The Processing
Application can also be operated by the Auditor to check the results of the work
of the Processor.

e The Mixing Application is a tool for the Processor or the Mixer. Its input consists
in the anonymised encrypted votes grouped by electoral districts, and it issues
the mixed votes in such a way that they cannot be linked back to the input.
Mixing must be carried out in such a manner that the decrypting and tallying of
both input and output votes give the same result. In addition, the Mixing
Application issues a mix-proof.

e The Audit Application is a tool for the Auditor. It allows to check the correctness
of the work of the Counter and the Mixer. The correctness of the work of the
Counter can also be checked publicly.

10) Main Processes

This chapter describes the actions of the parties of the system, explaining the general
functionality of the system components and the general requirements for the external
parties of the system.

Key management

The key management procedures and the security scheme used are among the most
crucial parts of the i-voting system. They are instrumental for the fulfilment of the main
requirements of the elections — the secrecy and correctness of voting, and the
independence of the Voter.
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Secrecy is guaranteed by encrypting the votes with asymmetric cryptography tools. For
every voting, the key pair of the system — a public key (encryption key) and a private key
(decryption key) is created with the help of the Key Application.

The Voter Application uses the public key of the votes to encrypt votes. The private key
is used in the Key Application to decrypt votes. After the voting results have been
announced, the private key is exterminated.

The generation of the key pair and the use of the private key are organised by several
keyholders together. The number and list of keyholders is determined under the
established rules. The private key can only be activated if the previously agreed number
of keyholders are present. Keyholders receive physical and knowledge-based
keyshares (e.g. chip card and password) to activate the private key.

Actions of key management, including the generation of the key pair and the passwords,
the keeping and duplicating of the private key, and its use in the Key Application are
audited by the Auditor.

Voter identification

Identification of the Voter by the Collector is necessary for the preliminary check of the
right to vote, as well as for obtaining the list of the candidates of the electoral district. A
Voter can be identified by asking them to submit their personal identification code;
however, it is more expedient’ to request identification by an authentication tool.

The Collector supports a variety of authentication methods that the Voter can choose
from depending on the authentication credentials at his disposal. These credentials can
be simply knowledge-based (user name/password, PIN); however, stronger identification
security is ensured by a physical authentication token (e.g. chip card, SIM-card, etc.)
combined with a knowledge-based PIN.

Depending on the authentication method used at the elections, it might be pertinent to
involve the external Identification Service which either confirms the validity of the
authentication tool used (Validity Service) or asks the Voter for an authentication
credentials. The Voter Application and the Collection Service serve as mediators
between the Voter and the Identification Service in a suitable manner. As a result of the
process, the Collection Service learns the identity of the Voter.

Admissible authentication credentials and the corresponding Identification Services are
determined by the Organiser.

Signing of votes

The Voter signs the encrypted vote to ensure its authenticity and integrity. The personal
identity proven by the digital signature is the basis for taking the i-vote into account. This
means that the identity determined in the identification of the Voter is not taken into
account during the further handling of the digitally signed vote.

To give a digital signature, the Voter uses a signature tool which is a combination of the
physical (e.g. chip card, SIM card) and the knowledge-based (PIN) parts.

1 An electronic authentication tool is usually linked to a signature tool in the same data carrier (ID
card). In such a case, it is expedient to use the same data carrier for both purposes.
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The creation of a digital signature consists of the following:

e creating of a cryptographic signature with the private key contained in the
signature tool of the Voter — the Voter uses a relevant PIN-code for that. The
Voter Application checks the integrity of the signature created;

e oObtaining a validity confirmation that proves the validity of the certificate
corresponding to the private key used in creating the signature. The query for
and reply to validity confirmation can also include the message digest of the
signature created.

The manner in which the Voter Application and the Collection Service use the Signature
Service depends on the signature tool used. One part of the Signature Service — validity
confirmation service — must always be used.

As a result of the process, the Collection Service forms a digital signature containing the
Voter’s signature, his certificate, and the validity confirmation of the signature.

The signature tools used and the corresponding Signature Services are determined by
the Organiser on the basis of the legislation concerning digital signature.

Registration of votes

All the i-votes sent to the Collector must be registered. The Registration Service is an
independent party that registers and confirms every encrypted vote (message digest of
thereof) forwarded by the Collection Service, and produces a time-mark by adding time
value to it.

The Registration Service securely identifies all the queries by the Collector. After the end
of the voting, the Registration Service hands all the time-marks over to the Processor.
The Registration Service can be combined with a validity confirmation service used to
create a digital signature.

The Organiser chooses the provider of the Registration Service, keeping in mind that the
Service must meet the requirements for the provision of trust services within the
meaning of Chapter 3 of elDAS?.

Voting and vote verification

A Voter uses the Voter Application installed on their computer for voting. The Application
communicates with the Collection Service. The Collection Service makes use of the list
of voters, the list of candidates, and the list of electoral districts and polling stations. The
Collection Service may use the Identification Service to identify the Voter; the Collection
Service assists the Voter in digitally signing the encrypted vote by using an external
Signhature Service. The Collection Service registers the digitally signed vote at the
Registration Service. The Voter Application notifies the Voter of the successful recording
of the vote by issuing a relevant QR code.

2 Regulation (EU) No. 910/2014 of the European Parliament and of the Council of 23 July 2014 on
electronic identification and trust services for electronic transactions in the internal market, http://eur-
lex.europa.eu/legal-content/ET/TXT/?uri=CELEX:32014R0910


http://eur-lex.europa.eu/legal-content/ET/TXT/?uri=CELEX:32014R0910
http://eur-lex.europa.eu/legal-content/ET/TXT/?uri=CELEX:32014R0910
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To check the vote, the Voter uses the Verification Application downloaded to his smart
device. This application also communicates with the Collection Service. The Verification
Application receives data necessary for its work from the Voter Application by reading
the QR code with the help of the camera of the smart device. The Verification Application
notifies the Voter of his choice recorded in the Collection Service.
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Figure 4. Voting services and components

The Voter downloads the Voter Application from the web page managed by the
Organiser. The Verification Application can be installed on a smart device via the
relevant application store, and the installation instructions are also available on the web
page. The authenticity and integrity of the web page as well as the Voter Application and
the Individual Verification Application can be checked with the help of the data that the
Organiser has securely published.

Voting takes place in two stages: the identification and the voting stage.

In the identification stage, the Voter is identified, and voting options are sent to the
Voter. The following actions take place in this stage.

1. The Voter chooses a convenient authentication tool.

2. The Voter Application contacts the Collection Service using a secure data
communication protocol. The Voter is identified with the help of the authentication
tool chosen. The Collection Service uses the Identification Service if needed.

3. The Collection Service checks whether the Voter has already i-voted. If the
answer is positive, the Voter is notified, and he may nevertheless continue and
cast a new vote replacing the prior one.
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The Collection Service identifies eligibility of the Voter as well as his electoral
district. If the Voter does not have the right to vote, an error message is
displayed.

List of candidates standing in the electoral district of the Voter (or choices for the
referendum question) is sent by the Collection Service to the Voter Application.
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Figure 5. Identification of the Voter

The identification stage is followed by the voting stage, unless the Voter interrupts the
voting. The voting stage proceeds as follows.

1.

The Voter makes their choice among the candidates displayed. The Voter
Application encrypts voter's choice along with a random number with the help of
the public key.

The Voter signs his encrypted vote according to section 0 and sends it to the
Collection Service along with his certificate. The Collection Service checks for
existence of the Voter in the list of voters, and appends the vote with a validity
confirmation.

The encrypted and signed vote must be registered. For that, the Collection
Service uses a separate Registration Service or reuses the time-mark within the
validity confirmation if applicable.

The Collection Service notifies the Voter via the Voter Application that his vote
has been successfully received and recorded. A QR code is issued to the Voter,
that includes the random number used in the encryption, as well as the one-off
vote identifier generated by the Collection Service in the registration of the vote.

IDENTIFICATION

SERVICE
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Figure 6. Voting stage: dispatching the vote

In the verification phase, the Voter can make sure that his vote has integrally arrived
the i-ballot box of the Collector, by using a separate smart device. The smart device
must have a camera and Internet connection, and the Verification Application must be
installed into it configured with parameters and trust anchors necessary to carry out the
verification.

The arrival of the vote is checked as follows:

1. The Voter starts the Verification Application and scans the QR-code displayed by
the Voter Application.

2. The Individual Verification Application makes a query concerning the i-vote from
the Collecting Service by using the vote identifier contained in the QR-code to
identify the vote. The Collection Service returns the i-vote Together with the i-
vote, the Collecting Service sends the list of candidates options to the Voter.

3. The Verification Application checks the authenticity of the Collection Service, the
digital signature of the vote, and the time-mark therein received upon registration.

4. Knowing the random number used in the encryption of the vote, and the public
key, the Verification Application calculates a cryptogram for every candidate.

5. The Verification Application displays the number and/or the name of the
candidate whose calculated cryptogram corresponds to the cryptogram contained
in the i-vote.
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Figure 7. Vote verification

The arrival of the vote can be checked for a certain number of times for a limited period.
Limits are established by the Organiser.

After the end of the voting period, the Collector gathers the votes collected in the i-ballot
box into a set, and signs them digitally. The signed set of votes is forwarded to the
Processor. The technical logs created in the voting process are given to the Organiser
who may use the help of the Auditor to check them.

The provider of the Registration Service gives to the Processor all time-marks, attaching
a digital signature to them.

Processing of votes

The processing of votes takes place after the end of the voting period and before the
counting of votes. Stages of processing are performed by the Processor. Final stage —
mixing — may also be performed by a separate party: the Mixer. The Processor signs the
results of all stages. The processing of votes is carried out in an off-line environment.
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Figure 8. Stages of vote processing
The stages of processing are the following:
| stage: checking of the integrity of the i-ballot box

1. The Processor checks the digital signature of every individual vote, and the
existence of the time-mark therein in the information received from the
Registration Service.

2. The Processor checks the existence of all time-marks received from the
Registration Service in the set of votes.

The result of the stage is the votes of the i-ballot box for which matches are found in the
data set received from the Registration Service. At the end of this stage, digital
signatures may be removed from the votes, integrally preserving the connection between
the encrypted vote, the person who cast it, and the time of casting the vote.

Il stage: annulment of recurring i-votes

Recurring votes cast by the voter are removed, preserving only one, the last i-vote. At
the end of the stage, the time of giving the vote may be removed, preserving the
connection between the encrypted vote and the person who cast it.

In the event of parallel voting, a list of persons who have i-voted, sorted by polling
stations, is drawn up by the end of the stage, and it is sent to polling stations for
identification of double voting (i-vote and paper vote). On the basis of the double votes
identified, an annulment list is drawn up of persons whose i-vote is to be annulled. The
Organiser signs the list.
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lll stage: annulment of the i-votes of persons who cast double votes (only in the
event of parallel voting)

I-votes are removed from Voters whose name appears on the annulment list.

Unique personalised i-votes remain. Before they are counted, they must be anonymised,
preserving the connection between the vote and the electoral district.

IV stage: anonymisation of i-votes

1. The Processor groups i-votes by electoral districts.

2. The Processor removes personal data from i-votes.
The result of the stage is anonymous i-votes grouped by electoral districts (encrypted
votes).
In order for the counting of votes to be publicly verifiable, cryptographic mixing can be
used.

V stage (optional): mixing

The Processor (or the Mixer authorised therefor) mixes anonymous i-votes grouped by
electoral districts, using the Mixing Application. Mixing consists of random shuffling and
cryptographic re-encryption of votes. A precondition for using the latter technique is the
use of a homomorphic cryptosystem in the encrypting of votes. Mixing must be carried
out so that the decryption of both the input and the output would give the same result. As
a side-result of the process, a mix-proof is issued which can be used, with the help of the
Audit Application, to prove the correctness of the process.

Both mixed and unmixed votes may be sent to counting. If the Organiser wishes to prove
the correctness of the use of the private key in his or her possession in the counting
process, it is necessary to also go through the mixing stage.

Counting of votes

Votes are opened and counted with the help of the Key Application in an off-line
environment. Counting is organised by the Tallier together with the keyholders between
whom the private key has been distributed.

1. Both the list of candidates and the list of electoral districts are loaded into the Key
Application.

2. Anonymised (and mixed) votes are loaded into the Key Application.

3. To activate the private key, the keyholders use the keyshares distributed to them
in the course of the generation of the key pair.

4. Votes are decrypted. If, as a result of the decryption of the votes, it appears that
the candidate is not listed among the candidates standing as candidates in the
relevant electoral district, the vote is deemed invalid.

5. Eligible votes are summed by candidates and electoral districts. The counting
process also issues a zero-knowledge tally-proof®, which can be used to prove
the correctness of the opening of votes.

6. At the end of the process, the private key is deactivated.

3 To produce a proof, a specific homomorphic cryptosystem shall be used in the encrypting of votes.
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The Auditor monitors the process. The tally-proof allows to verify the mathematical
correctness of the process with the help of the Audit Application. If the votes that went to
counting were mixed, the correctness of the counting can also be verified publicly.

The Tallier signs the results of the counting digitally.

11) Security and auditing

The i-voting system described in this document ensures full compliance with the basic
requirements for elections and, in addition, is end-to end verifiable: the input and output
of all processes can be verified mathematically.

Upon application, the security of the system depends on the usage environment, the
quality of the information technology system, the correctness of following procedures,
etc.

Cryptographic security

In terms of cryptography, the i-voting system is exceptional as the majority of the security
characteristics of the votes collected in a voting must be preserved only until final
election results are announced, which generally is 30 days after the election day.
Thereafter the private key is exterminated, and the personalised and encrypted votes
become unusable.

At the same time, a theoretical risk remains that someone is able to copy personalised i-
votes from the system and attempts to guess the private key over time, by using
remarkable computer resources over a long period of time.

When choosing the crypto algorithm for encryption of votes and the length of the key, the
Organiser must take account of the abovementioned risk, and must rely on up-to-date
studies on the security of crypto algorithms.

When choosing the digital signature methods and tools, reliance on everyday practice is
sufficient, keeping in mind that the signature tools should be in use also in other
important spheres of life.

Compliance with basic requirements

The secrecy of voting is ensured with encryption of the vote by the Voter. An
asymmetric crypto algorithm is used, so that votes encrypted with the public key cannot
be decrypted with the same key. Adding a random number to the vote is directly
necessary to ensure the secrecy of the votes, in order that the cryptograms of the votes
cast for the same candidate were different.

For decryption, the private key is needed, but it cannot be used before the process of
counting of votes. The Tallier decrypts only anonymous votes, from which personal data
have been removed. To activate the private key, cooperation of several keyholders is
needed.

The system described supports repeated voting, i.e. the Voter can vote repeatedly, and
only the last cast vote is taken into account. Thus the time of the last cast vote
represents certain voting secret. For example, in the event of malevolent influencing of a
voter or an attempt to buy a vote, the persons who know the time of the last voting of the
Voter would have the possibility to check if such vote was taken into account in the
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counting. Therefore, the circle of persons who have contact with the personalised votes
(Collector, Processor, Auditor, Registration Service, Signature Service) must be
contained.

The correctness of voting (taking into account the right to vote, “one person — one
vote” principle) is ensured by personal identification of the Voter with the help of a secure
and widely used signing tool.

The independence of the Voter (safeguarding the free will) is ensured with the
possibility of repeated voting, i.e., a person who has voted under pressure can vote
again after becoming free of the pressure, by invalidating the earlier votes cast under
pressure. In addition, the Voter can vote at a polling station during advance voting, as a
result of which all i-votes cast by the Voter are annulled.

Verifiability

I-voting consists of several basic processes which are described in Chapter 7. The
processes can be verified by mathematically checking the concordance between the
input and output of the process. Depending on the party who carries out verification,
verification is:

a) individual — checking is carried out by the Voter,
b) delegated — checking is carried out by the Auditor,
c) public/universal — checking can be carried out by all who are interested.

The Voter can individually verify the arrival of his or her personal vote in the i-ballot box
of the Collector, and the registration of the vote at the Registration Service.

The Auditor can, by repeating the processes, verify all the processes of the Processor
and the Counter, with the exception of mixing and counting. For the latter, the Auditor
uses the special proof issued by these processes, and the Audit Application.

If the anonymised votes were additionally mixed before counting, it is possible to also
disclose the cryptograms that went to counting, and it is possible to verify the work of the
Tallier in a public manner by using the relevant auxiliary tools and data.

Auditing and observation

The Auditor is the party appointed by the Organiser who carries out process and data
audits to check the integrity of the system. On the same bases with the Auditor,
observers can also carry out similar checking procedures on a voluntary basis.

The Auditor and observers handle personalised encrypted votes, one component of
which is the time of casting the vote. It is possible for them to track the fact and time of
voting by the Voter. These data may not be copied or used for other purposes than audit
in an environment controlled by the Organiser.

Process audits are applied to acts that are connected with the private key. These acts
are carried out with the Key Application, with the exception of extermination of the
private key (rendering it unusable).
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Data audits are used to check the mutual concordance between the input and the output
of processes, and the integrity and authenticity of the data signed digitally in the course
of the processes. The main inputs and outputs of processes are the following:

The input of the Collector: lists of voters, electoral districts and polling stations,
the authentication and signature tools used, public key, and the parameters of
the crypto algorithm used,

The output of the Collector: votes collected into the i-ballot box;

The output of the Registration Service: time-marks issued to the Collector;

The outputs from the work stages of the Processor: checking of the integrity of
the i-ballot box, annulment of repeated votes, anonymisation of votes, mixing;
The output of the counting process: voting results.

In the course of data audit, the Auditor checks the integrity of the i-ballot box, and the
correctness of the annulment of repeated votes and of the anonymisation of votes, by
repeating the process with their tool that behaves in the same way as the Processing
Application.

To verify the mixing and counting, the Auditor uses the mixing or tallying proof, in
addition to the input and output. Mutual concordance between these data sets is
checked with the help of the Audit Application; the Auditor is responsible for ensuring the
reliability thereof.
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Monitoring media and social media, moderated by Ms Katharine Sarikakis,
Professor in political processes and political economic dimensions of media and
communications governance, University of Vienna, Austria

A. Introduction

One of the most problematic stages in the cycle of elections was found to be the media
campaign coverage (Norris 2014).

This working session focuses on the media and in particular social media in pre-electoral
times and asks: what might be the role of social media in these times; should EMBs be
interested in those; what is some of the scientific knowledge about social media and
elections in relation to enhancing and securing democratic environments; what might be
the connections between established i.e. traditional media and social media and
elections?

Starting with the role of established media helps us move to the discussion on social
media because:

a. a great deal of content circulated and re-distributed in social media derives from
established media

b. social media user-generated content engages with media content either in a
critical or positive manner to express political sentiments

c. the context within which social media are used and are permitted to function in
societies is partly similar to the context and conditions that underpin established
media.

d. Social media have not and will not — in the foreseeable future- replace
established media, they rather compliment the diet of communicative spaces and
information flows.

B. The role of (all) Media in pre-electoral periods

Historically, the role of the media in pre-electoral periods has ranged from ‘simply’
providing information about parties, candidates, political manifesta, the electoral process
to the very shaping of public opinion through active shaping of representations of parties.

Broadcast and print media are in a position and are tasked with the mission to provide
general information about the elections, provide access to representations of political
views, actively construct and frame social issues as addresses by candidates, provide
checks on the election system and the institutions surrounding the process and facilitate
the expression of Q&A on behalf of voters through journalism.

For electoral integrity purposes, Electoral Management Bodies (EMB) are engaged in
some form of media monitoring, either through systematic study of representation of
elections and the EMB and/or careful observation without study of the media coverage
or EMB and the election process.

This monitoring involves — or should involve- not only domestic but also international
media. The importance of such monitoring is to:

i. identify international media sentiments toward national elections;
ii. contextualise possible political pressures on domestic election processes;
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ii. acquire information about problems domestic media cannot report, in cases of
troubled political systems.

The media are relied upon for further information and functions and in particular to
identify issues related to electoral authorities; processes involving electoral management
bodies; and the degree of electoral integrity. These functions are neither exclusive nor
equally spread within the media institutions repertoire in the pre-electoral periods.
Although in theory the expectations from and moral obligations of the media and
journalism is to act as watchdogs on behalf of citizens by respecting the principles of
objectivity, neutrality and critical disposition to power, this is rather a set of principles that
may or may not correspond to the practice of media. The degree to which the media will
adhere to these standards and maintain the principles of quality journalism depends on:

a. The existence of independent and sustainable Public Service Media

b. The broader media landscape of the country and relations of dependency
between media, government, market actors

c. Media ownership patterns

d. The role of Media regulatory bodies

e. The role of Civil Society in holding media accountable

f. Freedom indices in the country, including press freedom and protection of
journalists

g. Development indices, including gender equality

The above points refer predominantly to the familiar landscapes of established
broadcast and print media. In the era of social media, which of these issues still hold true
and what changes?

C. Social Media and Elections

The advent of social media and their role in political change across many regions in the
world and especially in emerging and transitioning Democracies has stirred the interest
of researchers, political actors, citizens, journalists and regulatory bodies.

For a start, all above points with regard the context and role of media in pre-electoral
periods are also to be found in the context of social media. As far as the regulatory
regimes surrounding social media are concerned, briefly, there is little established i.e.
constitutional based protection of free speech for social media use, although, due to
recent and sustained crackdowns on such media the Council of Europe has insisted on
an adequate freedom campaign.

A core difference between a media landscape before the advent of social media and one
after, is that both information and exchange of opinion reached citizens at slower pace
and at a greater expense on resources i.e. time and financial resources. These two
major changes meant that over the course of the adaptation of social media in our
societies, political parties, governments and private companies are engaged also in a
struggle to attract and keep the attention of citizens who are engaged actively in social
media or who simply follow the flow of information and opinion.

It is important to not assume all social media are the same or similar, as their
technological design and social uses are being transformed continuously and by
competing populations: FB users are becoming older, former FB users are migrating to
new social media, Twitter users are predominantly interested in politics and to share
alternative view and sources of information, and so on.
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Media and social media firmly belong to electoral cycle as objects of observation and for
measuring electoral integrity, hence the debate about social media’s place and role in
elections has to be viewed systematically through the following issues, from the
perspective of a free citizenry and its right to unbiased and objective media campaign
coverage as well as exchange of opinion:

a. Free access to and use of social media

Recent cases of censorship and shut-downs of social media, persecution of citizens and
journalists for expressing views or distributing critical content in several countries has
been a worrying trend. Pre-electoral and post-electoral periods are especially vulnerable
stages or public debate and for information regarding electoral integrity.

b. Monitoring of views on political opinion by State authorities, when combined with loss
of privacy or punitive behaviour of authorities is a prohibitive factor to democratic
elections. The loss of privacy and hence of voters’ anonymity (with regard their likely
voting behaviour) endangers free expression, affecting elections integrity.

c. In terms of predicting election results on the basis of social media activity, research
tells us clearly that no conclusions can be drawn: prediction possibilities is rather
inconclusive and contested.

d. There is some suggestion that engaging citizens by political candidates in social
media may have an impact in preferential voting. The research derives largely from
established and non-fragile democracies.

e. There is an ongoing — an increasing- ‘struggle’ on behalf of political parties eager to
publicise their campaigns, by engaging citizens as micro-aggregators, in order to
influence public opinion

f. An important function of social media is its agenda setting function, which may
enhance established media agenda-setting or seek to undermine and promote an
alternative one. In a recent referendum, the exposure (passive or active engagement) to
social media coincided with the voting behaviour and final result. This needs to be seen
in conjunction with the lack of trust in established media discourses and campaign
coverage.

g. The question of trust in social media is an important one: citizens seem to refer to the
importance of reliability of sources on social media, rather than “trust” per se. This
means that a. citizens will engage with and will follow accounts and sources proven to
provide reliable information, either individual accounts or those of organisations, such as
Amnesty International and b. will intellectually connect reliability to established media
outlets (either negatively or positively).

Citizens are not only used as micro-aggregators of information. They are also
themselves active to influence political opinion and as information and other activists are
interested in and motivated to enlighten the public and raise issues that neither
politicians nor the media do.

h. Another issue is the use of technology to distort information flows and attract voters’
attention: so called ‘bombs” - twitter bombs and google bombs being the most recent
examples - are used to alter impression of receivers forcing their attention. Social media
companies actively intercept such activities, yet not before possibly thousands of users
are affected.
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i. Social media such as twitter and facebook are by definition international and real time
media. Their reach and feedback loop functions are based on an international ‘clock’,
meaning exchange of information and distribution takes place across borders, even
when not in dominant languages. Social media reach diasporas directly and
immediately, are translatable and translated, and they provide input from international
spheres to domestic in real time.

j- The social media offer the possibility for direct response tools for activism, corrective
action in cases of non transparent nominations of EMB and electoral Commission
officers; establishing fraud or irregularities during election i.e. voting period and so on.
They have been used in such manner in recent referenda.

Added to the issues above these questions emerge:

Should EMBs be engaged in systematic monitoring of social media? If yes, should they
monitor citizens’ debates and/or political campaigns?

Should EMB monitoring be focused on financial transparency only?

How can EMBs coordinate actions to regulate cross-border political campaigning? How
can regulation support consistency and adherence to national laws, given the difference
among countries?

What role should EMBs play in civic education in relation to social media? Furthermore,
should EMBSs be involved in the regulation of media and social media for civic education
and civic information for the strengthening of transparency and trust?

Should EMBs be engaged in social media communication with citizens?

In the process of monitoring and evaluating media and social media, what can be the
role of civil society and academia to support this process?

Should there be an enhanced collaboration between media regulatory authorities and
EMBs in order to ensure a pluralistic environment for campaigning, debate, political
participation and education?
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Concluding remarks

I. The discussion raised the issue that monitoring of social media and the role of social
media in pre-electoral periods are matters of concern for most EMBs.
Challenges reported were mainly focused on
a. transparency of the financing of political campaign
b. adherence of social media to laws regarding pre-electoral and election day
silence.

. Some EMBs reported they already engage systematically with monitoring social
media. It was felt that furthering the exchange of information and knowledge about ways
to do so is necessary and desired.

lll. The discussion pointed to the role of EMBs in enhancing and promoting participation
of citizens in the election process. It was argued that the presence of EMBs can
enhance civic education, participation and transparency.

IV. EMBs would require resources, from staff to know how and expertise in engaging
with social media.

V. Public speech issues were raised and the role of EMBs was discussed in its role to
take note of the increased hate speech observed in pre-electoral periods that can be
directed against candidates but also against social groups. The protection of the
freedom of expression was agreed that it is a paramount goal of institutions involved in
elections. Yet also pluralism is important and a safe environment for the expression of
opinion and debate.

VI. It was noted that enhanced collaboration between media regulatory bodies and
EMBs might be beneficial for the protection of elections integrity.
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THIRD PLENARY SESSION: NEW TECHNOLOGIES ON E-DAY AND DURING
COUNTING PHASES

Verifiability — a new concept challenging or contributing to existing election
paradigms? by Mr Robert Krimmer, Professor of e-Governance at Tallinn
University of Technology, Ragnar Nurkse School of Innovation and Governance,
Estonia

Abstract

In this presentation a short motivation is given why it is important to look into the latest
development around improving the security and transparency of electronic elections:
Verifiability. After this a short overview of the roots and the main applications in the area
of Internet voting is given. Finally some preliminary research questions are developed
that should guide our future research on this topic.

Keywords: Verifiability, E-Voting, New Voting Technologies, Internet Voting
— Please Check With Author Before Citation & Further Distribution —

1. Introduction

In the municipal elections on 7 May 1989 the former German Democratic Republic
(GDR) organized for the last time. While the electoral system in use didn’t follow full
democratic principles, but much rather were an administrative process where the goal of
a polling stations election administration was to have the highest possible voter turnout
and the highest approval rating for the unified party list. Actually, the voters also had no
real choice, they could take the ballot paper and put it into the ballot box. But there was
one way to make a real choice, by invalidating all candidates on the ballot paper. This
was making the rounds and the civil society wanted to show that they are not satisfied
with the ruling party by invalidating as many ballot papers as possible. Also, the voters
were allowed to stay in the polling station to conduct a domestic election observation
activity.

So they stayed and counted the number of invalidated votes. The election authorities,
however, didn’t report the correct number of invalidated votes (rather ameliorated
numbers), and the voters in turn went on the streets a month later in what was known as
the election fraud demonstrations. These demonstrations that proved how corrupt the
system was.
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Picture 1: Domestic Election Observation Effort During 7 May 1989 Municipal Elections
in the German Democratic Republic

Picture 2: Demonstrations Against Electoral Fraud in June 1989 in the German
Democratic Republic

This experience was a leading motive when the German Constitutional Court had to
assess the appeal of a citizen against the 2005 Bundstag elections finally in March of
20009. Its ruling came a bit surprising, but was of revolutionary nature: it ruled that voting
machines - without the possibility for the voters to count the votes without prior
knowledge (“laymen”) — were to be considered unconstitutional (and thereby demanded
that voter-verifiable paper audit trails would have to be introduced) and that ended the
story of e-voting in Germany (Federal Constitutional Court, 2009).

2. Verifiability

Elections are generally considered to be one of the essential elements of modern-day
democracy in order to establish “the rule by the people.” The procedures by which
elections are held have evolved considerably over time and differ depending largely on
the context in which they take place and the available technology. Over time, many
different methods have been used, including casting votes by shouting, a show of hands,
swords, stones, wax tablets, etc. Today, the predominant form of casting votes
worldwide in order to participate in elections is to fill out a paper ballot (see, also
Krimmer, 2012). Internationally accepted norms depicting the voting process such as the
Int. Covenant on Civil and Political Rights (United Nations, 1966) or the Copenhagen
Document (OSCE, 1990) are used to establish what constitutes a democratic election.
While these do not mention a preference for a particular form of casting a vote, it is clear
that they have been developed and written with the paper-based voting process in mind.
The evolution of more-sophisticated voting technology than the paper ballot has its roots
in the mid-19th century. This period saw the discussion of mechanical vote-casting
devices, which was followed by proposals for electrified voting machines for parliaments.

The US can be considered the forerunner in adopting various forms of mechanical and
electr(on)ic vote-casting and counting devices, including pull-lever machines, punch-card
systems, direct-recording evoting machines or ballot scanners (Jones and Simons,
2012). Their adoption flourished due to the decentralised nature of US election
administration and their decision-making processes (Harris, 1934).

All of these voting technologies have one inherent problem in common: The process
from casting votes to counting votes is pretty much unobservable, due to the need to
keep the voters’ choices secret as well as the problem that one cannot touch bits and
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bytes (Lenarci¢, 2010). Despite some critical voices (Saltman, 1975, 1988), these
technologies were nevertheless considered safe for a long time.

The US presidential elections of 2000, particularly in the state of Florida, changed this
picture considerably. In the close presidential race between George W. Bush and Al
Gore, the high failure rate of punch-card systems combined with the lack of a robust
legal framework led to problems in trying to determine the “original voter intent” and a
delayed determination of the election’s outcome. Not only did this lead to a decline in the
public’'s confidence in voting technology but also in the validity of calling the US the
“greatest democracy on Earth.” Contrary to expectations, the US invested even more
heavily in voting technology, believing that the source of the problem was the choice of
the wrong voting technology instead of a complete overhaul of the way the election
administration, legal framework, and voting technology interact. (Saltman, 2006)

This debacle, however, gave impetus to cryptographic researchers who since the early
1980s had been trying to realize fully e-voting processes (Chaum, 1981, 1982). With
computer systems, sharing of power is hard to realise. Early on, proposals included
functionalities to allow for the public to check whether the election administration
reported the results honestly and did not manipulate the elections. In paper-based
elections, this can be verified by recounting the ballots. In e-elections, recounting the
ballots does not necessarily result in greater confidence in the results, as long as the
system being utilized for the count does not use a programming system different from
the original tool. Hence, there was a need for a different method for checking the
election administrators and of verifying their honest reporting of election results. The
concept of verifiability by individual voters and the general public was born (Benaloh,
1987, Schoenmakers, 1998, 1999).

As one of the first, the Office for Democratic Institutions and Human Rights
(OSCE/ODIHR) took up this development and defined “verifiability on an individual basis
[... where] voters are provided with possibilities to verify that their vote was cast as
intended, stored as cast, and (ideally) counted as recorded.” On a universal (public)
level, a voting technology with verifiability “provide[s] means for an independent third
party to establish that the result of an election was reported honestly and without
manipulation through either manual or mathematical checks” (OSCE/ODIHR, 2013).

With the transformation of transactions in the private and public sector through the
general availability of the Internet in the 1990s, it seemed only a matter of time until
elections too would be held via the Internet. A real race had begun to see which country
would be the first to offer Internet voting (I-voting) to all its voters (Kubicek et al., 2002).
Despite promising initial efforts in the US (Gibson, 2001) and Germany (Otten, 2001), it
was Estonia that succeeded with a rather simple system in 2005 (Drechsler and Madise,
2004, Madise and Martens, 2006).

However, only a small number of countries followed suit to offer I-voting for first-order
elections, including the Netherlands, France, Switzerland, and Norway (Krimmer and
Kripp, 2009). Furthermore, most of the algorithms used were rather simplistic in their
design and did not offer any possibility for voters to verify their votes (Krimmer et al.,
2007).

The 2009 verdict of the German Constitutional Court changed the public view on e-
voting machines when the court decided that it must be possible for voters to ascertain
for themselves without “prior knowledge” that election results had been reported honestly
and that their votes had been entered in the results (Federal Constitutional Court, 2009).
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This led the project managers of the Norwegian I-voting project to look for solutions to
this problem, and during their procurement process, a verifiable I-voting protocol was
proposed by researchers from Estonia (Ansper et al., 2009). The Norwegian elections in
2011 can be considered the first use of verifiability in Europe.

In the same year as the first use of verifiability, an Estonian student managed to program
a Trojan horse that would cast a different vote than the one intended by the voter in the
2011 Riigikogu elections. He consequently filed a complaint, which was eventually
turned down by the Estonian Constitutional Court (OSCE/ODIHR, 2011). This incident
led to an electoral reform process where it was decided to introduce individual
verifiability for upcoming elections where I-voting is offered (Vinkel, 2012). It was first
used in the 20 October 2013 municipal elections in Estonia. Further, Switzerland has
also announced making the introduction of verifiability a requirement for elections with
full I-voting (Schweizer Bundesrat, 2013).

3. Some Questions to Put Forward in Regards to Verifiability

Thinking along the lines of the outline above regarding verifiability some questions come
into mind that can guide our future investigations on the topic:

1) What are the aims provided in the academic (mainly technical) literature for
introducing the concept of ‘verifiability’ to existing election processes, including I-voting,
and what purported use do the decision makers in practice plan to gain from introducing
this concept;

2) How does verifiability actually work in practice, and what would a generic process
model for individual and universal verifiability look like;

3) Does verifiability as a concept also have applicability for paper-based elections, i.e.
without Internet voting?

On the basis of the existing academic literature, one can put forth the following working
hypotheses which we will have to investigate further:

1) Verifiability is a new concept that enables voters on an individual level to verify
whether their votes were cast as they intended, recorded as cast, and counted as
recorded, as well as on a universal level that no manipulations occurred, and the results
were reported honestly.

2) Verifiability adds a new paradigm to the world of elections. It has the potential to add a
considerable level of control for the general public over the conduct of elections.

3) Verifiability has been invented and defined by cryptographic researchers and hence
needs to be translated into the reality of elections, i.e., define a legal framework for its
use, make it usable and understandable by voters so that it actually makes a difference,
etc.

4) In line with the general trend to provide more accountability to the public, future
elections will have to offer voters the potential to control the election administration.

Therefore, in the future verifiability will play an important part not only for election
administration of I-voting but also of paper-based elections.
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4. Summary

The concept of verifiability is currently our only answer towards trying to solve the
dilemma of enabling only eligible voters to cast votes via the Internet and still keeping
their votes secret.

In a world with ever increasing capabilities to capture and process information this
becomes increasingly difficult. It is therefore important to learn more about the
applicability of this new technical method and the possibility to apply it for both Internet
voting and existing paperbased voting methods.
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XV. International The use of ICTs in nationwide elections in Spain: data collection and
dissemination of preliminary results, by Ms Ana Cristina Lopez Lopez, Head of
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"The use of ICTs in nation wide elections in Spain:
data collection and dissemination of preliminary results "
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XVI.  Use of Electronic Voting Devices: An Overview of the Latin American Situation, by
Mr Carlos Navarro Fierro, Director for international studies and projects at the

National Electoral Institute of Mexico (INE)
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Common features:

> Geographical contiguity

» Historical and cultural background

> Language (except Brazil)

> Deep rooted socio-economic inequities

» Presidential form of government

> Restored or emerging democracies

> Multiparty systems

> Highly competitive elections

» Lack of confidence in politics and elections

Two broad categories:

Pessimisticapproach Optimisticapproach
» Lack of confidence in electoral » This is the era of ICT
institutions, proceedings and results » ICT options and solutions are
everywhere

» Distrust in electronic devices (digital . .
division) + » Voting and counting are no
exceptions

» lliteracy in rural areas - » Conducive conditions for infroducing

» Adverse conditions and low EVD and making the voting and
counlting processes easier. quicker.

prospects for infroducing EVD safer and more cost-effective.
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Use of Electronic

Voting Devices What's the evidence?

An Overview of the Latin American
Situation

What's the evidence®

» Two countries introduced electronic voting
machines (DRE) for binding elections in the
late 1990 °s: Brazil in 1996 and Venezuela in 199s.

» Since then, both have used them in every
single election that they have held.
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Maijor differences

Brazil Venezuela
» The Brazilian device: » The Venezuelan model:
- Designed and developed + Relies on products available in
according to requirements the market.

and specifications established

by the national EMB Since 2004, the DRE voting system

is able to produce a paper trail
- Introduced on a gradual
basis

Inzo012, the system integrated a
biometric device for
authentication of voters.

Maijor differences

Brazil

p The Brazilian device:

Designed and developed
according to requirements
and specifications established
by the national EMB

Introduced on a gradual
basis
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Maijor differences

Venezuela

» The Venezuelan model:

Relies on products available in
the market.

Since 2004, the DRE voting system
is able to produce a paper trail

In2012, the system integrated a
biometric device for
authentication of voters.

What's the evidence?

Paraguay

» Only other country in the region that has used electronic
voting devices at national level with binding effects:

during three electoral processes held between 2001 and
2006

» After new complaints and allegations came up, the
project was dropped in 2007.
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What's the evidence?

Peru
» New rising star in the regions” electronic voting horizon
p Following a similar path to the Brazilians:
- designed and developed their own DRE voting system
- included a paper trail like the Venezuelan one
b Introduction has been gradual, used for binding elections since 2011

> In the general elections held last Sunday, the DRE voting system
covered major areas in the capital city: nearly : out of 23 million
voters registered
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What's the evidence?

Ecuador

» Has also made intensive efforts to promote e-voting
alternatives

» In 2014, tested three different models with binding purposes
at designated local elections

» Despite high expectations for a more extensive usage in
the 2017 national elections, project has been postponed until
2019,

Federal States: Two interesting case studies:

Argentina
» Decentralized system

» No legal provisions or initiatives at national level.

p 23 provinces have the power to enact their own electoral laws and
proceedings.

» A few (starting with Buenos Aires in z2003) have adopted legal provisions
on the subject matter, and tested EVD.

» Most relevant case: the province of Salta. A very sui generis semi
electronic device has been used for binding elections since 2011.
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Federal States: Two interesting case studies:

Mexico

» New legal and institutional arrangements in distribution of electoral
powers between federation and the iz states has put on hold initiatives of
e- voting at state (local] level

» E.voting initiatives developed by six states. including three that have used
them with binding effects (Coahuila. Jalisco and Mexico City).

> All devices designed and developed in house, and provide paper trails.

» INE has also designed and developed its own DRE voting system:
however, no legal provisions for e-voting at national level

IEPC -

JALISco '™
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What's the evidence?

Mexico (two states for local elections, 2012 and
2015), and Panama (for national elections in 2014)

» have adopted remote i-voting with binding
effects only for OCV purposes.

» Figures for both voters registered and votes
cast have been somehow disappointing.

Use of Electronic
Voting Devices What does this tell us?

An Overview of the Latin
American Situation
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What does the evidence tell us?

p One of the main motivations for the introduction of e-voting
devices in the region is its potential for deterring fraud and
bolstering confidence in the elections

p The anecdotal evidence suggests that the confidence “issue” is
at the same time a driving force and an obstacle for the
introduction of e-voting.

» The success of failure of an initiative is highly contextual and
depends on different factors, but efforts displayed for building

confidence and political consensus play a critical role.

What does the evidence tell us»

> Some research has started to be done in the region examining to
what extent voters are familiar with e-voting devices. and what are
their perceptions or concerns in terms of the security and reliability of
those devices.

Mational Survey on E-Voting in Mexico (2014

Only 28% of the 1,400 surveyed knew what e-voting is
Only 20 of the total regarded e-voting as reliable, 52 did not.
s5% thowght that DRE devices in designated kiosks are more reliable than remote i-woting.

Only 15% preferred any other type of remote voting.

¥ ¥T¥r\r-

10% considered that e voting is less reliable than the actual manwal and paper based voting.
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Use of Electronic

Voting Devices Final Remarks

An Overview of the Latin
American Situation

Final remarks

» Feasibility is highly contextual

» Comprehensive and careful needs assessment: what

problems need to be solved and their level of priority

» In-house solutions relying on gradual approaches that
involve and build confidence among key stakeholders
seem to be the benchmark in the region

» Awareness of and committment to international
standards.
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Final remarks

p Systems that integrate paper audit trail can substantially
increase the confidence in e-voting.

» Impact of an e-voting seolution in the trustworthiness of

the electoral processes and its results are still open to
debate

» No evidence of increasing voter turnout

» No doubt, from a logistical and operational point of view,
an e-voting solution can greatly facilitates the
management of the voting and counting proceedings.
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XVII.  Brazilian 20-year experience on e-voting, by Mr José Antonio Dias Toffoli, Justice
of the Supreme Court of Brazil

Tribunal
Superior -
~ll Eleitoral Vo

BRAZILIAN 20-YEARS EXPERIENCE
IN E-VOTING

13th European Conference of Electoral Management Bodies

Bucharest, 15th April, 2016

“ Tribunal Superior Eleitoral

&

About the Brazilian Electoral Justice

regseredvorers  29LF L

Cities 5,570
Electoral Zones 3,038
Electoral Sections 451,877
Electronic Voting Machines 532,705
Political Parties 32

Staff for the Election 2,435,303
Az of 33/Mas/2013

Candidates 26,172

rfcmmalice —2014 Sccices Population 202,2768,562

*wwessseoov.eY  CCT/2014
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Electoral Court System

Created in 1932 (suspended Composition of the Electoral

between 37 and 45). Court System
. The Superior Electoral Court
Judiciary Branch (TSE)
o FUWCTIONS 27 Regional Electoral Courts
Administrative - Prepares (TRE)
and organizes elections.
Jurisdictional -  Election- 3,033 Electoral Zones
related judicial processes. (Electoral Judges)
Regulatory - Issues binding 451 501 polling Stations

instructions.
96,146 Polling Places

g 'I_'n_bungl Superior Eleitoral

About the Brazilian Electoral Justice

The Electoral System
- Majority-based election, with the possibility of two rounds for

President, Governors and Mayors, in cities with more than
200.000 inhabitants;

- Majority-based election for Senator (three representatives from
each State and from the Federal District), 81 (total);

- Proporticnal representation with open list for the Federal
Chamber of Deputies, the State Legislative Assemblies and the
City Councils. For the Federal Chamber, minimum of 8 and
maximum of 70 Deputies per state. 513 (total)
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History of Computerized Vote

¥ Computerization beganin 1986;
¥ About 70 million voters were registered into one single database;

¥ The work to implement the electronic voting system began in
1995;

¥ The IT committee, composed by TSE's technicians and consultants,
presented a prototype of an electronic voting machine.

Oj Trl_hu_nal Supermr Eleitoral

Parameters for the electronic voting
system:

Standardization

Compliance with Brazilian legislation
User-friendly process

Cost reduction

Durability

Security

Logistical Advantage

Autonomy

00 =~ T LA f L) R
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Implementation Premises

* The Electoral Justice is fully familiarized with the electronic
voting process;

* The electronic voting process is not limited to the electronic
voting machine;
* The national voting system depends on the:
— Constitution;
— Culture and history of the democratic process;
— Financial capacity;
— Legislation.

.;. Tribunal Superior Eleitoral

Implementation Premises
* Requirements of any voting system solution:

— To be complete: All possibilities must be identified and
worked out;

— Operate anywhere:

* Indigenous village;

* Large urban center;

— Serve everyone:
* Visually impaired;
* |lliterates;

* Elders, etc.
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Tribumal
.‘ Superior \/ote Counting — Elections 2014

Eleitoral

1% round — 100% of vote counting at
11h11mO1s on 6.0CT.2014

2™ round — 100% of vote counting at
00h17m08s on 27.0CT.2014

&0.47 BU's per second is the average speed during vote
counting.

OMaximum of 3,813 BU's per second.

OAt 8 p.m. on the election day, 93.9% of votes were
already counted.

Tribunal
Q. Superior Biometric Identification
Eleitoral

TEXPECTED BENEFITS

* Improvements in the voter identification process;
* Refinement of Electoral Registration process;
* Reduction of identification fraud.

TSCOPE

* Classification of cities by population, infrastructure,
distance from the capital, logistical feasibility, state
support, and others.
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Thank You
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New voting technologies, voting procedures (Working session Ill 1) Moderated by
Siri Dolven, Head of Election Section, Deputy Director at The Norwegian Ministry
of Local Government and Modernisation

The Norwegian ministry has the overall responsibility for election legislation in both
national and local elections. We own, develop and maintain the electronic system the
municipalities and counties use to conduct the elections. From the first of January this
year a new Election Directorate has taken over the responsibility for this system.

The topic for this working session is new voting technologies and voting procedures. As
we have heard earlier in this conference that the EMBs meet many different challenges
when the idea of new voting technologies are introduced. New voting technology can
lead to improvements in efficiency and quality, and could contribute to cost reduction.

As an introduction to this session | would like to share some of the challenges we meet
in Norway during the trials with internet voting in 2011 and 2013. | will also explain way
these trails were discontinued in 2014.

The idea of voting via the Internet was introduced in Norway when the ministry
established a working task group in 2004 to discuss future use of electronic voting in
Norway.

In 2008 it was decided to carry out a pilot with internet voting. The reasons for this trial
was that we wanted to increase accessibility for voters in general, but also for voters with
disabilities. We were motivated by expectations from new generations of voters.

The central conditions for the trials was that the voters trust in the elections and the
secrecy of the vote should not be compromised.

We hoped that it could increase turn-out, despite earlier research that showed that
electronic voting does not affect turnout in any way.

The Norwegian election law has a provision witch gives us the opportunity to try out
other ways to conduct elections than required by law, without making law amendments.

The election law will apply in trials, unless the special regulations states otherwise.

The trials in the local election in 2011 was carried out in 10 municipalities. In the national
election in 2013 12 municipalities took part in the trials.

The key premises in designing the e-vote system was:
* Voting from standard computers
» Use of existing authentication infrastructure (IDporten) in Norway.
* A government owned and operated system
* Full transparency of process and solution

In order to maintain the principle of the secrecy of the vote and other standards:

* The Electronic voting should only be a supplement
* Internet voting was only possible in the advance period,
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* A possibility for e-voters to vote again as many times as they wished (prevent
undue influence and coercion)

» A valid paper vote would always override any electronic vote

+ Identification and authentication solution (elD) based on a high level of security

» A technically safe and reliable system; it did not reveal any connection between
the voter and his/her vote

The Norwegian e-voting system was a complex system:

It generated mathematical proofs for correctness and integrity that were generated by
the counting process.

It was also checked and verified by a 3rd party.

Documentation as to how the system was constructed, how it worked, including detailed
specifications and architecture documents, was available to the general public on the
Ministry's website.

We had comprehensive research and evaluation projects both in 2011 and 2013

So, what was the learning points from the trials in Norway:
* It was a high level of trust in the technical solution
* It was popular with the voters, but it did not increase turn-out.
+ It was also difficult to inform the public about the security mechanisms.

Way was Internet voting possible in Norway?

The legislation for piloting different voting methods was in place, we also have a very
high trust in central election administration and elections in general.
There are a relatively low level of political conflict, or no history of electoral fraud.

We had the economical and academic resources to implement a secure Internet voting
solution.

About 98% of the population have access to Internet from home, and a lot of public
services are commonly available online.

There was heated political debate about the trials. Both times the majority in the
Parliament initially wanted to stop the trials mainly based on the principle of a secret
ballot and how to prevent undue influence. However, the Government wanted to try out
e-voting and convinced the majority to conduct the trials.

In 2014 the Ministry decided to discontinue the trials. The reason behind this decision is
that there has been political disagreement about the trials, and in Norway it is a goal to
have political consensus on how elections are conducted. The Government also wanted
to make sure that the voters’ high confidence in the Norwegian election process was
safeguarded. The lack of public knowledge of central security mechanisms was also an
argument behind this decision.

We do not use technology in the voting process in Norway now, but we still use
technology to conduct elections. The municipalities use the electronic administrative
system called EVA we have developed to conduct the elections, about 200
municipalities use the solution for scanning the ballots. All tabulation and reporting of
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results are done using EVA. We also had trials with electronic mark of in the electoral roll
in the last three elections. A few weeks ago we put a proposition before the Parliament
to amend the election act so the municipalities themselves can choose to use this in
future elections.

This was a short summarize of the Norwegian experience with new voting technology. It
would be interesting to hear about other experiences and challenges when new voting
technologies are discussed or introduced.

Questions:

What type of new voting technologies has the biggest potential for improving elections?
Voting machines?
Internet voting?
Voting technology for special groups? (citizens that live abroad...)
Administrative systems, scanning etc ?

What considerations should be made when considering to adopt new voting
technologies?

- Voters experience?

- Accessibility?

- Safety and trust

- Efficient conduct of elections

- Cost reduction?

Do you see any potential disadvantages in using technology from third parties (private
companies)

- Will that compromise safety and trust?

- How can we ensure openness and transparency when using private vendors??

- Who has de facto control over the conduct of elections?

In Norway we had a monopoly situation before the development of the electronic system
and the trials. As a consequence the systems were expensive to use for the
municipalities. We also experienced that the commercial system not always
implemented changes in the election law, and that crucial knowledge on how elections
were carried out was concentrated to a few persons in a private company.
- How can the election management bodies ensure that voters trust new voting
technologies?

How can the adaptation of new voting technology affect the legislation?
- Should the law adapt to the technology or should technology adapt to the law —
the laws are often passed without the use of new voting technologies in mind.

Certification of voting equipment - who should control and "approve" the systems and the
machines used for voting?
- How do one ensure trust and transparency?

Are there any potential problems in depending on technological expertise?
- Should the election management bodies recruit personnel with such skills? Or is
it ok to rely on consultants and collaboration with private companies?
- Do you have any experiences or advice on how to facilitate for a fruitful and
efficient collaboration between different disciplines? Such as IT, Cryptology, social
science and law.
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Technicalities of voting, Belgium case “Electronic voting with paper trail”, by Mr
David van Kerckhoven, IT Project Manager in the Elections Unit at the Directorate
General Institutions & Population of the Federal Public Service Home Affairs of

Belgium
g
Ibz " Federal Public Service e
Home Affairs

15 April 2018

Technicalities of voting,
Belgium case

David Van Kerckhoven

My name is David Van Kerckhoven and | work for the election department of the Belgian
Federal administration.

The purpose of this presentation is to give you a real example of an electronic voting
system, which is used in Belgium.
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» Agenda

* Time history

» Concept

* How to secure?
» Conclusion

| will talk shortly about the history and the evolution of the electronic voting in Belgium.
Thereafter I'll explain the concept of the Belgian voting system.

I'll say a few words about the security.

And finally there is a conclusion.
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» Time History
* 1991

-Experiment in 2 municipalities
+ 1994

-Introduction of an electronic voting system
+ 1999

-Extension
« 2012 and 2014

- Introduction of the new voting system
Smartmatic

* Next elections:
- 2018 and 2019

An experiment was already held in 2 municipalities in 1991.

But the first real introduction of the electronic voting was in 1994 and was extended in
1999.

This voting system was based on technologies, like a DOS-operating system, floppy
drives, etc.
We continued using this system for the next elections.

Since 2012 there is a new voting system, called Smartmatic. This was used during the
elections of 2012 and 2014.

The next elections will be held in 2018 and 2019, again with this voting system
Smartmatic.

In 2018 there will be municipal elections, the local elections, and in 2019 we will have 3
elections: the European, the federal and the regional elections.
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Presidents
Computer

How does a polling station look like in Belgium?
We have a president and his staff, seating at the president’s table.

In Belgium we have about 5 voting booths for each polling station and each voting booth
contains a voting computer.

So, how does this work? The voter enters the polling station and identifies himself to the
president. He gets an activated smartcard (it is like a chip card) and he goes to a voting
booth. There he can start the voting process on the voting computer with his smartcard.
After he has made his choice and confirmed his vote, he gets a printed paper trail with
his vote converted into a barcode and also into a clear text. When he has checked his
vote, he folds his ballot and leaves the voting booth. He goes to the ballot box where he
scans the barcode of his paper trail and he put his ballot in the ballot box. The scanned
vote will then be encrypted and stored on the USB-stick of the polling station.

If the voter has doubts about the content of his barcode, he can go first to a special
voting booth containing a bar code reader. There, he can scan himself the barcode of his
ballot. The content of the barcode will be shown on a screen so he can compare it with
the printed vote in clear text.
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» Concept: Collecting the results

15 Aprii 2016 5

What happens afterwards?
In Belgium we always vote on a Sunday, starting from 8 a.m. until mostly 3 p.m.

So after 3 p.m. the president closes the polling station and goes with the USB-sticks
containing all the votes to the main polling station of the canton. A canton in Belgium is a
group of municipalities.

There, the USB-stick will be checked and the votes will be transmitted to the central
authority, in this case the federal administration of Home Affairs. When we receive some
preliminary results from the cantons, we publish them immediately on our website.
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» How to secure?

IT security

Procedures

How can we secure the voting process?
Our security is based on 3 principles:

- IT security
- Alot of procedures
- And transparency

Transparency
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» How to secure: IT security

« |T Security Team <—=> Hackers

# Supplier

# Authority

# Counselling body
> College of Experts

* Technological evolutions

15 Aprll 2016 T

First point is the IT security.

Because of the fast technological evolutions, in each IT-project there is always a battle
between the security people on one side and the hackers on the other side.

At our side we have, of course, the security people of our suppliers and from the
administration itself.

But very important, we also have an independent counselling body. Before each
election, they will test and verify the software and they will give an advice to us if the
software can be used for elections.

And last but not least, in Belgium we have an independent college of experts. In Belgium
they play an important role. This college consists of the IT-specialists of the different
parliaments. During the last elections in 2014, they consisted of about 22 IT-specialists.
For each election, they do a full audit and write a report. Depending on this report, the
elections will be approved or disapproved.
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» How to secure: Procedures

* Protection

» Security zone
» Secure transport

* Preventing a battle

“A battle that you don’t need to fight is
always won!”

15 Aprii 2016 8

Our second point concerns the procedures.

If we can prevent the hackers get physical access to the software, there will be no battle!
Some examples:

When we prepare all the USB-sticks with the software for all the polling stations, we do it
in a secured area. This area is protected by access control, there are cameras to
supervise, there is a guard 24h a day, etc.

When the USB-sticks are done, (before they leave the secured area) they are put in a
sealed envelope and will be accompanied with a security guard on the transport to the
local authorities. The president of a polling station may only open the envelope on the
day of the elections and all the polling station staff must be present. The corresponding
password will arrive in a separate sealed envelope.
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» How to secure: Transparency

* Openness to citizens
»Website
» Helpdesk

* Publication software

* Improvement

> IT security < F
# Procedures '
= =
15 Agril 216 9

The 3rd point is about the transparency.

It is very important that we explain very well to the people how the system works, but
also how we work!

On our website we put a lot of documents describing and explaining the voting process.
For each election, we have a helpdesk to answer the questions of the people.

And very important! After each election we do a full publication of the source code of our
software.

So everyone can verify or ask a specialist to look at our software.

In addition of the confidence we earn, there is also a 2nd benéefit:
We can get feedback!

And with this feedback we can improve our system again about the security elements
and about our procedures.

So we can learn and do better each time.
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» Conclusion
» Electronic voting system since 1991
* New voting system since 2012

» 3 Security principles:
*|T Security

* Procedures

= Transparency

15 Agprill 2016 10

In Belgium we have hold experiments with electronic voting since 1991!
Since 2012, we use a new voting system, Smartmatic.
To keep the voting process secure, there are 3 principles:

IT security

Procedures
And Transparency
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Media Special event: 25 years of international election observation:

Observation of elections by the Congress of Local and Regional Authorities,
presentation by Mr Andreas Kiefer, Secretary General of the Congress of Local
and Regional Authorities, Council of Europe

Thank you for this opportunity to speak, in the framework of this conference, about the
observation of elections at the local and regional level. The 13th European Conference
of Electoral Management Bodies was the moment to share expert knowledge and
experiences of institutional representatives on new technologies. | appreciate that this
special event gives us the chance to highlight also the political dimension of electoral
activities in the Council of Europe.

The Parliamentary Assembly — for which you have carried out many important missions
— and the Congress of Local and Regional Authorities are the two political assemblies of
the Council of Europe, mandated by the Committee of the Ministers to observe elections
in their respective fields. Election observation by international organisations has become
widely accepted as key barometer of the democratic development of a country. In order
to protect Europe’s electoral heritage and to be ready for innovation, observers need to
be informed, independent and impartial. To ensure proper follow-up to the
recommendations drafted by the observers, their reports need to be accurate, fair and of
high quality. | will cover these aspects in more detail later.

As far as the Congress is concerned, our institutional responsibility includes the
observation grassroots’ elections as part of our mission to evaluate the situation of local
and regional democracy in Europe. Based on this specific mandate, we have organised
some hundred missions over the last 15 years — mainly in Council of Europe member
states and occasionally beyond, such as in the Palestinian territories in 2008.

As it is the case for many other activities, the Congress has been working in
complementary and good collaboration with other key actors in the electoral field,
notably the Parliamentary Assembly, the Council of Europe Venice Commission, the EU
Committee of the Regions and OSCE/ODIHR. The most recent example for this co-
operative character is the enlarged Congress’ mission to observe the local elections in
Ukraine on 25 October 2015. For the first time, 11 members of the Parliamentary
Assembly joined the Congress’ delegation, together with members of the EU Committee
of the Regions; - making it the largest ever observer delegation organised by the
Congress involving 57 observers from 25 countries.

In total, the Congress organised four electoral missions in 2015 — in the Autonomous
Territorial Unit of Gagausia (MOL), in the Republic of Moldova, in Albania and Ukraine.
On an average, the Congress is able to finance between three and five such mission per
year. The scope of our missions depends very much of the political context of the
respective vote and the interest expressed by a state in the deployment of a Congress’
delegation.

Congress’ observers are locally or regionally elected representatives from the 47
member countries of the Council of Europe. Many of them are experienced themselves
in the practical organisation of elections in their own municipalities. Thus election
observation at international level is a possibility for them to share experiences and
compare the different systems in use in Europe. This is a win-win-situation for both the
observer and the country in which elections are being held, an opportunity to look
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beyond one’s own nose and a chance to learn from each other. Once they are back in
their home country, the discussions with local and regional stakeholders and the
information collected on the spot are a source of inspiration for Congress’ members.

In order to ensure election observation on a democratic basis, the Congress has
established a set of rules for the composition of its delegations which refer to a balanced
representation of the different political groups, a fair geographical representation and
gender balance. Of course, in our specific case, we are striving also for a balanced
participation of members of both the Local Chamber and the Chamber of the Regions.
Normally, our delegations are composed of five up to 20 Congress’ members and two to
five members of the EU Committee of the Regions with whom we have signed a co-
operation agreement.

In 2010, the Congress made a major step forward in terms of systematisation of its
electoral activities and adopted a proper election observation strategy in its Resolution
306. Through Resolution 353, adopted in 2013, the way was paved towards a more
systematic follow-up to the recommendations. In October 2015, the revised Congress’
rules and procedures brought into focus targeted activities in the framework of the post-
electoral dialogue. During the Fact-finding Mission carried out from 24 to 26 February
2016 in Albania, the Congress, for the first time, engaged in such a post-electoral
dialogue, further to the local elections held in June 2015. This is a novelty in the field of
elections, complementing existing tools of the Congress to assess the situation of
grassroots’ democracy.

The progressive structuration of election observation in Congress’ reference texts went
together with a better organisation of its missions in the field. Over the last ten years, the
Congress has been achieving significant progress: it refined its methodology through
systematic political and legal briefings for the Congress’ observers and the continued
incorporation of international standards; it increased co-operation with strategic partners,
notably the Council of Europe Venice Commission and OSCE/ODIHR; and it
professionalised the whole observation process through collaboration with academics
and electoral experts who are supporting the Rapporteurs of the Congress with the
drafting of the reports and recommendations further to an election observation.

This is of particular importance in respect of our co-operation with the Council for
Democratic Elections of the Venice Commission and the implementation of its Code of
Good Practice in Electoral Matters. Reports and recommendations adopted by the
Congress systematically refer to such standards thus contributing to the coherence of
the Council of Europe related activities.

A concrete sign of the recognition of the efforts of the Congress to further fine-tune its
electoral activities was the election of the Dutch member of Congress, Jos Wienen, as
new Chair of the Council for Democratic Elections in March 2015, thus succeeding
Andreas Gross in this function. The Council being one of the well-established European
interfaces to discuss electoral matters, the current chairmanship enables the Congress
to foster co-operation, exchange of know-how between strategic partners and tackle
horizontal problems and new challenges.

Considering this mandate as a mission to look into the future, the Congress, in addition
to the country-specific observations and reports, has developed a strategy to better
address problems identified during electoral missions which are of broader relevance.
Such recurring horizontal issues include, in particular:
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- the accuracy and quality of voters’ lists;

- the professionalisation and de-politicisation of the electoral administration at all
levels;

- the situation of independent candidates;

- voting rights of internally displaced residing legally for a certain time in
municipalities away from their homes in local elections, and — in a similar but still
different sense for refugees and migrants residing legally,

as well as,

- the misuse of administrative resources during electoral campaigns.

With regard to the latter, only recently, the Venice Commission has adopted Guidelines
for Preventing and Responding to the Misuse of Administrative Resources during
Electoral Processes. This issue has been increasingly discussed during election
observations and remains very complex. It is of high importance at local and regional
level because of the closeness of such resources to potential beneficiaries. It is, of
course, also linked to the fight against corruption and the ability of voters to make
informed choices. Therefore, the Congress is currently preparing a report on misuse of
administrative resources and the role of local and regional elected representatives and
civil servants. It will be adopted at the 31st Congress Session in October this year and
constitutes, at the same time, a contribution to the Congress’ general theme in 2016 —
“Ethics and transparency at local and regional level”.

The recurring issue of quality of voters’ lists has been dealt with by the Congress in form
of a horizontal report adopted at the 28th Congress Session in March 2015. Also in this
case, concrete experiences during observation missions have made us aware of
potential electoral fraud related to voters who remain on electoral lists although residing
— de facto — abroad. From Congress’ perspective, a genuine link between a voter and
the municipality in which he (or she) casts the ballot at local level is crucial. This is
rooted in our conviction that local questions should be decided by the electorate actually
residing in a specific municipality. The Congress is committed to raise this issue with all
its interlocutors in order to achieve progress in this respect — and did it, for example,
during the Fact-finding Mission in Albania in February.

Against the background of the current refugees’ crisis, the Congress is also considering
to look more closely into the question of voting rights at local level of internally displaced
people, refugees and migrants. The situation of IDPs in Ukraine who were not allowed to
vote in the 2015 local elections, is a concrete example and underlines the degree of
urgency.

Let me now come back to important components of electoral observation processes and
according policies developed by the Congress:

- Firstly, | should like to talk about the experiences, skills and behaviour of
international election observers.

- Secondly, this is about the reports stemming from our observations and the
implementation of recommendations.

Access to up-dated country files, practical information and regular training are major
tools of the Congress to improve the performance of its observers in the field. Particular
emphasis is being placed on ethics while observing, in particular in respect of
impartiality, conflict of interest and non-acceptance of inappropriate gifts or invitations. A
new Congress’ Guide on observation of local and regional elections has been produced
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and it contains a list of “dos and don’ts” for observers. Thorough preparation prior to a
mission and systematic feedback after a mission, at post-electoral briefings and through
forms, are preconditions of successful observation of elections and constitute the basis
of high-quality reports and meaningful recommendations to member states.

As | said, the Congress attaches great attention to the follow-up of its election
observation missions and to the implementation of recommendations emerging from
such observations. As a consequence, and in complementarity to the political monitoring
process of the European Charter of Local Self-Government, it has introduced a
procedure to open a post-electoral dialogue. In co-operation with state authorities,
political forces, national associations of local and regional self-government and other
relevant stakeholders, the Congress highlights specific issues detected during election
observations and offers support to work on suitable solutions. This will also be ensured
by the continued participation of the Congress in post-electoral conferences organised
by the Directorate General of Democracy of the Council of Europe.

All in all, we can acknowledge that many member states have made considerable
progress over the last years to ensure free and fair electoral processes. The
professionalisation of the electoral administration and the drafting of electoral laws in line
with international standards are major achievements in this respect. However, there is
still room for improvement in respect of key elements of the process, notably the further
de-politicisation of the administration and the elimination of inconsistencies in the
legislation.

Moreover, media freedom is a key condition of fair and free elections. During many
missions, the Congress has observed that the role of media to inform citizens is being
challenged by oligarch structures and insufficient legislation on transparency of media
ownership. This is a threat to independent journalism and deprives voters of their right to
make an informed choice based, not least, on unbiased media content.

Criteria to stand in elections and, in particular, the possibility of independent candidates
to compete in electoral processes are also crucial. At local level, this entails a fair
representation of communities and should allow candidates to run in elections without
the political and financial support of the political establishment.

The question of financing of electoral campaigns and political parties has been covered
by the Venice Commission through the Code of Good Practice in the field of Political
Parties. However, the implementation of standards on financial reporting is in many
countries still very poor. It also intersects with other issues already mentioned — notably
the misuse of administrative resources in electoral processes.

In many countries the progress achieved in electoral matters is also a consequence of
regular observation of elections at all levels of government. This can be a source of
pride for us and remains, at the same time, our duty and mission. The Congress, in co-
operation with our strategic partners, is committed to continue supporting those countries
who are interested in welcoming international observer delegations on their territory. It is
our duty to prepare our observers in the best possible way. It is our mission to draft,
based on concrete observations, meaningful recommendations which can contribute to
the consolidation of electoral processes on the path towards genuine democracy at local
and regional level.
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Report by Andreas Gross, Political Scientist, former member of the Swiss
Parliament and of the Parliamentary Assembly of the Council of Europe, Election
Expert of the Venice Commission of the Council of Europe

In my introduction | stressed the special opportunity this event represents to the
representatives of the EMB’s, because for the first time they are invited to share their
observations about the work of the election observers with colleagues and people who
do and did observation missions since many years.

But in order to come immediately to the conclusion of this special event: This oportunity
was missed; this observation mission of the observer failed. We did not manage to come
to a real debate. Most probably because among the 17 countries where the PACE
observed elections in the recent years (10 under the Monitoring Process, 4 partners of
Democracy, 3 under post-monitoring) only 4 countries under the Monitoring Process
were present at the conference in Bucharest (AZ, AR, UA, Georgia) , only 2 of the four
partners (Kyrgyzstan, Tunisia) and 2 of the three under post-monitoring (Bulgaria,
Turkey). From these nevertheless 8 countries only the representative of Bulgarian made
use of this opportunity; but his intervention was a questions based on a
misunderstanding of a introductory remark which could be easily settled.
Representatives of the other 21 countries showed not very much interest to reflect on the
work of the observation missions they only knew from past times. So in order to get
feedbacks from the observed countries we have to address the directly. The good idea
to try to do this at this conference failed.

In my introduction | underlined the fact, that elections are long term processes, which
can not be evaluated looking the electoral weekends only. As a consequence | stressed
that the short term PACE-observers, although they often have deep insights over some
time because they discuss most of the countries they observe in the Monitoring
Committee, are only able to realise their observations in their partnership with the
Osze/Odhir-colleagues who are often two months in the country.

Andreas Kiefer, the Secretary General of the Conress of local and regional authorities,
described the Congress’ representatives’ concept in their observation missions of local
elections. They follow the same standards as the Osce/Odhir. 2015 missions lead them
to Moldowa, Georgia, Albania and Ukraine — latter in a special cooperation with the
PACE. 2016 an observation mission is foreseen in Voyvodina, the Hungarian speeking
region of Serbia.

Mr. Kiefer stressed how useful it is when people who face elections at home themselves
observe other elections. Their seriousness cannot be put into doubt.

Problems the Congress’ observers face, are similar to the ones of all observers: The
quality of the voter’s list, the role of the voters residing abroad, the publication of the
addresses of the ballot stations, the independence of the ballot station authorities, the
access of media, the process of candidate’s selection, the voting rights of IDP’s, the right
to vote for refugees, the misuse of administrative resources.

Mr.Kiefer underlined that the Congress wants to assist the observed countries and trys
to be helpful in order to improve the quality of the elections.

In the discussion the representative of Croatia stressed how important he thinks the
presence of international observers is for the citizens in the country. They feel not only
honoured by the observers but also supported to have free and fair elections.
Concerning the recommendations of the missions he stressed that they often touch
issues for which the Electoral Management Bodies are not competent and which requie
legal actions. | answered that we are often aware of this and do address the legislators
improve the electoral laws. And as a legislator | underlined, that the concerned political
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affairs committee in Switzerland also got such recommendations of the Odhir electoral
observers of the Swiss elections; but the majority of the Parliamentarians were not ready
to live up to them and revise the laws in the sense of the Odhir-recommendations.

In a other contribution to the debate a colleague stressed the sensibility of the
conclusions of the observers for the authorities concerned and how difficult it sometimes
is to write them under such a pressure without closing the doors to the authorities which
would prevent any improvements to be considered.

| concluded the special event by saying that we could not address those we wanted to
invite for comments and that we have to try this in a other way. The people present
agreed and encouraged us to do so.
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Synopsis

The Venice Commission of the Council of Europe organised in co-operation with the
Permanent Electoral Authority of Romania the thirteenth European Conference of
Electoral Management Bodies in Bucharest, Romania, on 14-15 April 2016.

The topic of the Conference was “New technologies in elections: public trust and
challenges for electoral management bodies”. The participants debated more
specifically on three main issues:

- Legal framework of new technologies in elections: implementing international
principles;

- New technologies applied to the pre-electoral period; and

- New technologies on E-Day and during counting phases.

Ms Ana Maria Patru, President of the Permanent Electoral Authority of Romania,
Ms Elena-Simina Tanasescu, Counsellor of the President of Romania, Mr loan Dragos
Tudorache, Head of the Prime Minister's Chancellery on behalf of the Prime Minister,
opened the Conference, followed by Mr Thomas Markert, Director, Secretary of the
Venice Commission of the Council of Europe.

160 participants attended the Conference. The participants came from national electoral
management bodies and other bodies involved in the electoral field from 23 European
countries and 9 other countries. In total, 32 countries participated in the Conference.

The European External Action Service (EEAS) and the Election Observation and
Democratic Support (EODS) of the European Union also participated in the Conference.
The Organisation for Security and Co-operation in Europe/Office for Democratic
Institutions and Human Rights (OSCE/ODIHR), the International Foundation for Electoral
Systems (IFES), the International Institute for Democracy and Electoral Assistance
(International IDEA), the International Organisation of La Francophonie (OIF), the
Association of European Election Officials (ACEEEO), the Network of Francophone
Electoral Skills (RECEF) and several other institutions active in the electoral field also
took part in the Conference.

Representatives of the Venice Commission, the Parliamentary Assembly, the Congress
of Local and Regional Authorities also contributed to the Conference.

The conclusions of the Conference are appended to this synopsis.
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10.

11.

12.

13.

14.

The Conference

Took note of the conclusions of the first Electoral Expert Debates “Electoral Law
and New Technologies: Legal Challenges” held in Bucharest on 12-13 April 2016
and encouraged further editions of the Electoral Expert Debates;

Took note of the Research Project “Improving electoral management: the
organisational determinants of electoral integrity” presented by the University of
East Anglia, United Kingdom; endorsed the project to undertake a survey of
electoral management bodies’ personnel in Europe; encouraged electoral
management bodies to nominate a survey facilitator and to complete the survey;
agreed to follow up the survey at a next European Conference of Electoral
Management Bodies;

Recalled the conclusions adopted by the ninth European Conference of Electoral
Management Bodies devoted to “Innovative solutions for elections”, held in Tallinn
on 4-5 June 2012;

Commended the review and the forthcoming publication of a report on 25 years of
international election observation;

Recalled the relevance of existing international standards for democratic elections
and their applicability to new technologies in elections;

Underlined in particular the importance of Recommendation Rec(2004)11 of the
Council of Europe’s Committee of Ministers to member states on legal, operational
and technical standards for e-voting;

Commended the on-going update of this Recommendation;

Recalled the Council of Europe’s Parliamentary Assembly Resolution 1653(2009)
on electronic democracy;

Acknowledged the potential of new technologies for improving public trust in and
efficiency of electoral processes, inter alia to enhance turnout, including of
vulnerable groups;

Noted that this potential can only be realised if adequate conditions are in place in
terms of legal framework as well as of capacities of electoral management bodies,
and if introduced and implemented with full transparency and as part of a gradual
and comprehensive approach;

Noted the wide range of existing voting methods and recognised the right of
countries to choose traditional means of voting or e-voting technologies, starting
where appropriate with pilot projects;

Underlined the necessity of ensuring the integrity of the whole electoral process
when new technologies are used,;

Stressed that the use of new technologies should not undermine the secrecy of the
vote;

Underlined the importance of balancing transparency of electoral processes and
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protection of personal data therein;

Recommended in this respect to ensure the compatibility of e-enabled elections
with the Council of Europe’s Convention No.108 for the Protection of Individuals
with regard to Automatic Processing of Personal Data;

Stressed the importance of the possibility for voters to review the use of their
personal data for electoral purposes, especially regarding voters’ lists;

Took note of the importance of the proper use of new technologies in maintaining
the accuracy of voters’ lists and registers;

Pointed out that the electoral management bodies’ choice of new technologies
should be guided by the needs of the electoral process and not by the interest of
technology providers;

Pointed out the importance for electoral management bodies to gain proper
expertise in directing and supervising the use of new technologies during electoral
processes, including through building up capacity and appropriate training
programmes;

Recommended raising awareness of voters regarding the use of new technologies
in elections, including through civic education and public outreach programmes;

Pointed to the issue of verifiability of the vote if electronic voting is used and the
importance of providing effective means of verification whilst conducting e-enabled
elections;

Noted that electronic voting poses a challenge to traditional methods of election
observation and underlined the need to ensure the effectiveness of domestic and
international election observation where electronic voting is used;

Recognised the importance of identifying and promoting new initiatives facilitating
voter registration, voting procedures and an increased voting turnout for voting
abroad where applicable;

Underlined the importance of secure procedures when using new technologies in
elections;

Recognised the inherent cost for ensuring security in elections when using new
technologies and the necessity to proceed to risk assessment before introducing
such technologies;

Encouraged exchange of information on good practice concerning the use of new
technologies.

The date and venue of the fourteenth European Conference of Election Management
Bodies will be confirmed at a later stage.
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Carnet de bord

La Commission de Venise du Conseil de 'Europe a organisé, en coopération avec
I'Autorité électorale permanente de Roumanie, la treiziéme Conférence européenne des
administrations électorales a Bucarest, en Roumanie, les 14 et 15 avril 2016.

Le theme de la Conférence était « Elections et nouvelles technologies : confiance
du public et défis a relever par les administrations électorales ». Les participants
ont plus spécifiqguement débattu de trois themes :

- le cadre juridique des nouvelles technologies appliquées aux élections : la mise
en ceuvre des principes internationaux ;

- les nouvelles technologies appliquées a la période préélectorale ; et

- les nouvelles technologies le jour du scrutin et durant les phases de
dépouillement.

Mme Ana Maria Patru, Présidente de I'Autorité électorale permanente de Roumanie,
Mme Elena-Simina Tanasescu, Conseillere du Président de la Roumanie, et M. loan
Dragos Tudorache, Chef de la Chancellerie du Premier ministre, au nom du Premier
ministre, ont ouvert la Conférence, suivis par M. Thomas Markert, Directeur, Secrétaire
de la Commission de Venise du Conseil de I'Europe.

160 participants ont participé a la Conférence. Les participants provenaient
d’administrations électorales nationales et d’autres institutions impliquées dans le
domaine électoral de 23 pays européens et de 9 autres pays. Au total, 32 pays ont
participé a la Conférence.

Le Service européen d’action extérieure (EEAS) et le Service d’'observation électorale et
de soutien démocratique (EODS) de I'Union européenne ont également participé a la
conférence. L’Organisation pour la sécurité et la coopération en Europe/Bureau des
institutions démocratiques et des droits de 'Homme (OSCE/BIDDH), la Fondation
internationale pour les systemes électoraux (IFES), lInstitut international pour la
démocratie et l'assistance électorale (International IDEA), I'Organisation internationale
de la Francophonie (OIF), I'Association des administrateurs européens d’élections
(ACEEEO), le Réseau des compétences électorales francophones (RECEF) et plusieurs
autres institutions actives dans le domaine électoral ont aussi pris part a la Conférence.

Des représentants de la Commission de Venise, de 'Assemblée parlementaire et du
Congrés des pouvoirs locaux et régionaux ont également contribué a la Conférence.

Les conclusions de la Conférence sont annexées a ce carnet de bord.
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La Conférence

A pris note des conclusions des premiers entretiens de '« Expert électoral »
intitulés « Droit électoral et nouvelles technologies : défis juridiques », tenus a
Bucarest les 12 et 13 avril 2016 et a encouragé la tenue d’autres éditions des
entretiens de I'« Expert électoral » ;

A pris note du projet de recherche « Améliorer le management électoral : les
déterminants organisationnels de l'intégrité électorale » présenté par I'Université
d’East Anglia, Royaume-Uni ; a avalisé I'enquéte menée par le projet auprés du
personnel des administrations électorales européennes; a encouragé les
administrations électorales a nommer un facilitateur et a répondre a I'enquéte ; a
convenu d’assurer un suivi de I'enquéte a I'occasion d’'une prochaine Conférence
européenne des administrations électorales ;

A rappelé les conclusions adoptées par la neuviéme Conférence européenne des
administrations électorales dédiée aux « Solutions innovatrices dans les
élections », qui s’est tenue a Tallinn les 4 et 5 juin 2012 ;

A salué la prochaine publication d'un rapport sur 25ans dobservation
internationale des élections ;

A rappelé la pertinence des standards internationaux existants pour des élections
démocratiques et leur applicabilité aux nouvelles technologies dans les élections ;

A souligné en particulier I'importance de la Recommandation Rec(2004)11 du
Comité des Ministres du Conseil de 'Europe aux Etats membres sur les normes
juridiques, opérationnelles et techniques relatives au vote électronique ;

A salué la mise a jour en cours de cette Recommandation ;

A rappelé la Résolution de I'Assemblée parlementaire du Conseil de I'Europe
1653(2009) sur la démocratie électronique ;

A reconnu le potentiel des nouvelles technologies pour améliorer la confiance du
public dans les processus électoraux et I'efficacité de ces derniers, notamment afin
d’'améliorer la participation électorale, y compris de groupes vulnérables ;

A noté que ce potentiel ne peut se réaliser que si des conditions adéquates sont
mises en place a la fois en termes de cadre juridique et de capacité des
administrations électorales, et que si ces conditions sont mises en ceuvre en toute
transparence et comme élément d’une approche graduelle et exhaustive ;

A noté le large éventail de méthodes de vote existantes et a reconnu le droit des
pays de choisir des méthodes de vote soit traditionnelles, soit par vote électronique,
en commencant, lorsque cela est appropri€, par des projets pilotes ;

A souligné la nécessité d’assurer l'intégrité de 'ensemble du processus électoral
lorsque de nouvelles technologies sont utilisées ;

A souligné que l'usage de nouvelles technologies ne devrait pas remettre en cause
le secret du vote ;
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A insisté sur limportance d'un équilibre entre transparence des processus
électoraux et protection des données a caractére personnel ;

A recommandé a ce titre que soit assurée la compatibilité des élections tenues par
voie électroniques avec la Convention n°108 du Conseil de I'Europe pour la
protection des personnes a I'égard du traitement automatisé des données a
caractere personnel ;

A insisté sur 'importance pour les électeurs de pouvoir contréler 'usage de leurs

données a caractére personnel a des fins électorales, en particulier en ce qui
concerne les listes électorales ;

A pris note de l'importance d'un usage approprié des nouvelles technologies dans
la tenue a jour et I'exactitude des listes et registres électoraux ;

A indiqué que le choix de nouvelles technologies par les administrations électorales
devrait étre guidé par les besoins identifiés dans les processus électoraux et non
par les intéréts des fournisseurs de technologie ;

A indigué l'importance pour les administrations électorales d’acquérir une expertise
appropriée dans l'usage et la surveillance de l'usage de nouvelles technologies
dans les processus électoraux, y compris en renforgant leurs capacités et par des
programmes de formation appropriés ;

A recommandé la sensibilisation des électeurs a 'usage de nouvelles technologies
dans les élections, y compris par des programmes d’éducation civique et de
sensibilisation du public ;

A souligné la question de la vérifiabilité du vote si le vote électronique est utilisé et
limportance de fournir des moyens de vérification efficaces lors de la conduite
d’élections par voie électronique ;

A noté que le vote électronigue pose un défi aux méthodes traditionnelles
d’observation électorale et a souligné le besoin d’assurer I'efficacité de I'observation
nationale et internationale des élections lorsque le vote électronique est utilisé ;

A reconnu I'importance d’identifier et de promouvoir de nouvelles initiatives facilitant
I'enregistrement des électeurs, les procédures de vote et une participation accrue
pour le vote a I'étranger, lorsque celui-ci s’applique ;

A souligné limportance de procédures sécurisées lors de l'usage de nouvelles
technologies dans les élections ;

A reconnu le codt inhérent a la garantie de la sécurité d’élections faisant usage de
nouvelles technologies et la nécessité de procéder a une évaluation du risque avant
l'introduction de telles technologies ;

A encouragé I'échange d’informations sur les bonnes pratiques concernant 'usage
de nouvelles technologies.

La date et le lieu de la quatorzieme Conférence européenne des administrations
électorales seront confirmés a un stade ultérieur.
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CUHOMNCcuc

BeHeumaHckast komucenss Coseta EBponbl B coTpygHudecTee ¢ [oCTOSHHBIM OpraHom
PyMblHUM no opraHu3aumm BbiGopoB npoBena 13-t0 EBponenckyto KoHdepeHuuto
opraHoB no opraHunsauun BeidopoB B byxapecte, PymbiHus, 14-15 anpensa 2016 roga.
Tema KoHepeHuunn Gbina cregytoLlen: "HoBble TEXHONOMMN B OpraHM3aummM BblOOpPOB:
obwecTtBeHHOe AoBepue K npobrnembl, CTosAWMe nepes opraHamm no opraHu3aumm
BbIGOPOB". YUacTHMKM 06Ccyaunmu Tpm OCHOBHbIX BONpoca:

- lopugudeckme paMKM  UCMONb30OBaHWS HOBbLIX TEXHOMOrMM Ha Bblbopax:

cobntogeHe MexayHapoaHbIX NPUHLMMOB;

- HOBbl€ TEXHOMNOrMK, NPUMEHSIEMbIE Ha NpeaBbIOOPHOM aTane; n

- HOBble TEXHOMNOMMM B AeHb BbIGOPOB 1 BO BpeMs nogcyeTa rornocos.

Ha oTKkpbITUM KOHMpepeHuun BbICTYNMAM r-xa AHHa Mapua [aTpy, npencenatens
MocTtosiHHOrO opraHa PymblHMM no opraHu3auumn BbibopoB, r-xa EneHa-CumuHa
TaHazecky, coBeTHUK [lpe3sngeHta PymbliHuMK, r-H WoaH [parow Tygopaka,
pykoBoauTesb kaHuensapuu MNpembep-MUHUCTPa OT UMeHN [peMbep-MUHUCTPA, a Takke
r-H Tomac MapkepT, anpekTtop, Cekpetapb BeHeumaHckon komuccum CoeTta EBponbl.

B koHdepeHuun npuHanm ydyactne 160 yvyactHnkoB. OHM npeacTaBnsaiv HauuoHarbHble
opraHbl MO OpraHusauuMmM BbIOOPOB M ApyrMe opraHbl, y4acTByHLIME B npouecce
BblOOpOB, N3 23 eBponNencknx u 9 HeeBpoOMenckMx ctpaH. B uenom, B KoHdepeHumn
NPUHANN y4acTtne 32 CTpaHsbl.

B koHdepeHumn yyacTBOBanu Takke EBponenckas cnyxba BHewHux ceasen (EEAS) n
OpraHusaums no HabnogeHno 3a Bbibopamn 1 geMmokpatudeckon nogaepxke (EODS)
EBponenckoro cotsa. B koHdepeHuun npuHanum Takke ydactme OpraHusauus no
BGe3onacHoCTu K coTpyaHudecTsy B EBpone — Bropo nNo AeMOKpaTUYECKUM UHCTUTYTaM U
npasam 4venoseka (OBCE/BOUIMY), MexayHapoaHbin hoHA M3bupaTenbHbIX CUCTEM
(IFES), MexagyHapodHbll  MHCTUTYT  AeMoKpaTum U1 cogenctesums  Bblbopam
(MexgyHapogHbin IDEA), MexayHapogHasi opraHusaumsi paHKoroBopsLWmMX CTpaH
(OIF), Accoumaums opraHunsatopoB Bbibopos ctpaH EBponbl (AOBCE/ACEEEOQ), ( CeTb
pecypcoB B obnactu BbibopoB Ha dpaHuy3ckom 4asbike (RECEF) u psg gpyrux
opraHusaummn, gencTeyroLmx B cpepe BLIOOPOB.

Ceow Bknag B KOHEPEHUMIO BHECIN Takke npeactaBuTeny BeHeunaHckom kommuccun,
MapnameHTcko accambnen, KoHrpecca MecCTHbIX U pervoHarnbHbiX Bnacten CoeeTta
EBponbl.

K oaHHomy TekcTy npunaraetcsa Mtorobin JokyMeHT KoHdepeHunn.

NTOrOBbI OOKYMEHT
KoHpepeHuus

3. MNpuHana K cBeOeHW0 WUTOrM NepBbIX AUCKYCCUMIM 3KCMepToB NO Bbibopam
"M3bupaTtenbHoe MpaBo W HOBbLIE TEXHONOMMK: Npobrembl B obnactu npaeBa u
npaBoNpuMMeHUTENBHOW MpakTukn ", coctosBwmnxca B byxapecte 12-13 anpens
2016 roga, 1 npussana NpoBOAMTb HOBbIE ANCKYCCUMN SKCNEPTOB NO Bbibopam;

4. MpuHana K cBegeHuio uccregoBaTenbckui npoekt "CoBepLueHCTBOBaHME
opraHusaumm BbIOOPOB: OpraHU3aunoHHble akTopbl obecrnevyeHns 4YecTHOCTU
BbIOOPOB", npeacTaBneHHbln YHuBepcutetom KOxHon Axrnun, CoeanHeHHoe



CDL-EL(2016)001-bil - 160 -

KoponeBcTBO; nogaepxarna MnpoekT Mno npoBedeHWo onpoca cpeau COTPYOHWKOB
opraHoB Mo opraHu3auun Bbl6opoB B EBpone; npussana opraHbl Mo opraHusauum
BbIOOPOB Ha3HauYUTb KOOPOAWHATOPOB oOnpoca W MNpPOBECTM [AaHHbI  Onpoc;
cornacunacb nogBecTu UTOrK onpoca Ha crneayrolwen EBponenckon KoHepeHuuu
OpraHoB No opraHu3auuy BbI6OpOB;

5. HanomHuna o utorax, NpuHATLIX Ha 9-1 EBponenckon KoHpepeHLnn opraHos no
opraHmsaumMm BbIOGOPOB, MNOCBALWEHHOW Teme "WHHOBALMOHHbIE peLleHna Ans
BbIGopoB", KoTopada coctoanack B TannuHe 4-5 uonsa 2012 roga;

4. MNpwueeTcTBOBana nposeaeHne 063opa 1 NPeacTosALLyo NyGnvkauuio goknaga no
utoram 25 neTt mexxgyHapogHoro HabnoaeHus 3a Bbibopamu;

5. HanomHuna o6 aKTyallbHOCTU CyLleCTBYHOLWNX MeXOAyHapOoOHbIX CTaHOapTOB B
obnactu nposegeHna OeMOKpaTU4eCKnx BbI60pOB n nx NpUMEeHMMOCTU K HOBbIM
TEXHOJIOrMAM Ha Bbl60an;

6. MNoayepkHyna, B 4acTHOCTU, BaXHOCTb PekomeHgauun Rec(2004)11 KomuteTa
MuHMcTpoB CoBeTa EBponbl rocygapcTBamM-yneHam O Hpuandeckmnx, onepaTuBHbIX
N TEXHUYECKUX CTaHZapTaX SNEKTPOHHOrO roflIoCoBaHus;

7. MNpuBeTcTBOBaNa ocyllecTensieMoe 0OHOBEHE gaHHon PekomeHaoaumm;

8. HanomHmna o Pesonounn [MapnameHTtckor accambneum Coeeta EBponbl
1653(2009) 06 aneKTpoHHOW AeMOKpaTuu;

9. MNpusHana noTeHUMan HOBbIX TEXHOMOIMA AN MNOBbLIWEHUS  YPOBHS
06LLEeCTBEHHOrO A0BEPUS K M3bMpaTenbHbIM npoLleccaM U Ux 3PdEKTUBHOCTH, B
TOM uucre [ANs MOBbILWEHUS YPOBHSI SIBKM, BKMHOYasi $IBKY npeacTaBuUTernen
YSI3BUMbIX FPYN;

10. OTMeTVna, YTO OaHHbIA NoTeHuMan MOXeT ObiTb peanu3oBaH TOMbKO B TOM
cnyyae, ecnu 6yayT co3daHbl COOTBETCTBYHLUME HOPUOUYECKME pPaMKM U Ons
OpraHoB Mo OpraHn3aLun BbIGOPOB, U €CNN AaHHbIN NOTeHLMan HOBbIX TEXHOMOMM
OyOeT BHeOpSTLCA U peann3oBbiBaTbCA MPW NOSHON NPO3paYHOCTM NpoLecca U Kak
YacTb NOCTENEHHOro N KOMIMITEKCHOro NOoAX0oAa;

11. OTmMeTVNa LWMPOKUIA KPYr CYLLECTBYIOLIMX METOAOB NPOBEAEHUS BbIGOPOB W
npusHamna npaBo CTpaH Ha To, 4YTOObl BbIGMPATb TPaAMUMOHHbIE CpPEACTBa
roOfiocoBaHMS UMW Ke 3NEKTPOHHbIE TEeXHOMOrMM, HauMHasi C COOTBETCTBYHOLLMX
MUNOTHbIX NPOEKTOB;

12. Nopg4yepkHyna HeobxoanmMocTb obecneyeHnss YeCTHOCTM BCEro M3bumpaTenbHOoro
npoLiecca npu UCnosnb30BaHMM HOBbLIX TEXHOSOIUNA;

13. MNMogyepkHyna, YTO MCMoNb30BaHWe HOBbIX TEXHOMOMMIA He OOIMKHO MOoApbIBaTh
TalHOro xapakTepa rorocoBaHus;

14. MogyepkHyna BaXHOCTb obecneyeHuss paBHOBECUSI MeXZy MPO3PaYyHOCTbIO
n3bupaTenbHbIX NPOLECCOB U 3aLMTON NPU 3TOM NEepPCOHarbHbIX AaHHbIX;

15. PekomeHgoBana B 9TOM CBA3M obecneuntb COOTBETCTBME BbIGOPOB C
MCNONb30BaHWEM 3NEKTPOHHbIX cpeacTtB KoHweeHumn Coseta EBponbl Ne 108 o
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3awmTe PU3MYECKUX nuL Npyv aBTOMaTU3NPOBaHHOW 00paboTke nepcoHanbHbIX
JaHHbIX;

16. Nop4yepkHyna BaXHOCTb NpeaocTaBneHns unsbupaTtensam BO3MOXHOCTEN
aHanuanpoBaTb MCMOMb30BaHNE WUX MEPCOHanbHbIX AaHHbIX B LENnsx npoBeaeHust
BbIOOpOB, Npexae BCEro B OTHOLLEHUN CMUCKOB n3bupaTenen;

17. MpuHsANa K CBEOEHUIO BAXXHOCTb [AOJIKHOIO MCMOMb30BaHMUS HOBbLIX TEXHOMOMIA
npu noaaepXXaHuM TOYHOCTU CMIUCKOB U peecTpoB nsbupaTenen;

18. OtmeTnna, 41O Npu BbIGOpPE HOBbLIX TEXHOMOMMM OpraHaMm Mo MNPOBELEHUIO
BbIOOpOB HeobGXxoaMmMO pPyKOBOACTBOBATBCA MNOTPEBHOCTAMU  M3OMpaTENbHOMO
npoLecca, a He MHTepecamn NpoBangepoB TEXHOSOMMI;

19. OTmMeTNa BaXHOCTb A1 OPraHoB MO OpraHM3auun BbIGOPOB HakannMBaTb
[OIMKHYHO 3KCNepTU3y Mpu perynupoBaHnM U Haa3ope 3a UCMoSib30BaHMEM HOBbIX
TEXHOMNMOrMN BO BpeMsi u3bupaTenbHbiX MPOLEeccoB, B TOM 4ucrie nNyTem
HapawuBaHMs MoTeHuMana W MNpPOBEAEeHWs COOTBETCTBYIOLIMX MporpaMm Mo
NOBbILLEHWNIO KBaNUUKaLmu;

20. PekomeHaoBana noebllaTh MHOOPMUPOBAHHOCTL M3bMpaTenen B OTHOLLEHUN
MCMONb30BaHUSI HOBbIX TEXHOMOrMW Ha Bbibopax, B TOM YMCNEe C MOMOLLbO
rpaXaaHCcKoro BOCNUTaHus 1 NporpaMm MHAOPMUPOBaHKS OOLLLECTBEHHOCTMY;

21. OTmeTUnNa BOMPOC O BO3MOXXHOCTU NPOBEPKN roynnocoBaHUA npn NCnoJjib30BaHNU
ONEKTPOHHbIX CpeacTB rofiocoBaHNA, a TakKkKe BaXHOCTb MNpenocrtaBieHnA
SCbeeKTVIBHbIX cpencTB NMPOBEPKU Mpu npoBeaeHnn Bbl60pOB C mncnonb3oBaHUEM
ANEKTPOHHbIX TEXHOMOMNM;

22. OTmMeTUNa, 4TO O3rIeKTPOHHOE T[OnocoBaHMe co3daeT psg npobnem  ans
TPaAMUMOHHBIX  MEeTOdOB  HabnogeHus 3a  BblbopamMu U noadepkHyna
HeobxoaMMocTb obecrneveHnst IPHEKTUBHOCTU HALMOHANBHOIO Y MeXayHapOAHOro
HabnogeHns 3a BbIGopamy NPy UCMONb30BaHUN 3NIEKTPOHHOIO rofl0COBaHUS;

23. Mpu3Hana BaXHOCTb ONpedeneHns Uu MPOABWKEHUA HOBbIX WHULMATUB,
CNOCOOCTBYIOLMX  YMPOLWEHWIO  peructpauum  usbupartenen,  npoueaypbl
rOfIOCOBaHMS M NOBLILLEHMIO YPOBHS SIBKM MPU FONOCOBAHUK 3@ rpaHuLei, korga 1o
NPUMEHNMO;

24. [NogyepkHyna BaXHOCTb 6e3onacHbIX Mpoueayp Mnpu UCMONb30BaHUN HOBbIX
TEXHOorMm Ha Bbibopax;

25. MpusHana cooTBETCTBYIOLYIO CTOMMOCTb obecneyeHuss Ge3onacHocT Ha
BbIGOpaXx Npy MCMONb30BaHWKN HOBbLIX TEXHOMOMMIA M HEOBXOAMMOCTb OLIEHKN PUCKOB
[0 BHEAPEHMS TaKNX TEXHOMOTUIA;

26. MNMpuBetcTBoBana obmeH uvHpopmaumen 06 3PEPEKTUBHON MNpakTuke B
OTHOLLIEHUWN NUCMONb30BaHMSA HOBbLIX TEXHOOMNNA.

[aTta n mecto npoBeneHna 14-in EBponenckon KOHGEPEHLUM OpraHoB MO OpraHM3aunm
BblGopoB OyayT NOATBEPXKAEHbLI MO3AHEE.
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